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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q600-Q605):

NEW QUESTION # 600

Susan, a software developer, wants her web API to update other applications with the latest information. For this purpose, she uses
a user-defined HTTP tailback or push APIs that are raised based on trigger events:

when invoked, this feature supplies data to other applications so that users can instantly receive real-time Information.

Which of the following techniques is employed by Susan?

A. SOAP API
B. web shells

C. REST API
D. Webhooks

Answer: D
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Explanation:

Webhooks are one of a few ways internet applications will communicate with one another.

It allows you to send real-time data from one application to another whenever a given event happens.

For example, let's say you've created an application using the Foursquare API that tracks when people check into your restaurant.
You ideally wish to be able to greet customers by name and provide a complimentary drink when they check in.

‘What a webhook will is notify you any time someone checks in, therefore you'd be able to run any processes that you simply had in
your application once this event is triggered.

The data is then sent over the web from the application wherever the event orignally occurred, to the receiving application that
handles the data.

Here's a visual representation of what that looks like:

A webhook url is provided by the receiving application, and acts as a phone number that the other application will call once an event
happens.

Only it's more complicated than a phone number, because data about the event is shipped to the webhook url in either JSON or
XML format. this is known as the "payload." Here's an example of what a webhook url looks like with the payload it's carrying:

What are Webhooks? Webhooks are user-defined HTTP callback or push APIs that are raised based on events triggered, such as
comment received on a post and pushing code to the registry. A webhook allows an application to update other applications with
the latest information. Once nvoked, it supplies data to the other applications, which means that users instantly receive real-time
mformation. Webhooks are sometimes called

"Reverse APIs" as they provide what is required for API specification, and the developer should create an API to use a webhook.
A webhook is an API concept that is also used to send text messages and notifications to mobile numbers or email addresses from
an application when a specific event is triggered. For instance, if you search for something in the online store and the required itemis
out of stock, you click on the "Notify me" bar to get an alert from the application when that item is available for purchase. These
notifications from the applications are usually sent through webhooks.

NEW QUESTION # 601
What is the common name for a vulnerability disclosure program opened by companies In platforms such as HackerOne?

A. Ethical hacking program

B. Vulnerability hunting program
C. Bug bounty program

D. White-hat hacking program

Answer: C

Explanation:

Bug bounty programs allow independent security researchers to report bugs to an companies and receive rewards or compensation.
These bugs area unit sometimes security exploits and vulnerabilities, although they will additionally embody method problemns,
hardware flaws, and so on.

The reports area unit usually created through a program travel by associate degree freelance third party (like Bugcrowd or
HackerOne). The companies can got wind of (and run) a program curated to the organization's wants.

Prograns is also non-public (invite-only) wherever reports area unit unbroken confidential to the organization or public (where
anyone will sign in and join). they will happen over a collection timeframe or with without stopping date (though the second
possibility is a lot of common).

‘Who uses bug bounty progranms?

Many major organizations use bug bounties as an area of their security program, together with AOL, Android, Apple, Digital Ocean,



and goldman Sachs. you'll read an inventory of all the programs offered by major bug bounty suppliers, Bugcrowd and HackerOne,
at these links.

Why do corporations use bug bounty programs?

Bug bounty prograns provide corporations the flexibility to harness an outsized cluster of hackers so as to seek out bugs in their
code.

This gives them access to a bigger variety of hackers or testers than they'd be able to access on a one-on-one basis. It {can alsoalso
willcan evenjmay alsojmay} increase the probabilities that bugs area unit found and reported to them before malicious hackers can
exploit them.

It may also be an honest publicity alternative for a firm. As bug bounties became a lot of common, having a bug bounty program will
signal to the general public and even regulators that a corporation incorporates a mature security program.

This trend is likely to continue, as some have began to see bug bounty prograns as an business normal that all companies ought to
nvest in.

Why do researchers and hackers participate in bug bounty prograns?

Finding and news bugs via a bug bounty program may end up in each money bonuses and recognition. In some cases, it will be a
good thanks to show real-world expertise once you are looking for employment, or will even facilitate introduce you to parents on
the protection team within an companies.

This can be full time income for a few of us, income to supplement employment, or the way to point out off your skills and find a full
time job.

It may also be fun! it is a nice (legal) probability to check out your skills against huge companies and government agencies.

‘What area unit the disadvantages of a bug bounty program for independent researchers and hackers?

A lot of hackers participate in these varieties of programs, and it will be tough to form a major quantity of cash on the platform.

In order to say the reward, the hacker has to be the primary person to submit the bug to the program. meaning that in apply, you
may pay weeks searching for a bug to use, solely to be the person to report it and build no cash.

Roughly ninety seven of participants on major bug bounty platforns haven't sold-out a bug.

In fact, a 2019 report from HackerOne confirmed that out of quite three hundred,000 registered users, solely around two.5%
received a bounty in their time on the platform

Essentially, most hackers are not creating a lot of cash on these platforns, and really few square measure creating enough to switch a
full time wage (plus they do not have advantages like vacation days, insurance, and retirement planning).

What square measure the disadvantages of bug bounty programs for organizations?

These prograns square measure solely helpful if the program ends up in the companies realizeing issues that they weren't able to find
themselves (and if they'll fix those problens)!

Ifthe companies is not mature enough to be able to quickly rectify known problems, a bug bounty program is not the right alternative
for his or her companies.

Also, any bug bounty program is probably going to draw in an outsized range of submissions, several of which can not be high-
quality submissions. a corporation must be ready to cope with the exaggerated volume of alerts, and also the risk of a coffee signal
to noise magnitude relation (essentially that it's probably that they're going to receive quite few unhelpful reports for each useful
report).

Additionally, if the program does not attract enough participants (or participants with the incorrect talent set, and so participants are
not able to establish any bugs), the program is not useful for the companies.

The overwhelming majority of bug bounty participants consider web site vulnerabilities (72%, per HackerOn), whereas solely a
number of (3.5%) value more highly to seek for package vulnerabilities.

This is probably because of the actual fact that hacking in operation systens (like network hardware and memory) needs a big
quantity of extremely specialised experience. this implies that firms may even see vital come on investment for bug bounties on
websites, and not for alternative applications, notably those that need specialised experience.

This conjointly implies that organizations which require to look at AN application or web site among a selected time-frame may not
need to rely on a bug bounty as there is no guarantee of once or if they receive reports.

Finally, it are often probably risky to permit freelance researchers to try to penetrate your network. this could end in public speech
act of bugs, inflicting name harm within the limelight (which could end in individuals not eager to purchase the organizations' product
or service), or speech act of bugs to additional malicious third parties, United Nations agency may use this data to focus on the

organization.

NEW QUESTION # 602

During a red team engagement, an ethical hacker discovers that a thermostat accepts older firmware versions without verifying their
authenticity. By loading a deprecated version containing known vulnerabilities, the tester gains unauthorized access to the broader
network. Which IoT security issue is most accurately demonstrated in this scenario?

¢ A Denial-of-service through physical tampering
e B. Use of insecure third-party components
e (. Lack of secure update mechanisns



¢ D. Insecure network service exposure
Answer: C

Explanation:

CEH v13 emphasizes that [oT devices must implement secure firmware update mechanisms that enforce authenticity, integrity, and
version control. A critical lapse occurs when devices allow rollback to older firmware versions or accept updates without
cryptographic validation. This opens the door to "firmware downgrade attacks," where attackers intentionally install outdated but
vulnerable firmware to reintroduce exploitable weaknesses. CEH identifies this as part of insecure update design, one of the most
dangerous IoT vulnerabilities because firmware governs device behavior, network communication, and trust boundaries.

Without signature verification, integrity checking, and anti-rollback enforcement, attackers can load malicious or deprecated
firmware to escalate privileges or pivot deeper into a network. Options B and C represent different categories of ToT weaknesses,
and D refers to supply-chain issues, none of which match the described rollback exploitation. Therefore, the vulnerability
demonstrated is the absence of secure update mechanisis.

NEW QUESTION # 603

Bob, your senior colleague, has sent you a mail regarding a deal with one of the clients. You are requested to accept the offer and
you oblige. After 2 days. Bob denies that he had ever sent a mail. What do you want to

"know™' to prove yourself that it was Bob who had send a mail?

A. Authentication
B. Non-Repudiation

C. Integrity
D. Confidentiality

Answer: B

Explanation:

Non-repudiation is the assurance that someone cannot deny the validity of something. Non-repudiation is a legal concept that is
widely used in information security and refers to a service, which provides proof of the origin of data and the mtegrity of the data. In
other words, non-repudiation makes it very difficult to successfully deny who/where a message came from as well as the authenticity
and mtegrity of that message.

NEW QUESTION # 604
Which of the following tools is used to analyze the files produced by several packet-capture programs such as tcpdump, WinDump,
Wireshark, and EtherPeek?

A. OpenVAS
B. teptrace

C. teptraceroute
D. Nessus

Answer: B

Explanation:

teptrace is a command-line tool used to analyze the output of packet-capture tools such as tcpdump and Wireshark. It processes the
captured data and generates detailed reports on TCP connections including connection durations, round-trip times, throughput, and
nmore.

# Reference - CEH v13 Study Guide, Module 10: Sniffing

"teptrace reads in packet trace files and outputs information about each TCP connection seen."

# Incorrect options:

B). Nessus is a vulnerability scanner.

C). OpenVAS is also a vulnerability assessment tool.

D). teptraceroute is used to trace the path of packets at the TCP level, not for analyzing captured data.

NEW QUESTION # 605
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