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Amazon AWS Certified CloudOps Engineer - Associate Sample Questions
(Q206-Q211):

NEW QUESTION # 206

A conpany has a web application that is experiencing performance problems many times each night. A root cause analysis reveals
sudden increases in CPU utilization that last 5 minutes on an Amazon EC2 Linux instance. A CloudOps engineer nust find the
process ID (PID) of the service or process that is consuming more CPU.

‘What should the CloudOps engineer do to collect the process utilization information with the LEAST amount of effort?

A. Use the default Amazon CloudWatch CPUUtilization metric.

B. Configure an AWS Lambda finction to run every minute to capture the PID and send a notification.
C. Log in to the EC2 instance each night and run the top command.

D. Configure the Amazon CloudWatch agent procstat plugin to capture CPU process metrics.
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Answer: D

Explanation:

The CloudWatch agent procstat plugin is specifically designed to collect per-process metrics such as CPU usage by process ID. It
allows continuous, automated monitoring without manual intervention and integrates directly with CloudWatch.

Default CloudWatch metrics provide only instance-level CPU utilization and do not expose process-level details. Manual logins and
Lambda-based polling introduce unnecessary operational overhead and are not scalable.

Therefore, configuring the procstat plugin is the most efficient solution.

NEW QUESTION # 207

A company stores critical information in an Amazon RDS for PostgreSQL database. The company notices degraded performance,
high CPU utilization, increased query latency, and connection timeouts during peak shopping hours. The company also identifies
surges in user connections during peak hours. The connection surges affect the read performance of the database.

The company wants to resolve the database performance issues.

‘Which combination of steps will meet this requirement? (Select TWO.)

¢ A. Implement RDS Proxy with connection pooling.

¢ B. Use Amazon CloudWatch Logs Insights to analyze the database queries and identify performance bottlenecks. Update the
queries based on the analysis findings.

e (. Use Amazon RDS Performance Insights to analyze the SQL queries that most affect database performance. Update the
SQL queries based on the analysis findings.

e D. Use Amazon RDS for PostgreSQL with a single Availability Zone.

¢ E. Disable connection pooling entirely to ensure that all user connections are treated equally, even during peak hours.

Answer: A,C

Explanation:

The symptoms point to two common database pressure sources: inefficient queries (driving high CPU and latency) and excessive
concurrent connections (driving connection management overhead, read contention, and timeouts). The most effective remediation is
to address both the SQL workload and the connection surge behavior.

Amazon RDS Performance Insights (Option A) is designed to help identify which SQL statements and wait events contribute most
to database load. It provides a database-centric view of performance that highlights top SQL, top waits, and the relative impact of
sessions on CPU and other resources. By using Performance Insights to pinpoint the highest-impact SQL and then tuning those
queries (for example, improving indexes, reducing full scans, and optimizing query patterns), the company can lower CPU utilization
and reduce query latency during peak hours.

Comnection surges are best addressed with a managed connection pooling layer. RDS Proxy (Option E) provides connection
pooling and multiplexing between application connections and the database, which reduces the overhead of establishing and
maintaining a large number of database connections. During spikes, the proxy can smooth bursty connection behavior, improve
failover handling, and reduce the risk of overwhelming the database with too many concurrent connections. This directly targets the
observed timeouts and read performance degradation tied to surges.

Option B is not the best fit because CloudWatch Logs Insights is a log analytics tool; it is not the primary mechanism for deep SQL
performance attribution in RDS and typically requires extensive logging configurations that add overhead. Option C would reduce
availability and does not improve performance.

Option D would make the problem worse: disabling pooling increases connection churn and overhead, amplifying timeouts and
latency during peak traffic.

Therefore, combining Performance Insights query analysis/tuning with RDS Proxy connection pooling best resolves both root causes.

NEW QUESTION # 208

A CloudOps engineer needs to create a report that shows how many bytes are sent to and received from each target group member
for an Application Load Balancer (ALB).

Which combination of steps should the CloudOps engineer take to meet these requirements? (Select TWO.)

e A Enable access logging for the ALB. Save the logs to an Amazon S3 bucket.

e B. Use Amazon Athena to query the ALB logs. Query the table. Use the received bytes and sent bytes fields to calculate the
total bytes grouped by the target and port fields.

e (. Use Amazon Athena to query the ALB logs. Query the table. Use the received bytes and sent_bytes fields to calculate the
total bytes grouped by the client port field.

e D. Create an Amazon CloudWatch dashboard that shows the Sum statistic of the ProcessedBytes metric for the ALB.

e E. Install the Amazon CloudWatch agent on the instances in the target group.



Answer: A,B

Explanation:

ALB access logs contain request-level records that include byte counts and target information. To report bytes sent to and received
from each target group member, the CloudOps engineer should enable ALB access logging and store the logs in Amazon S3. Then
Amazon Athena can query the log files and aggregate received bytes and sent_bytes by the target address and port fields. AWS
Athena documentation provides table definitions for ALB access logs and supports querying those logs directly from S3. Installing
the CloudWatch agent on targets is unnecessary because the required data is in ALB logs, not instance OS metrics. The
ProcessedBytes CloudWatch metric is useful for aggregate load balancer traffic but does not provide per-target member reporting,
Grouping by client port is also wrong because the requirement is per target member.

NEW QUESTION # 209

A CloudOps engineer creates a new VPC that includes a public subnet and a private subnet. The CloudOps engineer successfully
launches 11 Amazon EC2 instances in the private subnet The CloudOps engineer attempts to launch one more EC2 instance in the
same subnet. However, the CloudOps engineer receives an error message that states that not enough fiee IP addresses are
available.

‘What must the CloudOps engineer do to deploy more EC2 instances?

A. Create a new private subnet to hold the required EC2 instances.
B. Edit the private subnet to extend across a second Availability Zone.
C. Edit the private subnet to change the CIDR block to /27.

D. Assign additional Elastic IP addresses to the private subnet.

Answer: A

Explanation:

A subnet's CIDR block size determines how many IP addresses it can allocate to resources.

Once all IP addresses in the subnet are used, you cannot expand or resize the CIDR block of an existing subnet. The only solution is
to create a new subnet (with a larger or different CIDR range) within the same VPC and launch additional EC2 instances there. This
allows scaling without [P address exhaustion.

NEW QUESTION # 210

A company runs a web application on Amazon EC2 instances behind an Application Load Balancer (ALB).

The company needs an AWS Lambda function to performa custom recovery procedure on the application server when the
application returns an HTTP 500 status code.

A CloudOps engineer needs to design a solution that detects HTTP 500 status codes and runs the Lambda function reliably when
errors are detected.

‘Which solution will meet these requirements?

¢ A. Configure an Amazon CloudWatch alarm on the HTTPCode Target SXX Count ALB target group metric. Set the alarm
action to run the Lambda function.

¢ B. Create an Amazon EventBridge rule for all ALB request events that invokes the Lambda finction. Configure the Lambda
function to filter for HTTP 500 status codes internally.

¢ C. Deploy a new Lambda function that continuously scans the ALB access logs in Amazon S3 to detect HTTP 500 status
codes and then invokes the existing Lambda finction.

¢ D. Enable AWS CloudTrail on the application instances. Configure Amazon CloudWatch Logs metric filters to detect HTTP
500 status codes and run the Lambda fimction.

Answer: A

Explanation:

The ALB target group metric HITPCode Target SXX Count records HTTP 5XX responses generated by targets behind the load
balancer. A CloudWatch alarm can monitor this metric and enter the ALARM state when the error count crosses the defined
threshold. CloudWatch alarms can directly invoke a Lambda fimction as an alarm action, which makes this the simplest reliable
automation path for custom recovery.

AWS documentation states that invoking a Lambda function is an alarm action and is used to automate custom actions on alarm
state changes. Option B uses log polling, which adds latency and operational overhead. CloudTrail does not capture application
HTTP 500 responses from EC2 instances. EventBridge does not receive every ALB request as an event. Therefore, CloudWatch



alarm plus Lambda action is correct.

NEW QUESTION # 211
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