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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q67-Q72):
NEW QUESTION # 67 
Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule? (Choose two.)

A. Traffic does not match any of the entries in the policy route table.
B. The session information output displays no SD-WAN service id.
C. The traffic is distributed, regardless of weight, through all available static routes.
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D. FortiGate flags the session with may_dirtyand vwl_default.
E. Traffic is load balanced using the algorithm set for the v4-ecmp-modesetting.

Answer: A,B

Explanation:
When traffic matches the implicit SD-WAN rule, no specific SD-WAN service is applied, so the session information output does
not show an SD-WAN service ID.
The implicit SD-WAN rule is considered only when no matching entry is found in the policy route table.

NEW QUESTION # 68 
Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.



When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branch1_fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Review the per-device mapping configuration for metadata variables
B. Do not define installation targets for SD-WAN members.
C. Specify the gateway of the SD-WAN member port1 with an IP address or use the default value.
D. Update the management IP address of branch1_fgt.

Answer: A,C

Explanation:
Specify the gateway of the SD-WAN member port1 with an IP address or use the default value → The error log shows invalid ip -
prop[gateway]: ip4class(${sdwan_port1_gw}) invalid ip addr, meaning the variable ${sdwan_port1_gw} does not have a valid
mapping. Assigning a valid IP address or default value for the gateway resolves this error.
Review the per-device mapping configuration for metadata variables → The issue is tied to how the metadata variable
${sdwan_port1_gw} is mapped for branch1_fgt. If this device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 69 
(As an IT manager, you want to delegate the installation and management of your SD-WAN deployment to a managed security
service provider (MSSP). Each site must maintain direct internet access and be secure. You expect significant traffic flow between
the sites and want to delegate as much of the network administration and management as possible to the MSSP.
Which two MSSP deployment blueprints address your requirements? Choose two answers.)

A. Install the hub and spokes on the customer premises, and enable the MSSP to manage the SD-WAN deployment using
FortiManager with a dedicated ADOM.
B. Install a dedicated hub on the MSSP premises for the customer, and install the spokes on the customer premises.
C. Use a shared hub on the MSSP premises and a dedicated hub on the customer premises, and install the spokes on the
customer premises.
D. Use a shared hub on the MSSP premises with a dedicated VDOM for the customer, and install the spokes on the



customer premises.

Answer: B,D

Explanation:
Your requirements map to two key MSSP goals described in the FCSS SD-WAN 7.6 blueprint patterns:
Delegate as much administration and management as possible to the MSSP
This is best achieved when the hub security and SD-WAN control point is located on the MSSP premises, because the MSSP can
centrally operate the core enforcement and overlay control. Both option B (dedicated hub at MSSP) and option D (shared hub at
MSSP with customer isolation) meet this requirement.
Each site must maintain direct internet access (DIA) and be secure, with significant site-to-site traffic In Fortinet SD-WAN MSSP
designs, spokes can still use local breakout for DIA while also building secure overlays for inter-site traffic. Placing the hub at the
MSSP enables centralized security services and scalable inter-site connectivity management while preserving DIA where required.
Options B and D support this operating model.
Why the other options do not best match:
A includes a dedicated hub on the customer premises, which reduces how much the MSSP can centralize and operate from its own
environment, so it does not maximize delegation.
C places both hub and spokes on the customer premises. While the MSSP can manage using a dedicated ADOM, this blueprint
does not align as strongly with "delegate installation and management" to the MSSP as the designs where the hub is hosted and
operated from the MSSP premises.
Therefore, the two MSSP deployment blueprints that address your requirements are B and D.

NEW QUESTION # 70 
Refer to the exhibit.
You want to configure SD-WAN on a network as shown in the exhibit.
The network contains many FortiGate devices. Some are used as NGFW, and some are installed with extensions such as
FortiSwitch. FortiAP. or Forti Ex tender.
What should you consider when planning your deployment?

A. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.
B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.
C. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with Forti Extender.
D. You must use FortiManager to manage your SD-WAN topology.

Answer: B

Explanation:
In Fortinet SD-WAN, hubs should not have extensions like FortiSwitch, FortiAP, or FortiExtender installed, as these can affect hub
functionality and scalability. While all device types can be included in the topology, the hubs must be "clean" FortiGate devices
without such extensions to ensure proper ADVPN and overlay management.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q3]
Fortinet SD-WAN Reference Architecture Guide 7.4 - Hub requirements

NEW QUESTION # 71 
Refer to the exhibit.



The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the hub FortiGate doesn't
prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

A. This performance SLA uses the same members.
B. The performance SLA is configured with set embedded-measure accept.
C. The performance SLA uses the same criteria.
D. The performance SLA has the parameter priority-out-sla configured.

Answer: B,C

Explanation:
The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health check is using ping
(protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data sent by the spoke, its performance SLA
must be configured to measure the same metrics. If the hub is looking for jitter or packet loss, it will not use the latency data sent by
the spoke.
When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is done by setting set
embedded-measure accept within the performance SLA configuration on the hub. This setting explicitly tells the hub to trust and use
the performance metrics received from the remote FortiGate (the spoke). Without this setting, the hub will likely ignore the
embedded health data and rely on its own health checks, which could lead to incorrect traffic prioritization.

NEW QUESTION # 72
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