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Fortinet NSE 8 - Recertification Exam Sample Questions (Q41-Q46):

NEW QUESTION # 41
Refer to the exhibit.
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FS448D-A (LAG-1) # show
config switch trunk
edit "LAG-1"
set mode lacp-active
set mclag-icl enable
set members "portl3"™
next
end

FS448D-B (LAG-2) # show
config switch trunk
edit "LAG-2"
set mode lacp-active
set mclag-icl enable
set members "portl3" "portld"
next

2ERTINET

FortiGate-A # show switch-contxoller*managed-switch
config switch-controllexr managed-switch

edit FS448D-A
config ports
edit "LAG-3"
set type trunk
set mode lacp-active
set mclag enable
set members "portld"
next
end
next
edit FS448D-B
config ports
edit "LAG-3"
set type trunk
set mode lacp-active
set mclag enable
set members "portld"
next
end
next
end

Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

e A. LAG-3 on switches on FS448D-A and FS448D-B may be connected to a single 802.3ad trunk on another device.
e B. portl3 and port14 on FS448D- A should be connected to portl3 and port14 on FS448D-B.



¢ C.LAG-1 and LAG-2 should be connected to a 4-port single 802.3ad trunk on another device.
¢ D.LAG-1 and LAG-2 should be connected to a single 4-port 802.3ad interface on the FortiGate-A.

Answer: A,B

NEW QUESTION # 42

You are hosting Web applications that must be PCI DSS compliant. The Web applications are protected by a FortiWeb.
Compliance will be tested during the quarterly security review. In this scenario, which three FortiWeb features should you use?
(Choose three.)

A. the config system advanced set weark enc disable end command.
B. Auto-learning

C. Vulnerability Scan

D. Syn Cookie

E. Credit Card Detection

Answer: C,D,E

NEW QUESTION # 43
Referring to the exhibit, users are reporting that their FortiFones ring but when they pick up, the cannot hear each other. The
FortiFones use SIP to commumicate with the SIP Proxy Server and RTP between the phones.

‘Which configuration change will resolve the problem?

M\ Exhibit

-

3 .
[ PhoneA@192 168 234.47 | 234, | PhonoAdR192.168 235 48 ]

[0 Close]

config firewall poliey
edit 1

set srcintf portld®

set dstintf portld

sat srcaddr 192.168.235.0424
set dstaddr 193,168 .234.0/24
sot, action accept

set schedule Always

set service SIP

set utm-status enable

set voip-profile default

config firewall policy
edit 1

sat srcintf portlé

set dastintf portl%s
FoocRTIMESEt srcaddr 192 .0168.234.3/24

set dstadde 192.168.235.0/24

set actlom accept

set schedule always

setigervice SIP

et utm-status enable

set voip-profile default

nexk

e C. and




config voip profile
edit default
config sip
set ips-rtp disable
end
end

e D. MEATINET

Answer: D

NEW QUESTION # 44

A customer with a FortiDDoS 200F protecting their fibre optic internet connection from incoming traffic sees that all the traffic was
dropped by the device even though they were not under a DoS attack. The traffic flow was restored after it was rebooted using the
GUL

‘Which two options will prevent this situation in the future? (Choose two.)

A. Move the internet connection from the SFP interfaces to the LC interfaces.
B. Replace with a FortiDDoS 1500F.

C. Create an HA setup with a second FortiDDoS 200F.

D. Change the Adaptive Mode.

Answer: B,C

Explanation:

B is correct because creating an HA setup with a second FortiDDoS 200F will provide redundancy in case one of the devices fails.
This will prevent all traffic from being dropped in the event of a failure.

D is correct because the FortiDDoS 1500F has a larger throughput capacity than the FortiDDoS

200F. This means that it will be less likely to drop traffic even under heavy load. The other options are incorrect.

NEW QUESTION # 45

A customer is planning on moving their secondary data center to a cloud-based IaaS. They want to place all the Oracle-based
systems on Oracle Cloud, while the other systems will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to
design an architecture using Fortinet products with security, redundancy, and performance as a priority.

Which two design options are true based on these requirements? (Choose two.)

e A. Systems running on Azure will need to go through the main data center to access the services on Oracle Cloud.

¢ B. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

¢ C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access
Oracle services without using public IPs.

¢ D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Azure and a FortiGate device at the data center edge.

Answer: B,C

Explanation:
ExpressRoute supports a couple of encryption technologies to ensure confidentiality and integrity of the data traversing between your
network and Microsoft's network. By default traffic over an ExpressRoute connection isn't encrypted.

NEW QUESTION # 46
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