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Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q50-Q55):

NEW QUESTION # 50
‘When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency
between FortiSASE and the FortiGate SD-WAN hub. Which routing protocol must you use?

A. EIGRP
B. BGP
C.IS-IS
D. OSPF

Answer: B

Explanation:
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‘When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).

BGP (Border Gateway Protocol):

BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.

It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.

Routing Adjacency:

BGP enables the exchange of routing information between FortiSASE and the FortiGate SD-WAN hub.

This ensures optimal routing paths and efficient traffic management across the hybrid network.

FortiOS 7.2 Administration Guide: Provides information on configuring BGP for SD-WAN mtegration.

FortiSASE 23.2 Documentation: Details on setting up routing adjacencies using BGP for Secure Private Access with SD-WAN.

NEW QUESTION # 51
Refer to the exhibits.
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A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.
Based on the exhibits, what is the reason for the access failure?

A. The server subnet BGP route was not received on FortiSASE.

B. The hub is not advertising the required routes.

C. The hub firewall policy does not include the FortiClient address range.

D. A private access policy has denied the traffic because of failed compliance

Answer: C

NEW QUESTION # 52
Which secure internet access (SIA) use case minimizes individual workstation or device setup, because you do not need to install
FortiClient on endpoints or configure explicit web proxy settings on web browser-based end points?

A. SIA for agentless remote users
B. SIA for SSLVPN remote users
C. SIA for site-based remote users
D. SIA for inline-CASB users

Answer: A

Explanation:

The Secure Internet Access (SIA) use case that minimizes individual workstation or device setup is SIA for agentless remote users.
This use case does not require installing FortiClient on endpoints or configuring explicit web proxy settings on web browser-based
endpoints, making it the simplest and most efficient deployment.

SIA for Agentless Remote Users:

Agentless deployment allows remote users to connect to the SIA service without needing to install any client software or configure
browser settings.

This approach reduces the setup and mantenance overhead for both users and administrators.

Minimized Setup:

Without the need for FortiClient installation or explicit proxy configuration, the deployment is straightforward and quick.

Users can securely access the internet with minimal disruption and admmnistrative effort.

FortiOS 7.2 Admmnistration Guide: Details on different SIA deployment use cases and configurations.

FortiSASE 23.2 Documentation: Explains how SIA for agentless remote users is implemented and the benefits it provides.



NEW QUESTION # 53
Refer to the exhibits.
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A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the internet access policy.
Remote users are still able to download the eicar.com-zip file from https:/eicar.org. Traffic logs show traffic is allowed by the policy.
Which configuration on FortiSASE is allowing users to perform the download?

A. Force certificate inspection is enabled in the policy.

B. Web filter is allowing the traffic.

C. The HTTPS protocol is not enabled in the antivirus profile.
D. IPS is disabled in the security profile group.

Answer: A

Explanation:
https://community. fortinet.convt5/FortiSASE/Technical- Tip- Force- Certificate- Inspection-option-in- FortiSASF/ta-p/302617

NEW QUESTION # 54
Which FortiOS command is used to verify the health of Zero Trust Network Access (ZTNA) policies in FortiSASE?

A. get ztna policy-status

B. diagnose ztna status

C. get system ztna status

D. diagnose debug application ztna

Answer: D

NEW QUESTION # 55
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