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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Routing; This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic

Topic 1 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute

and balance traffic loads across multiple WAN connections efficiently.

¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systers (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 2
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o VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPN to grant secure remote access to internal resources and configure [Psec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 3

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
Topic 4 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system|
readiness and network uptime.

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 5
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q24-Q29):

NEW QUESTION # 24
Refer to the exhibits.
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HQ-NGFW-1 HA configuration

EQ-NGFW-1 ¢ config system ha

EQ-NGFW-1 (ha) & show
config system ha
set group-id 5
set group-name “Training”
set mode a-p
set password ENC nmk7zGYiRruxl
set hbdev “pozt7” 0
set session-pickup enable
set override disable
set priority 200

set monitor “portly m

and .co
WG

HQ-N -2 HA configuration

HQ-NGFW-2 (ha) # show
config system ha
set group-id 5
set group-name “Training”
set mode a-p
set password ENC n40G3dmndK50s
set hbdev “port7” 0
set session-pickup enable
gset override disable
et priority 100

- o

set monitor “portl

and
Es=RHRAE]
An admmnistrator configured both members of an HA cluster at the same time. After one week of monitoring, the administrator wants
to verify the HA failover performance.

How can the administrator force a failover?

A. The administrator must set the monitored port to down on HQ-NGFW-1.

B. The administrator must reset the HA uptime on HQ-NGFW-1.

C. The admmnistrator must set the parameter override to enable on HQ-NGFW-2.
D. The administrator must increase the HA priority on HQ-NGFW-2.

Answer: B

NEW QUESTION # 25
Refer to the exhibit.

config system global
set av-failopen gmrg&+shot
end

config ips glebail
set fail@~open enable

end

Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)

e A FortiGate skips quarantine actions.
e B. Administrators must restart FortiGate to allow new session.
e (. FortiGate drops new sessions requiring inspection.



¢ D. Admnistrators cannot change the configuration.
Answer: A,C

Explanation:
In fail-open mode, FortiGate skips quarantine actions to maintain traffic flow despite IPS or antivirus failures.

FortiGate drops new sessions that require inspection when in conserve mode and fail-open is enabled, to protect the network from
potentially harmful traffic.

NEW QUESTION # 26
You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You can turn off IKE fragmentation to fix large certificate negotiation problemns.

B. You can configure a hub-and-spoke topology with SSL. VPN tunnels to bypass blocked UDP ports.

C. You canuse SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).
D. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

Answer: A,C

Explanation:
Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.
Using SSL. VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION # 27
Refer to the exhibit, which shows a routing table.

Hertwork Gateway IP 5 Inbitaces

10011024 0000 & portd i Conectiod
100 12 024 0000 = portS Connecied

10013024 000 Hpori} o b Connecied
100650024 0000 por? ] Connected
100850024 0000 Epod¥ (1] ) Conmicted
172201024 100860254 Wl Connected
192 1620016 0.0.0.0 Wport1 i y Connecled

An admmnistrator wants to create a new static route so the traffic to the subnet 172.20.1.0/24 is routed through port2 only.
What are the two criteria that the administrator can use to achieve this objective? (Choose two.)

A. The new static route must have the priority set to 3.

B. The new static route must have the metric set to 1.

C. The existing static route through port3 must have the distance set to 11.
D. The new static route must have the distance set to 9.

Answer: C,D

NEW QUESTION # 28
What are three key routing principles in SD-WAN? (Choose three.)

A. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

B. SD-WAN rules have precedence over any other type of routes.

C. Regular policy routes have precedence over SD-WAN rules.

D. By default. SD-WAN rules are skipped if only one route to the destination is available.

E. By default. SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.

Answer: A,B,E

Explanation:
SD-WAN rules are skipped if none of the SD-WAN members have a valid route to the destination.
SD-WAN rules take precedence over other route types.



SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member by defauilt.

NEW QUESTION # 29
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