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A #17
You have a microservice application running in a Kubernetes cluster with a sidecar container responsible for logging. The sidecar
container has access to the main application contaners sensitive data, including credentials. You need to implement a security policy
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to prevent the sidecar container from accessing the main application container's data.
IEf#:
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Solution (Step by Step) :

1. Create a Securitycontext for the main application container:

2. Apply the updated Deployment: bash kubectl apply -f my-app-deployment.yaml - The readOnlyRootFilesystem: true' setting in
the main application container's security context prevents the sidecar container from writing to the main container's filesystem - This
ensures that the sidecar container cannot modify or access the main application's sensitive data. Important Notes: - This policy
restricts the sidecar container from accessing the main containers data through the filesystem - If the sidecar needs access to specific
data, you can mount a shared volume that is read-only for the sidecar container and read-write for the main container. - It's crucial
to review the security context of both main and sidecar containers to ensure that all necessary access restrictions are implemented.

HM #18

Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of
4 points.

kubesec-test.yaml

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0
securityContext:

readOnlyRootFilesystem: true

¢ A. Hint: docker run -1 kubesec/kubesec:512¢5e0 scan /dev/stdin < kubesec-test. yaml

EfE: A

HM #19
Youare deploying a containerized application that requires root privileges to perform certain tasks. However, you want to minimize

the security risks associated with running the container as root Explain how to use capabilities to achieve this.
EfE:

R

Solution (Step by Step) :

1. Identify Required Capabilities:

- Determine the specific capabilities that your application requires.

- For example, if the application needs to access network devices or manipulate system files, it might need capabilities like NET
ADMIN' or 'SYS ADMIN'.

2. Configure the Capabilities in the Pod Spec:

- Inthe pod spec's 'securityContext', define the 'capabilities' field.

- Add the required capabilities to the 'requestedCapabilities' list.

- You can also specify 'dropCapabilitieS to remove unnecessary capabilities from the container

- Exanple:

3. Build and Deploy the Container: - Build your container image, ensuring that the Dockerflle or build process includes any
necessary system calls or libraries that are used by the application. 4. Test and Verify: - Deploy the pod and run the application. -
Verify that the application fimctions correctly with the granted capabilities. - You can use tools like 'ps aux' and 'strace' to check that
the application is using only the specific capabilities you have allowed. 5. Minimize Attack Surface: - Even with selective capabilities,
it's crucial to minimize the overall attack surface by following other security best practices: - Use a mmnimal base image for your
container. - Avoid running the container with unnecessary privileges. - Regularly update your container images and your Kubernetes
cluster. - Implement strong authentication and authorization controls.
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You have a Kubernetes cluster with a deployment running a critical application. You need to restrict mbound network access to the
pods in this deployment to only allow traffic from a specific service within the cluster. How would you achieve this using
NetworkPolicy?

IEf#:
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Solution (Step by Step):

1. Create a NetworkPOlicy: Define a NetworkPoliCY resource that specifies the allowed ingress traffic.

- Name: 'allow-service-access (you can choose any name)

- Namespace: The same namespace as the deployment you want to restrict.

- Spec:

- PodSelector: This should match the pods in your deployment. You can use labels to select the pods.

- Ingress: This defines the allowed incoming traffic.

- From: Define the source of'the allowed traffic.

- PodSelector: If the traffic is coming from another deployment within the cluster, you can define the pod selector for that
deployment.

- Namespaceselector: It the traffic is coming trom a service within the cluster, you can define the namespace selector.
- IPBlock: Ifthe traffic is coming from a specific IP range, you can use 'TP310ck’ to define that.

- Ports: This defines the specific ports that are allowed.

- You can either specify individual (e.g,, 'tcp:80) or a port range (e.g., 'tcp:80-8080").

2. Apply the NetworkPolicy:

- Use 'kubectl apply -f networkpolicy.yanr to create the NetworkPolicy.

Example YAML for NetworkPolicy:

- The NetworkP0O1icy allows inbound traffic from any pod in the namespace With label - This traffic can access port 80 (TCP) on
the pods with the label 'app: Important Notes: - NetworkPolicies are enforced at the pod level. If no NetworkPolicy is defined, all
traffic is allowed by default. - If you need to allow traffic from multiple sources, you can define multiple "ingress' rules within the
NetworkPolicy. - Make sure you have sufficient understanding of Kubernetes Networking and NetworkPolicy concepts before

implementing this.

R #21

You are configuring a Kubernetes cluster to host a new web application. You want to implement strong authentication mechanisis,
including two-factor authentication (2FA) for users accessing the clusters API server. Describe how you would enable 2FA for the
Kubernetes API server, including the steps involved and any necessary configuration changes.

Ef#:

RN -

Solution (Step by Step) :

1. Choose a 2FA Provider:

- Select a suitable 2FA provider that integrates with Kubernetes- Popular choices include:

- Google Authenticator: A Widely used and free 2FA provider.

- Duo Security: A commercial 2FA provider with comprehensive features.

- YubiKey: A hardware security key offering strong 2FA.

2. Configure the 2FA Provider:

- Install and Configure the Provider: Follow the providers instructions to install and configure it within your Kubernetes environment.
3. Enable 2FA for Kubernetes:

- Install a 2F A Extension: Install a Kubernetes extension that integrates with your chosen 2FA provider. These extensions typically
require

configuration to connect to your 2FA provider's APL

- Configure Authentication: Modify the Kubernetes API servers authentication configuration to enforce 2FA. This may nvolve using
the authorization-mode' flag, setting up an authentication plugin, or modifying the 'kubelet' configuration.

4. Gernerate and Distribute 2FA Keys: - Generate 2FA Keys: Use the 2FA provider's tools to generate unique 2FA keys for each
user. - Distribute Keys: Distribute the 2FA keys to users securely (e.g., through email or a dedicated 2FA management system). 5.
Test the Configuration: - Verify 2FA Enforcement: Attempt to access the Kubernetes API server using a user account. You should
be prompted to enter the 2FA code generated by your chosen provider - Validate Successful Authentication: Confirm that the 2FA
configuration is correctly implemented and that users can access the API server only after successful 2F A verification.
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