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PR #156
In the context of NET reverse engineering, what is the primary purpose of examining the Intermediate Language (IL) code?

A. To identify the high-level language in which the program was originally written
B. To understand the logic and flow of the program

C. To analyze network traffic generated by the malware

D. To inspect the graphical user interface of the application
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FRE #157
A sample performs periodic DNS queries with base64 encoded payloads. What is this behavior?

e A. DNS tunneling
¢ B. Persistence

e C. Exploit chaining
¢ D. UAC bypass
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R #158
A PE file's .rsrc section contains an embedded executable. What is the MOST common malware characteristic?

e A. Heap spraying

¢ B. Self-extracting stub
¢ C. C2 hardcoding

e D. Persistence
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P RE #159
In the context of Office macros, what does the term "persistence" refer to?

¢ A The capability of the macro to remain active or re-activate after the initial execution.
¢ B. The capacity of the macro to fimction across different versions of Office.

e C. The feature of the macro to resist modifications.

e D. The ability of the macro to delete itself after execution.
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& #160
What characteristic feature would analysts typically NOT expect to find in packed malware?

e A. Anomalous section names within the executable
e B. Numerous API calls in the initial code segment
e C. Increased size due to added unpacking code

e D. Embedded debugging symbols
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