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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q133-Q138):
NEW QUESTION # 133 
You are configuring connectivity across Google Kubernetes Engine (GKE) clusters in different VPCs You notice that the nodes in
Cluster A are unable to access the nodes in Cluster B You suspect that the workload access issue is due to the network
configuration You need to troubleshoot the issue but do not have execute access to workloads and nodes You want to identify the
layer at which the network connectivity is broken What should you do?

A. Enable VPC Flow Logs in both VPCs and monitor packet drops
B. Use Network Connectivity Center to perform a Connectivity Test from Cluster A to Cluster
C. Install a toolbox container on the node in Cluster A Confirm that the routes to Cluster B are configured appropriately
D. Use a debug container to run the traceroute command from Cluster A to Cluster B and from Cluster B to Cluster A
Identify the common failure point
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Answer: B

Explanation:
Explanation
The best option for troubleshooting the issue without having execute access to workloads and nodes is to use Network Connectivity
Center to perform a Connectivity Test from Cluster A to Cluster B. Network Connectivity Center is a service that allows you to
create, manage, and monitor network connectivity across Google Cloud, hybrid, and multi-cloud environments. You can use
Network Connectivity Center to perform a Connectivity Test, which is a feature that allows you to test the reachability and latency
between two endpoints, such as GKE clusters, VM instances, or IP addresses. By using Network Connectivity Center to perform a
Connectivity Test from Cluster A to Cluster B, you can identify the layer at which the network connectivity is broken, such as the
firewall, routing, or load balancing.

NEW QUESTION # 134 
You recently noticed that one Of your services has exceeded the error budget for the current rolling window period. Your
company's product team is about to launch a new feature. You want to follow Site Reliability Engineering (SRE) practices.
What should you do?

A. Escalate the situation and request additional error budget.
B. Notify the team about the lack of error budget and ensure that all their tests are successful so the launch will not further risk
the error budget.
C. Notify the team that their error budget is used up. Negotiate with the team for a launch freeze or tolerate a slightly worse
user experience.
D. Look through other metrics related to the product and find SLOs with remaining error budget.
Reallocate the error budgets and allow the feature launch.

Answer: C

Explanation:
Explanation
The correct answer is A. Notify the team that their error budget is used up. Negotiate with the team for a launch freeze or tolerate a
slightly worse user experience.
According to the Site Reliability Engineering (SRE) practices, an error budget is the amount of unreliability that a service can tolerate
without harming user satisfaction1. An error budget is derived from the service-level objectives (SLOs), which are the measurable
goals for the service quality2. When a service exceeds its error budget, it means that it has violated its SLOs and may have
negatively impacted the users. In this case, the SRE team should notify the product team that their error budget is used up and
negotiate with them for a launch freeze or a lower SLO3. A launch freeze means that no new features are deployed until the service
reliability is restored. A lower SLO means that the product team accepts a slightly worse user experience in exchange for launching
new features. Both options require a trade-off between reliability and innovation, and should be agreed upon by both teams.
The other options are incorrect because they do not follow the SRE practices. Option B is incorrect because it violates the principle
of error budget autonomy, which means that each service should have its own error budget and SLOs, and should not borrow or
reallocate them from other services4. Option C is incorrect because it does not address the root cause of the error budget
overspend, and may create unrealistic expectations for the service reliability. Option D is incorrect because it does not prevent the
possibility of introducing new errors or bugs with the feature launch, which may further degrade the service quality and user
satisfaction.

NEW QUESTION # 135 
Your organization recently adopted a container-based workflow for application development. Your team develops numerous
applications that are deployed continuously through an automated build pipeline to a Kubernetes cluster in the production
environment. The security auditor is concerned that developers or operators could circumvent automated testing and push code
changes to production without approval. What should you do to enforce approvals?

A. Configure the build system with protected branches that require pull request approval.
B. Enable binary authorization inside the Kubernetes cluster and configure the build pipeline as an attestor.
C. Use an Admission Controller to verify that incoming requests originate from approved sources.
D. Leverage Kubernetes Role-Based Access Control (RBAC) to restrict access to only approved users.

Answer: A



NEW QUESTION # 136 
Your application's performance in Google Cloud has degraded since the last release. You suspect that downstream dependencies
might be causing some requests to take longer to complete. You need to investigate the issue with your application to determine the
cause. What should you do?

A. Configure Cloud Profiler in your application.
B. Configure Cloud Trace in your application.
C. Configure Google Cloud Managed Service for Prometheus in your application.
D. Configure Error Reporting in your application.

Answer: B

Explanation:
Comprehensive and Detailed Explanation:
Google Cloud Trace is specifically designed to analyze request latency and identify performance bottlenecks across services. Since
the issue is related to slow performance after a new release, the best approach is to use Cloud Trace to:
Visualize request latency across services
Pinpoint slow dependencies affecting response time
Analyze performance trends over time
#Why not other options?
B (Error Reporting)## Focuses on uncaught exceptions and crashes, not latency issues.
C (Cloud Profiler)## Helps with CPU and memory analysis, not request tracing.
D (Prometheus for Cloud Monitoring)## Useful for metrics collection, but not ideal for debugging specific request latency issues.
#Official Reference:
Google Cloud Trace Overview

NEW QUESTION # 137 
You are configuring a CI pipeline. The build step for your CI pipeline integration testing requires access to APIs inside your private
VPC network. Your security team requires that you do not expose API traffic publicly. You need to implement a solution that
minimizes management overhead. What should you do?

A. Use Cloud Build to create a Compute Engine instance in the private VPC. Run the integration tests on the VM by using a
startup script.
B. Use Cloud Build as a pipeline runner. Configure a global external Application Load Balancer with a Google Cloud Armor
policy for API access.
C. Use Cloud Build as a pipeline runner. Configure a cross-region internal Application Load Balancer for API access.
D. Use Cloud Build private pools to connect to the private VPC.

Answer: D

Explanation:
Cloud Build Private Pools allow your builds to run in a secure, isolated environment with direct access to resources inside your
private VPC network, without exposing them to the public internet. This is the Google- recommended approach for minimizing
management overhead while maintaining strong security boundaries.
From the official documentation:
"Private pools run your builds in a dedicated and secure environment that can connect to private network resources."
- Cloud Build Private Pools Overview
"You can configure private pools to access resources in a VPC network, which enables secure access to services without using
public IPs."
- Accessing Private Resources
This method eliminates the need to create and manage additional compute instances or complex load balancing setups, providing
seamless integration with your private services during CI pipeline execution.

NEW QUESTION # 138
......
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