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‘Which of the following is a common security control measure used to protect applications from unauthorized access?

A. File compression

B. Hard disk formatting

C. Data anonymization

D. Bionetric authentication

Answer: D

Explanation:

Biometric authentication is a security control measure that uses physical or behavioral characteristics, such as fingerprint scanning or
facial recognition, to verify a user's identity. By implementing biometric authentication, organizations can add an extra layer of
protection to their applications and control access to sensitive data. File compression, data anonymization, and hard disk formatting
are not directly related to application security measures.

NEW QUESTION # 116
Which of the following is an example of a secure remote access technology?

A.FTP
B. SSH
C. SNMP
D. Telnet

Answer: B

Explanation:

SSH (Secure Shell) is a secure remote access protocol that provides encrypted communication between remote devices. Unlike
Telnet, which transmits data in plaintext, SSH encrypts the data, making it more secure for remote access to devices or systens.
FTP (File Transfer Protocol) and SNMP (Simple Network Management Protocol) are not specifically designed for remote access
and do not provide the same level of security as SSH.

NEW QUESTION # 117
Which of the following features help to secure a wireless SoHo network from unauthorized access?

A. Weak encryption

B. MAC filtering

C. Default admin credentials
D. SSID broadcast

Answer: B

NEW QUESTION # 118

You need to design your company's password policy to adhere to the National Institute of Standards and Technology (NIST)
guidelines for user password security.

What is the minimum password length that you should require to be consistent with the NIST guidelines?

A. 4 characters

B. 16 characters

C. No minimum length
D. 8 characters

Answer: D

Explanation:

According to the CCST Cybersecurity course, NIST guidelines (SP 800-63B) recommend a minimum password length of 8
characters for user-generated passwords, without requiring overly complex composition rules, but encouraging longer passphrases
for increased security.

"NIST guidelines specify that user-generated passwords must be at least 8 characters in length, and systerrs should allow passwords



up to at least 64 characters." (CCST Cybersecurity, Essential Security Principles, Authentication Best Practices section, Cisco
Networking Acadeny)

NEW QUESTION # 119
‘What is the purpose of conducting a hardware inventory assessment on an endpoint system?

A. To ensure compliance with hardware standards

B. To track changes made to hardware configurations
C. To determine software compatibility requirements
D. To identify potential gaps in security policies

Answer: A

Explanation:

Conducting a hardware inventory assessment helps organizations ensure compliance with their hardware standards. By maintaining
an up-to-date inventory of hardware components, organizations can identify any deviations from their standard configurations and
take necessary actions to address them

NEW QUESTION # 120
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