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F5 303 Exam Syllabus Topics:

Section Objectives

Deployment and Integration - Deployment models for ASM
- Integration with BIG-IP LTM and other modules

Learning and Violations Handling - Traffic learning suggestions
- Violation review and tuning

Security Policy Configuration - Parameters, URLs, and headers protection
- Policy building and enforcement modes

BIG-IP ASM Fundamentals - ASM architecture and components
- Web application security concepts

Logging, Monitoring, and Reporting - Security event logging
- Reporting dashboards and analysis
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Attack Signatures and Threat Detection - DoS and application attack mitigation
- Signature sets and updates
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F5 BIG-IP ASM Specialist Sample Questions (Q136-Q141):
NEW QUESTION # 136 
Given:
Filesystem Size Used Avail Use% Mounted on
/dev/md11 248M 248M 0 100% /
/dev/md13 3.0G 76M 2.8G 3% /config
/dev/md12 1.7G 1.1G 476M 71% /usr
/dev/md14 3.0G 214M 2.6G 8% /var
/dev/md0 30G 2.2G 26G 8% /shared
/dev/md1 6.9G 288M 6.3G 5% /var/log
none 3.9G 452K 3.9G 1% /dev/shm
none 3.9G 19M 3.9G 1% /var/tmstat
none 3.9G 1.2M 3.9G 1% /var/run
prompt 4.0M 12K 4.0M 1% /var/prompt
/dev/md15 12G 8.3G 3.1G 74% /var/lib/mysql
Which command is used to produce this output?

A. df
B. du
C. ps
D. lsof
E. vmstat

Answer: A

NEW QUESTION # 137 
For a given Virtual Server, the BIG-IP must perform SSL Offload and negotiate secure communication overTLSvl.2only.
What should the BIG-IP Administrator do to meet this requirement?

A. Configure a custom SSL Profile (Client) with a custom TLSV1.2 cipher string
B. Configure a custom SSL Profile (Server) with a custom TLSV1.2 cipher string
C. Configure a custom SSL Profile (Client) and select no TLSvl in the options list
D. Configure a custom SSL Profile (Server) and select no TLSvl in the options list

Answer: A

Explanation:
Explanation
no TLSvl only disables TLS1.0, TLS1.1 is still used and does not meet the requirements.

NEW QUESTION # 138 
Refer to the following iRule:
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What is a complete list of profiles that must be applied to the virtual server for this iRule?

A. Fast L4, HTTP
B. TCP, HTTP, Client SSL
C. Fast L4 , HTTP, Stream
D. TCP, HTTP

Answer: D

NEW QUESTION # 139 
An LTM device is deployed in a one-armed topology. The virtual server, clients, and web servers are connected on the LTM device
internal VLAN. A client tries to connect to the virtual server and is unable to establish a connection. A packet capture from the LTM
device internal VLAN shows that the HTTP request is being forwarded to the web server. From which two additional locations
should protocol analyzer data be collected? (Choose two.)

A. internal VLAN interface of LTM device
B. network interface of client machine
C. any network interface of the Internet firewall
D. network interface of web server
E. external VLAN interface of LTM device

Answer: B,D

NEW QUESTION # 140 
A BIG-IP Administrator plans to upgrade a BIG-IP device to the latest TMOS version.
Which two tools could the administrator leverage to verify known issues for the target versions?
(Choose two.)

A. F5 End User Diagnostics (EUD)
B. FSiHealth
C. F5 Bug Tracker
D. F5 University
E. F5 Downloads

Answer: B,C

Explanation:
Explanation
F5 University -- F5 learning materials
F5 Downloads - iso download page
F5 End User Diagnostics (EUD) -- Hardware detection

NEW QUESTION # 141
......
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