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In this way, you can clear all your doubts and understand each topic well. Amazon Dumps PDF are customizable and simulate the
real AWS Certified Security - Specialty (SCS-C02) test scenario. The desktop-based SCS-C02 Practice Exam software works on
Windows. The web-based SCS-C02 practice exam is compatible with all operating systems and browsers.

Amazon AWS Certified Security - Specialty Sample Questions (Q79-Q84):
NEW QUESTION # 79 
A company is running a container-based workload on AWS. The workload runs on an Amazon Elastic Container Service (Amazon
ECS) cluster and uses container images from an Amazon Elastic Container Registry (Amazon ECR) repository.
The company recently experienced a security incident that involved a container image that included critical vulnerabilities. A CI/CD
pipeline that was running outside AWS uploaded the image to the ECR repository and deployed the image to the ECS cluster.
Which solution will prevent images that have vulnerabilities from being pushed to the ECR repository?

A. Enable ECR image scanning on the ECR repository. Configure the continuous scanning option. Set the scanning
configuration setting for the private registry to basic scanning. In case of critical vulnerabilities, fail the CI/CD pipeline.
B. Configure Amazon Inspector. Invoke the Amazon Inspector Scan API operation from the CI/CD pipeline. Create an
Amazon EventBridge rule that invokes an AWS Lambda function when a critical vulnerability is found. Program the Lambda
function to return a failed result to Amazon Inspector.
C. Create an Amazon Inspector custom CI/CD integration. Install and configure the Amazon Inspector Software Bill of
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Materials (SBOM) Generator (Sbomgen) binary. Generate an SBOM. Invoke the Amazon Inspector Scan API operation. In
case of critical vulnerabilities, fail the CI/CD pipeline.
D. Configure the private ECR registry to use enhanced scanning with the scan on push option. Create an Amazon
EventBridge rule that invokes an AWS Lambda function when a critical vulnerability is found. Program the Lambda function
to block the image push.

Answer: C

NEW QUESTION # 80 
A developer 15 building a serverless application hosted on IAM that uses Amazon Redshift in a data store.
The application has separate modules for read/write and read-only functionality. The modules need their own database users tor
compliance reasons.
Which combination of steps should a security engineer implement to grant appropriate access' (Select TWO )

A. Configure cluster security groups for each application module to control access to database users that are required for
read-only and read/write.
B. Configure an IAM policy for each module Specify the ARN of an IAM user that allows the GetClusterCredentials API call
C. Create focal database users for each module
D. Configure a VPC endpoint for Amazon Redshift Configure an endpoint policy that maps database users to each
application module, and allow access to the tables that are required for read-only and read/write
E. Configure an IAM poky for each module Specify the ARN of an Amazon Redshift database user that allows the
GetClusterCredentials API call

Answer: C,E

Explanation:
To grant appropriate access to the application modules, the security engineer should do the following:
Configure an IAM policy for each module. Specify the ARN of an Amazon Redshift database user that allows the
GetClusterCredentials API call. This allows the application modules to use temporary credentials to access the database with the
permissions of the specified user.
Create local database users for each module. This allows the security engineer to create separate users for read
/write and read-only functionality, and to assign them different privileges on the database tables.

NEW QUESTION # 81 
A company has deployed servers on Amazon EC2 instances in a VPC. External vendors access these servers over the internet.
Recently, the company deployed a new application on EC2 instances in a new CIDR range. The company needs to make the
application available to the vendors.
A security engineer verified that the associated security groups and network ACLs are allowing the required ports in the inbound
diction. However, the vendors cannot connect to the application.
Which solution will provide the vendors access to the application?

A. Modify the security group that is associated with the EC2 instances to have the same outbound rules as inbound rules.
B. Modify the inbound rules on the internet gateway to allow the required ports.
C. Modify the network ACL that is associated with the CIDR range to allow outbound traffic to ephemeral ports.
D. Modify the network ACL that is associated with the CIDR range to have the same outbound rules as inbound rules.

Answer: C

Explanation:
The correct answer is B. Modify the network ACL that is associated with the CIDR range to allow outbound traffic to ephemeral
ports.
This answer is correct because network ACLs are stateless, which means that they do not automatically allow return traffic for
inbound connections. Therefore, the network ACL that is associated with the CIDR range of the new application must have
outbound rules that allow traffic to ephemeral ports, which are the temporary ports used by the vendors' machines to communicate
with the application servers.Ephemeral ports are typically in the range of 1024-655351. If the network ACL does not have such
rules, the vendors will not be able to connect to the application.
The other options are incorrect because:
A . Modifying the security group that is associated with the EC2 instances to have the same outbound rules as inbound rules is not a
solution, because security groups are stateful, which means that they automatically allow return traffic for inbound



connections.Therefore, there is no need to add outbound rules to the security group for the vendors to access the application2.
C . Modifying the inbound rules on the internet gateway to allow the required ports is not a solution, because internet gateways do
not have inbound or outbound rules. Internet gateways are VPC components that enable communication between instances in a
VPC and the internet.They do not filter traffic based on ports or protocols3.
D . Modifying the network ACL that is associated with the CIDR range to have the same outbound rules as inbound rules is not a
solution, because it does not address the issue of ephemeral ports.The outbound rules of the network ACL must matchthe
ephemeral port range of the vendors' machines, not necessarily the inbound rules of the network ACL4.
References:
1:Ephemeral port - Wikipedia2:Security groups for your VPC - Amazon Virtual Private Cloud3:Internet gateways - Amazon Virtual
Private Cloud4:Network ACLs - Amazon Virtual Private Cloud

NEW QUESTION # 82 
A company wants to prevent SSH access through the use of SSH key pairs for any Amazon Linux 2 Amazon EC2 instances in its
AWS account. However, a system administrator occasionally will need to access these EC2 instances through SSH in an
emergency. For auditing purposes, the company needs to record any commands that a user runs in an EC2 instance.
What should a security engineer do to configure access to these EC2 instances to meet these requirements?

A. Use AWS Systems Manager Session Manager Configure Session Manager to save all commands that are entered in a
session to an Amazon S3 bucket. Provide the EC2 instances with an IAM role that allows Systems Manager to manage the
EC2 instances. Configure an IAM account for the system administrator Provide an IAM policy that allows the IAM account
to use Session Manager.
B. Use EC2 Instance Connect Configure EC2 Instance Connect to save all commands that are entered to Amazon
CloudWatch Logs. Provide the EC2 instances with an IAM role that allows the EC2 instances to access CloudWatch Logs
Configure an IAM account for the system administrator. Provide an IAM policy that allows the IAM account to use EC2
Instance Connect.
C. Use an EC2 key pair with an EC2 instance that needs SSH access Access the EC2 instance with this key pair by using
SSH. Configure the EC2 instance to save all commands that are entered to Amazon CloudWatch Logs. Provide the EC2
instance with an IAM role that allows the EC2 instance to access Amazon S3 and CloudWatch Logs.
D. Use the EC2 serial console Configure the EC2 serial console to save all commands that are entered to an Amazon S3
bucket. Provide the EC2 instances with an IAM role that allows the EC2 serial console to access Amazon S3. Configure an
IAM account for the system administrator. Provide an IAM policy that allows the IAM account to use the EC2 serial
console.

Answer: A

Explanation:
Explanation
Open the AWS Systems Manager console at https://console.aws.amazon.com/systems-manager/. In the navigation pane, choose
Session Manager. Choose the Preferences tab, and then choose Edit. Select the check box next to Enable under S3 logging.
(Recommended) Select the check box next to Allow only encrypted S3 buckets. With this option turned on, log data is encrypted
using the server-side encryption key specified for the bucket. If you don't want to encrypt the log data that is sent to Amazon S3,
clear the check box. You must also clear the check box if encryption isn't allowed on the S3 bucket.

NEW QUESTION # 83 
A security team is developing an application on an Amazon EC2 instance to get objects from an Amazon S3 bucket. All objects in
the S3 bucket are encrypted with an AWS Key Management Service (AWS KMS) customer managed key. All network traffic for
requests that are made within the VPC is restricted to the AWS infrastructure. This traffic does not traverse the public internet.
The security team is unable to get objects from the S3 bucket
Which factors could cause this issue? (Select THREE.)

A. The security group that is attached to the EC2 instance is missing an outbound rule to the S3 managed prefix list over port
443.
B. The KMS key policy that encrypts the object in the S3 bucket does not allow the kms; ListKeys action to the EC2
instance profile ARN.
C. The I AM instance profile that is attached to the EC2 instance does not allow the s3 ListParts action to the S3; bucket in
the AWS accounts.
D. The KMS key policy that encrypts the object in the S3 bucket does not allow the kms Decrypt action to the EC2 instance
profile ARN.



E. The security group that is attached to the EC2 instance is missing an inbound rule from the S3 managed prefix list over port
443.
F. The IAM instance profile that is attached to the EC2 instance does not allow the s3 ListBucket action to the S3: bucket in
the AWS accounts.

Answer: A,D,F

Explanation:
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html To get objects from an S3 bucket that are encrypted
with a KMS customer managed key, the security team needs to have the following factors in place:
The IAM instance profile that is attached to the EC2 instance must allow the s3:GetObject action to the S3 bucket or object in the
AWS account. This permission is required to read the object from S3. Option A is incorrect because it specifies the s3:ListBucket
action, which is only required to list the objects in the bucket, not to get them.
The KMS key policy that encrypts the object in the S3 bucket must allow the kms:Decrypt action to the EC2 instance profile ARN.
This permission is required to decrypt the object using the KMS key.Option D is correct.
The security group that is attached to the EC2 instance must have an outbound rule to the S3 managed prefix list over port 443. This
rule is required to allow HTTPS traffic from the EC2 instance to S3 within the AWS infrastructure. Option E is correct. Option B is
incorrect because it specifies the s3:ListParts action, which is only required for multipart uploads, not for getting objects. Option C is
incorrect because it specifies the kms:
ListKeys action, which is not required for getting objects. Option F is incorrect because it specifies an inbound rule from the S3
managed prefix list, which is not required for getting objects.Verified References:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-s3.html
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