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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1105-Q1110):
NEW QUESTION # 1105 
Which Identity and Access Management (IAM) process can be used to maintain the principle of least privilege?

A. user access review
B. identity provisioning
C. multi-factor authentication (MFA)
D. access recovery

Answer: A

Explanation:
User access reviews are a key Identity and Access Management (IAM) process that helps maintain the principle of least privilege.
The principle of least privilege states that users should only have access to the resources and permissions necessary to perform their
job functions. Over time, users may accumulate unnecessary or excessive permissions due to changes in roles, job functions, or
projects. Regular user access reviews help ensure that users only retain the appropriate level of access and remove any unnecessary
or outdated permissions.
During user access reviews:
Access levels and permissions are audited to ensure they are in line with the user's current role and responsibilities.
Unnecessary access or permissions that go beyond what is required for the user's duties can be revoked.
This process ensures that employees are not granted more privileges than needed, helping to reduce the risk of accidental or
malicious misuse of privileges.

NEW QUESTION # 1106 
Who vouches for the binding between the data items in a digital certificate?

A. Issuing authority
B. Registration authority
C. Vouching authority
D. Certification authority

Answer: D

Explanation:
A certification authority (CA) is an entity that issues digital certificates
(especially X.509 certificates) and vouches for the binding between the data items in a certificate. An issuing authority could be
considered a correct answer, but not the best answer, since it is too generic.
Source: SHIREY, Robert W., RFC2828: Internet Security Glossary, may 2000.

NEW QUESTION # 1107 
Controls are implemented to:

A. eliminate risk and eliminate the potential for loss
B. mitigate risk and eliminate the potential for loss
C. eliminate risk and reduce the potential for loss
D. mitigate risk and reduce the potential for loss

Answer: D

Explanation:
Controls are implemented to mitigate risk and reduce the potential for loss.
Preventive controls are put in place to inhibit harmful occurrences; detective controls are established to discover harmful
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occurrences; corrective controls are used to restore systems that are victims of harmful attacks.
It is not feasible and possible to eliminate all risks and the potential for loss as risk/threats are constantly changing.
Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the
Ten Domains of Computer Security, 2001, John Wiley & Sons, Page 32

NEW QUESTION # 1108 
Which of the following cloud computing service model provides a way to rent operating systems, storage and network capacity over
the Internet?

A. Data as a service
B. Software as a service
C. Infrastructure as a service
D. Platform as a service

Answer: D

Explanation:
Platform as a Service (PaaS) is a way to rent operating systems, storage and network capacity over the Internet. The service
delivery model allows the customer to rent virtualized servers and associated services for running existing applications or developing
and testing new ones.
For your exam you should know below information about Cloud Computing:
Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction. This cloud model promotes availability and is composed of five essential
characteristics, three service models, and four deployment models.

Cloud Computing Image Reference http://osarena.net/wp-content/uploads/2013/04/cloud-computing3.jpg
Cloud computing service models: Cloud computing service models Image Reference
http://www.esri.com/news/arcwatch/0110/graphics/feature2.jpg



Software as a Service (SaaS) Software as a Service (SaaS) is a software distribution model in which applications are hosted by a
vendor or service provider and made available to customers over a network, typically the Internet.SaaS is closely related to the ASP
(application service provider) and on demand computing software delivery models. IDC identifies two slightly different delivery
models for SaaS. The hosted application management (hosted AM) model is similar to ASP: a provider hosts commercially available
software for customers and delivers it over the Web. In the software on demand model, the provider gives customers network-
based access to a single copy of an application created specifically for SaaS distribution. Provider gives users access to specific
application software (CRM, e-mail, games). The provider gives the customers network based access to a single copy of an
application created specifically for SaaS distribution and use.
Benefits of the SaaS model include: easier administration automatic updates and patch management compatibility: All users will have
the same version of software. easier collaboration, for the same reason global accessibility.
Platform as a Service (PaaS)
Platform as a Service (PaaS) is a way to rent operating systems, storage and network capacity over the Internet. The service
delivery model allows the customer to rent virtualized servers and associated services for running existing applications or developing
and testing new ones.
Cloud providers deliver a computing platform,which can include an operating system, database, and web server as a holistic
execution environment. Where IaaS is the "raw IT network," PaaS is the software environment that runs on top of the IT network.
Platform as a Service (PaaS) is an outgrowth of Software as a Service (SaaS), a software distribution model in which hosted
software applications are made available to customers over the Internet. PaaS has several advantages for developers. With PaaS,
operating system features can be changed and upgraded frequently. Geographically distributed development teams can work
together on software development projects. Services can be obtained from diverse sources that cross international boundaries. Initial
and ongoing costs can be reduced by the use of infrastructure services from a single vendor rather than maintaining multiple hardware
facilities that often perform duplicate functions or suffer from incompatibility problems. Overall expenses can also be minimized by
unification of programming development efforts. On the downside, PaaS involves some risk of "lock-in" if offerings require
proprietary service interfaces or development languages. Another potential pitfall is that the flexibility of offerings may not meet the
needs of some users whose requirements rapidly evolve.
Infrastructure as a Service (IaaS)
Cloud providers offer the infrastructure environment of a traditional data center in an on-demand delivery method. Companies
deploy their own operating systems, applications, and software onto this provided infrastructure and are responsible for maintaining
them.
Infrastructure as a Service is a provision model in which an organization outsources the equipment used to support operations,
including storage, hardware, servers and networking components. The service provider owns the equipment and is responsible for
housing, running and maintaining it. The client typically pays on a per-use basis.
Characteristics and components of IaaS include:
Utility computing service and billing model. Automation of administrative tasks.
Dynamic scaling. Desktop virtualization. Policy-based services. Internet connectivity.
Infrastructure as a Service is sometimes referred to as Hardware as a Service (HaaS).
The following answers are incorrect:
Data as a service - Data Provided as a service rather than needing to be loaded and prepared on premises.
Software as a service - Software as a Service (SaaS) is a software distribution model in which applications are hosted by a vendor
or service provider and made available to customers over a network, typically the Internet. SaaS is closely related to the ASP
(application service provider) and on demand computing software delivery models.
Infrastructure as a service - Infrastructure as a Service is a provision model in which an organization outsources the equipment used
to support operations, including storage, hardware, servers and networking components. The service provider owns the equipment
and is responsible for housing, running and maintaining it. The client typically pays on a per-use basis.
The following reference(s) were/was used to create this question:
CISA review manual 2014 page number 102 Official ISC2 guide to CISSP 3rd edition Page number 689
http://searchcloudcomputing.techtarget.com/definition/Software-as-a-Service
http://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service-PaaS
http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS



NEW QUESTION # 1109 
Which of the following vulnerabilities can be BEST detected using automated analysis?

A. Multi-step process attack vulnerabilities
B. Valid cross-site request forgery (CSRF) vulnerabilities
C. Typical source code vulnerabilities
D. Business logic flaw vulnerabilities

Answer: C

Explanation:
The type of vulnerabilities that can be best detected using automated analysis is typical source code vulnerabilities. Automated
analysis is a technique that uses automated tools or software to analyze or test a system or an application, and to identify or report
any errors, defects, or vulnerabilities. Automated analysis can be performed at different stages of the system or application
development life cycle, such as design, coding, testing, or deployment. Typical source code vulnerabilities are the vulnerabilities that
are common or frequent in the source code of a system or an application, and that are caused by coding errors, mistakes, or bad
practices, such as buffer overflow, integer overflow, memory leak, or hard-coded credentials. Typical source code vulnerabilities
can be best detected using automated analysis, as they can be easily scanned, checked, or verified by the automated tools or
software, and they can be reported or corrected in a timely and efficient manner. Valid cross-site request forgery (CSRF)
vulnerabilities, multi-step process attack vulnerabilities, or business logic flaw vulnerabilities are not the types of vulnerabilities that
can be best detected using automated analysis, as they are more complex or specific in the system or the application, and they may
require human intervention or judgment to analyze or test. Valid CSRF vulnerabilities are the vulnerabilities that allow an attacker to
force a web browser to perform an unwanted or malicious action on a web server, such as transferring funds, changing passwords,
or updating profiles, by exploiting the trust between the web browser and the web server. Multi-step process attack vulnerabilities
are the vulnerabilities that allow an attacker to compromise a system or an application that involves multiple steps or stages, such as
authentication, authorization, or transaction, by exploiting the weaknesses or gaps in each step or stage.
Business logic flaw vulnerabilities are the vulnerabilities that allow an attacker to manipulate or bypass the business rules or the logic
of a system or an application, such as workflows, validations, or calculations, by exploiting the flaws or errors in the design or the
implementation of the system or the application.
References: Official (ISC)2 Guide to the CISSP CBK, Fifth Edition, Chapter 21: Software Development Security, page 2010.
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