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HEE #195

You are managing a Kubernetes cluster that runs several microservices. One of these services, called "web-app", needs to have its
pods scaled based on the current load. You have created a customresource called "autoscaling.k8s.i0/v1 alphal” which represents
the desired number of replicas for the "web-app" service- Implement a Kubernetes Controller that watches for changes in this
custom resource and automatically scales the "web-app" Deployment accordingly.
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create the Custom Resource Definition (CRD):

- Define the custom resource "autoscaling k8s.io/vlalphal" using the following YAML file:

- Apply the CRD using 'kubectl apply -f crd.yanr 2. Create the Custom Resource: - Create an instance of the customresource
' Autoscaling" with the desired number of replicas for the "web-app" Deployment:

- Apply the custom resource using 'kubectl apply -t autoscaling-yanr 3. Create the Kubernetes Controller: - Create a Kubernetes
Controller that watches for changes in the "Autoscaling” custom resource and updates the "web-app" Deployment.

4. Deploy the Controller: - Build and deploy tne controller to your Kubernetes cluster. 5. Verify the Controllers Functionality: -
Make a change to the "Autoscaling” custom resource (e.g., increase the desired replicas). - Observe that the "web-app" Deployment
is automatically scaled based on the new desired replica count. This code implements a basic Kubernetes Controller that monitors
the "Autoscaling” custom resource. When the desired replicas are changed, the controller updates the "web-appt' Deployment,
ensuring the desired number of replicas is maintained. Note: This example assumes that the "web-app" Deployment exists in the
same namespace as the "Autoscaling” customresource. You might need to adapt the code for different deployments and
namespaces.,

EE #196

You have a Deployment named 'web-apps that runs 3 replicas of a web application container. This application relies on a database
service, also deployed as a Deployment named 'db-service' You need to implement a sidecar pattern using the 'mitContainer’ feature
to ensure that the database service is up and running before the web application container starts. The web application container
should only start once the database is reachable.

-

Y.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create the "mitcontainer”:

- Add a new container definition within the 'spec.template.spec.nitContainerS section of the 'web-app' Deployment.

- Nane the container as 'db-checker’

- Specify an image that will be used to perform the database health check. You can use a simple image like 'busybox’ and install
'curl' in the 'nitContainer’ to perform the health check.

- The 'command' for the 'initcontainer' should run a 'while' loop that keeps checking the database service's health endpoint until it
returns a successful status code.

- You can define the health endpoint in the 'db-service' Deployment's service definition.

2. Update the 'db-service' Deployment - Ensure that the 'db-servjce' Deployment includes a health cneck endpoint in its service
definition. - For example, you can expose a health endpoint at 'hitpz//db-service:5432/health’ in your database service's
configuration. - The health endpoint should return a successful status code (e.g., 200) if the database is running and ready. - If the
database is not reachable, the endpoint should return an error code.

3. Apply the changes: - Apply the updated 'web-app' and 'db-service' Deployment YAML files to your Kubernetes cluster using
'kubectl apply' 4. Verify the implementation: - Once the Deployment iS updated, verity that the 'web-app' pods only start atter the
'db-service' pods are ready. - You can observe the 'mitcontainer’ logs tor the 'db-checker' container to confirm that the health
checks are being performed. - You can also monitor the 'db-service' pods to ensure they are in a 'Running’ state. This setup will
ensure that the 'web-app' containers will not start until the 'db-service' is reachable and healthy. This ensures that the web application
has access to the database and can function properly.,

HE #197
You have a Deployment that runs a web application. The application requires a specific version ot a library that is not available in the
default container image. How would you use an Init Container to install this library before starting the main application container?

He:
dE:

See the solution below with Step by Step Explanation.
Explanation:



Solution (Step by Step) :

1. Create an Init Container:

- Add an 'mitContainerS section to the Deployment's 'spec-template-spec’ configuration.

- Define an Init Container with a suitable name (e.g., 'library-installer').

- Specify the image for the Init Container This image should contain the necessary tools and commands to nstall the required library.
- Replace 'your-library-installer-image:latest with the actual image you want to use.

2. Configure the Main Container: - In the main application container, ensure that the environment variable 'PATH' includes the
nstallation directory of the library installed by the Init Container. - This allows the application to find and use the newly installed
library. 3. Apply the Changes: - Apply the updated Deployment configuration using 'kubectl apply -t my-web-app-
deployment.yan. 4. Verify the Installation: - Once the Pods are deployed, you can check the logs of the main application container
to confirm that the library is installed and available for use.

HEE #198
You have a web application that uses two different services: 'frontend' and 'backend'. You want to restrict access to the 'backend'
service fromall pods except those with the label 'app: frontend'. How would you configure NetworkPolicy to achieve this?

He-

Y.

See the solution below with Step by Step Explanation.

Explanation:

- Replace with your actual namespace. 2. Apply the NetworkPolicy: - Run the following command to apply the NetworkPolicy:
bash kubectl apply -f backend-networkpolicy.yaml - This NetworkPolicy defines a policy for pods with the label 'app: backend'. -
The "ngress' rule allows traffic only from pods with the label 'app: frontend'. - All other pods will be blocked from accessing the
'backend' service. This ensures that only the frontend' service can commumnicate with the 'backend' service. ,

EAE #199

Context

A user has reported an aopticauon is unteachable due to a failing livenessProbe .

Task

Perform the following tasks:

* Find the broken pod and store its name and namespace to /opt/KDOB00401/broken.txt in the format:

The output file has already been created

* Store the associated error events to a file /opt/KIDOB00401/error.txt, The output file has already been created. You will need to
use the -o wide output specifier with your command

* Fix the issue.

He:

LR

See the solution below.

Explanation

Solution:

Create the Pod:

kubectl create

-t http:/k8s.io/docs/tasks/configure-pod-container/

exec-liveness.yaml

Within 30 seconds, view the Pod events:

kubectl describe pod liveness-exec

The output indicates that no liveness probes have failed yet:

FirstSeen LastSeen Count From SubobjectPath Type Reason Message
24s 24s 1 {default-scheduler } Normal Scheduled Successfilly assigned liveness-exec to worker0)
235 23s 1 {kubelet worker0} spec.containers {liveness} Normal Pulling pulling image

"gcr.io/google containers/busybox”

235 23s 1 {kubelet worker0} spec.containers {liveness} Normal Pulled Successfully pulled image
"gcr.io/google containers/busybox”




235 23s 1 {kubelet worker0} spec.containers{liveness} Normal Created Created container with docker id
86849¢15382e; Security:seccomp=unconfined]

235 23s 1 {kubelet worker0} spec.containers{liveness} Normal Started Started container with docker id
86849c15382¢

After 35 seconds, view the Pod events again:

kubectl describe pod liveness-exec

At the bottom of the output, there are messages indicating that the liveness probes have failed, and the containers have been killed
and recreated.

FirstSeen LastSeen Count From SubobjectPath Type Reason Message

37s 37s 1 {default-scheduler } Normal Scheduled Successfully assigned liveness-exec to workerQ

36s 36s 1 {kubelet worker0} spec.containers{liveness} Normal Pulling pulling image

"gcr.io/google containers/busybox”

36s 36s 1 {kubelet workerQ} spec.containers{liveness} Normal Pulled Successfully pulled image

"gcr.io/google containers/busybox”

36s 36s 1 {kubelet workerQ} spec.containers{liveness} Normal Created Created container with docker id
86849¢15382e; Security:[seccomp=unconfined]

36s 36s 1 {kubelet workerQ} spec.containers {liveness} Normal Started Started container with docker id
86849c15382¢

2s 2s 1 {kubelet workerQ} spec.containers {liveness} Warning Unhealthy Liveness probe failed: cat: can't open
'/tmp/healthy': No such file or directory

Wait another 30 seconds, and verify that the Container has been restarted:

kubectl get pod liveness-exec

The output shows that RESTARTS has been incremented:

NAME READY STATUS RESTARTS AGE

liveness-exec 1/1 Running 1 m
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