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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q43-Q48):
NEW QUESTION # 43 
Which statement describes the control for the Compliance with policies, rules and standards for information security within Annex A
of ISO/IEC 27001?

A. Maintain contact with legal authorities
B. Regular review of compliance
C. Regular review of contractual compliance
D. Return assets to their legal owners

Answer: B

Explanation:
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.36 (Compliance with policies, rules and standards for information security) requires:
"Compliance with the organization's information security policies, rules and standards for information security should be regularly
reviewed." This directly matches option A. Option B refers to contractual compliance, which is part of supplier management controls
(Annex A.5.19). Option C relates to Annex A.5.7 (Contact with authorities). Option D refers to asset return controls (Annex
A.5.9).
Thus, the correct answer isA.

NEW QUESTION # 44 
Which statement describes the Classification of information control in Annex A of ISO/IEC 27001?

A. Ensures the rules to control physical and logical access apply to assets
B. Ensures that security perimeters are used to protect assets
C. Ensures that all information assets are labelled with their classification
D. Ensures that information is classified based on confidentiality, integrity and availability

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.12 (Classification of information) states:
"Information should be classified according to the information security needs of the organization based on confidentiality, integrity and
availability." This aligns directly with option B. Option A (labelling) is a separate control (Annex A.5.13). Option C (security
perimeters) is under physical controls (Annex A.7.1). Option D (access control rules) relates to Annex A.5.15 and A.8.2.
Thus, the verified correct statement for the Classification of information control isB.

NEW QUESTION # 45 
Who determines the number of days required for a certification audit?

A. The lead internal auditor from the organization to be audited
B. Both the management representative and the external auditor together
C. The management representative from the organization to be audited
D. The external auditor from the Certification Body who will undertake the audit

Answer: D

Explanation:
Certification audits are carried out byCertification Bodies (CBs), not the organization itself. ISO/IEC 27001 requires external
certification audits to be independent, impartial, and objective. According to ISO/IEC 27006 (Requirements for bodies providing
audit and certification of ISMS), the Certification Body determines the audit duration and number of audit daysbased on factors such
as organizational size, complexity, scope, and risk environment. This ensures consistency across organizations and prevents
manipulation by the auditee. ISO/IEC 27001 Clause 9.2 and 9.3 addressinternal audit and management review, but the
determination of certification audit days is outside the organization's control; it rests solely with the accredited Certification Body
auditors. Thus, answer: Bis correct, as the CB's external auditor formally calculates and assigns the audit time.

NEW QUESTION # 46 
What activity is done first when preparing for an initial certification audit?

A. Provide records to the Certification Body auditor for the Stage 2 audit
B. Provide evidence that nonconformities from an internal audit have been actioned
C. Agree the scope of the ISMS with the Certification Body auditor
D. Provide documents to the Certification Body auditor for the Stage 1 audit

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:
Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.



ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage
2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.
Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 47 
Which item is required to be considered when defining the scope and boundaries of the information security management system?

A. The dependencies between activities performed by the organization
B. The lessons learned from the information security experiences of other organizations
C. The level of quality to which the ISMS must adhere
D. The regular activities necessary to maintain and improve the ISMS

Answer: A

Explanation:
Clause 4.3 (Determining the scope of the ISMS) requires consideration of:
"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.
Thus, the verified answer is A: Dependencies between activities performed by the organization.
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