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H #52

A company wants to migrate their existing in-house order management solution to the Salesforce Order Management product, which
will trigger post-purchase transactional emails through Marketing Cloud. They are already using B2C Commerce, Service Cloud,
and Marketing Cloud, as well as the B2C Commerce - Service Cloud Connector and Marketing Cloud Connect.

What are three actions that a Solution Architect must take when planning and deploying this solution? Choose 3 answers

e A. Migrate subscriber keys in Marketing Cloud to a new Order Management custormer identifier.
¢ B. Replace the Service Cloud Connector with an Order Management Connector for B2C Commerce.
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e (. Integrate Salesforce Order Management to B2C Commerce for order history and user self service.

¢ D. Modify the Service Cloud Connector implementation to remove potentially conflicting features with the Order
Management Connector.

¢ E. Configure data extensions and triggered sends in Marketing Cloud to support transactional emails for ordering scenarios.

Eﬁ: A\ C\ D

HM #53

Cross-site scripting (XSS) lets attackers inject client-side JavaScripts into a web page viewed by a targeted user. Which encoding
will you use in the <isprint> tag to avoid cross site scripting;

<script type="text/javascript"> var data = "<isprint encoding="" value="$ {unsafeData} "/>"; </script>

A. jshtml
B. jsblock
C. jsattribute

D. htmlunquote
: B
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HP #54
An Architect is performing an audit of production logs via Log Center and finds some potentially dangerous custom log output.

wWhen

1 minute, B seconds ago
Timestamp

2018-04-11 13:00:19.409
Severity

INFO

Hostname
blade2-3.mon.demandware.net
Domain

Sites-NTO-Site

Request
STOREFRONT

Category

Custom

Thread

PipelineCallSenvist] 32665673 Sires - NTO - Site | COPlaceOrder- Submit| PipelineCall| Go2u
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In which two ways It this log output Improper In a production environment? Choose 2 answers

A. The log information includes the customer s card name as it appears along with the credit card number (PAN), which
violates PCIL.

B. The log nformation includes the order number and customer s email, which violates PCL

C. Information logs should not be used in a production environment

D. The log information includes the customer's card CW (card security code) and expiration date, which violates PCL.

IEf#: A. B

B #55
A B2C Commerce Developer has just finished implementing a new promotion code form on checkout. During review, an Architect
notes that the form it not using CSRF validation correctly.



‘Which two options are best practice recommendations for dealing with CSRF validation? Choose 2 answers

A. Only use POST methods over HTTPS.

B. Ensure the CSRF protection is validated on form submission.
C. Only use GET methods over HTTPS.

D. Automatically renew the CSRF Token if expired.

Eﬁ: A\ B

A -

For implementing CSRF (Cross-Site Request Forgery) protection correctly, especially in forms like promotion code submissions
during checkout, best practices include:

* Option A (Ensure the CSRF protection is validated on form submission): It is crucial to validate the CSRF token upon the form's
submiission to ensure that the request originates froma legitimate source and corresponds to the user's intended actions, enhancing
security against CSRF attacks.

* Option D (Only use POST methods over HTTPS): Using POST methods for transmitting form data helps mitigate the risk of
CSREF attacks as opposed to GET methods which can be manipulated more easily via URL. Ensuring the communication is over
HTTPS encrypts the transmission, securing the data from interception or tampering during transit.

These practices safeguard against common security vulnerabilities and ensure that the application adheres to secure coding
standards.

HM #56

A company that is a shoe-producer is doing Salesforce B2C Commerce implementation. In their Enterprise Resource Warning
(ERP) system, the products are marked as being one of three types: boots, sandals, and sneakers. The business requirements based
on the type are:

* The messaging on Product Detail page is different

* Customers are able to filler their Product Search Results

The customer's operations team asks about the format in which to send this value in the catalog.

Which data type should the Architect specify for this attribute In the Data Mapping document?

¢ A. A customattribute of type enum-of-string (muiltiselect able value).
¢ B. A custom attribute of type string containing comma separated values.



¢ C. A custom attribute of type enum-of-string (single selectable value)
¢ D. A custom attribute type set-of-string containing multiple values.

IEf: C

fEERA -

For the shoe producer implementing Salesforce B2C Commerce, the attribute used to specify the type of shoes (boots, sandals,
sneakers) should be set as a single selectable value, hence the use of an enumof-string type. This data type allows for the selection
of one option from a predefined list, which is ideal for cases where each product can only be categorized into one type. This ensures
that data integrity is maintained while providing clear and distinct categorization that can easily be used for filtering on the Product
Search Results page and for customized messaging on the Product Detail page.
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