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A2 #53
What language interface would a database administrator use to establish the structure of database tables?

e A Data query language.

e B. Data manipulation language.
e (. Data definition language.

e D. Data control language.

He: C
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Y.
The schemn is a description of the overall logical structure of the database using data definition language DDL), which is the
connection between the logical and physical structure of the database. DDL is used to define, or determine, the database.

AE #54
Which of'the following IT-related activities is most commonly performed by the second line of defense?

A. Block unauthorized traffic.

B. Encrypt data.

C. Review disaster recovery test results.

D. Provide independent assessment of IT security.

HE: C

dE:

* Understanding the Three Lines of Defense Model:

* First Line of Defense (Operational Management): Perfornms daily IT security tasks, such as blocking unauthorized traffic and
encrypting data.

* Second Line of Defense (Risk Management & Conpliance): Monitors and reviews security controls, including disaster recovery
testing and risk management activities.

* Third Line of Defense (Internal Audit): Provides an independent assessment of IT security controls.

* Why Option C (Review Disaster Recovery Test Results) Is Correct?

* The second line of defense is responsible for monitoring and evaluating IT risk management processes, including disaster recovery
and business continuity planning.

* Reviewing disaster recovery test results ensures that the organization is prepared for IT disruptions and meets compliance
requirements.

* JIA Standard 2110 - Governance requires auditors to evaluate whether IT risk management activities (such as disaster recovery)
are being effectively monitored.

* Why Other Options Are Incorrect?

* Option A (Block unauthorized traffic):

* This 1s a first-line defense task, typically handled by IT security teams (e.g,, firewall and intrusion detection system monitoring).

* Option B (Encrypt data):

* Encryption is part of daily I'T security operations and is handled by the first line of defense.

* Option D (Provide an independent assessment of I'T security):

* Independent assessments are the responsibility of internal audit (third line of defense), not the second line.

* The second line of defense focuses on monitoring IT risk, making disaster recovery test review a key responsibility.

* 11A Standard 2110 and the Three Lines of Defense Model confirm this role.

Final Justification:lIA References:

* IPPF Standard 2110 - Governance (IT Risk Management)

* [1A Three Lines of Defense Model

* COBIT Framework - IT Governance & Risk Management

EE #55
Which of the following are essential elements of the audit trail in an electronic data interchange EDI) system?

A. Contingency and disaster recovery plans.

B. Message directories and header segments.

C. Trading partner security and mailbox codes.

D. Network and sender/recipient acknowledgments.

.l

o
m

: D
.

An audit trail allows for the tracing of a transaction from mnitiation to conclusion. Network and sender/recipient acknowledgments
relate to the transaction flow and provide for the tracking of transactions.

BE #56



‘Which of'the following borrowing options is an unsecured loan?

02
m

A. Second-mortgage financing froma bank.
B. Pledged accounts receivable.

C. Anissue of commercial paper.

D. Asset-based financing,

: C

HE #57
Which of the following best describes the concept of relevant cost?

A. A past cost that is the same among alternatives.
B. A future cost that is the same among alternatives.
C. A past cost that differs among alternatives.

D. A future cost that differs among alternatives.
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