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A CSP, which wants to compete in the market, has been approaching companies in an attempt to gain business. The CSP is able to
provide the same uptime as other CSPs at a markedly reduced cost. Which of the following would be the MOST significant business
risk to a company that signs a contract with this CSP?

A. Resource exhaustion
B. Vendor lock-in
C. Control plane breach
D. Geographic location

Answer: A

Explanation:
Resource exhaustion is a condition that occurs when a system or service runs out of resources, such as memory, CPU, disk space,
or bandwidth, and becomes unable to function properly or respond to requests. Resource exhaustion can be caused by high
demand, poor design, misconfiguration, or malicious attacks, such as denial-of-service (DoS).
Resource exhaustion would be the most significant business risk to a company that signs a contract with a cloud service provider
(CSP) that is able to provide the same uptime as other CSPs at a markedly reduced cost, because this could:
Indicate that the CSP is oversubscribing or underprovisioning its resources, which could result in performance degradation, service
disruption, or data loss for the company.
Affect the company's availability, reliability, and scalability requirements, which could impact its operations, reputation, and customer
satisfaction.
Expose the company to potential security breaches or compliance violations, if the CSP does not implement adequate security
controls or measures to prevent or mitigate resource exhaustion.

NEW QUESTION # 228 
Law enforcement officials informed an organization that an investigation has begun. Which of the following is the FIRST step the
organization should take?

A. Perform e-discovery.
B. Initiate a legal hold.
C. Refer to the retention policy
D. Review the subpoena

Answer: B

Explanation:
A legal hold is a process by which an organization instructs its employees or other relevant parties to preserve specific data for
potential litigation. A legal hold is triggered when litigation is reasonably anticipated, such as when law enforcement officials inform an
organization that an investigation has begun. The first step the organization should take is to initiate a legal hold to ensure that relevant
evidence is not deleted, destroyed, or altered. A legal hold also demonstrates the organization's good faith and compliance with its
duty to preserve evidence. Verified References:
https://percipient.co/litigation-hold-triggers-and-the-duty-to-preserve-evidence/
https://www.everlaw.com/blog/ediscovery-best-practices/guide-to-legal-holds/

NEW QUESTION # 229 
In comparison to other types of alternative processing sites that may be invoked as a part of disaster recovery, cold sites are
different because they:

A. are geographically separated from the company's primary facilities.
B. provide workstations and read-only domain controllers.
C. have basic utility coverage, including power and water.
D. are generally the least costly to sustain.
E. are the quickest way to restore business.

Answer: C

NEW QUESTION # 230 
An organization needs to classify its systems and data in accordance with external requirements.



Which of the following roles is best qualified to perform this task?

A. Data owner
B. Systems administrator
C. Data custodian
D. Data processor
E. Data steward

Answer: A

Explanation:
The data owner is best qualified to classify systems and data in accordance with external requirements. The data owner is
responsible for determining how data should be classified based on its sensitivity, value, and regulatory requirements. They have the
authority to decide on classification levels such as public, confidential, or secret, and ensure compliance with external standards.
Other roles, like data custodians or processors, support the implementation of data management, but the data owner has the final
responsibility for classification.

NEW QUESTION # 231 
A company is migrating from company-owned phones to a BYOD strategy for mobile devices.
The pilot program will start with the executive management team and be rolled out to the rest of the staff in phases. The company's
Chief Financial Officer loses a phone multiple times a year.
Which of the following will MOST likely secure the data on the lost device?

A. Remotely wipe the device.
B. Set up different profiles based on the person's risk.
C. Require a VPN to be active to access company data.
D. Require MFA to access company applications.

Answer: A

Explanation:
We have to remember that MFA will not prevent someone from accessing the data unless the device is encrypted. So to best way to
protect it would be to perform a remote wipe when reported stolen.

NEW QUESTION # 232
......
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