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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q15-Q20):

NEW QUESTION # 15
You deployed a FortiGate active-active with ELB/ILB solution using the template from Azure Marketplace.
What is the purpose of the inbound NAT rules configured in the external load balancer in this deployment?

A. To allow administrative access to the FortiGate VMs

B. To filter inbound traffic before it reaches the FortiGate mnstances
C. To load balance the incoming traffic between both FortiGate VMs
D. To forward the health probes to both FortiGate VMs

Answer: A
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Explanation:
In anactive-active FortiGate ELB/ILB deployment, theinbound NAT rulesconfigured on theexternal load balancerare used toallow
administrative access (e.g., HTTPS, SSH)to the individual FortiGate VM. Since the public IP is associated with the load balancer,

NAT rules are required tomap specific ports to backend FortiGate instancesfor management access.

NEW QUESTION # 16
What are two characteristics of Azure standard public [P addresses? (Choose two.)

¢ A They can be used with load balancers of any SKU
¢ B. They support the use of availability zones
e C. They require the configuration of NSGs for inbound traffic
¢ D. They can be dynamic or static
Answer: B,.D
Explanation:
They support the use of availability zones - Standard public IP addresses are zone-redundant and support availability zone
deployments for high availability.
They can be dynamic or static - Azure standard public IPs can be configured as static or dynamic, offering flexibility based on
deployment needs.
NEW QUESTION # 17
Refer to the exhibits.
FortiGate sniffer output
FGTLab-FGT-A # diagnose sniffer packet any ‘port 88" 4
Using Original Sniffing Mode
interfaces=[any]
filters=[port 88]
2.727141 portl out 18.8.8.4.15848 -> 168.63.129.16.80: syn 2787271889
2.727149 sriovslvB out 18.0.8.4.15648 -> 168.63.129.16.80: syn 2787271689
2.727743 portl in 168.63.129.16.88 -> 18.8.8.4.15848: syn 2252873112 ack 2787271818
2.727791 portl out 18.8.8.4.15848 -> 168.63.129.16.88: ack 2252873113
2.727795 sriovslve out 18.8.8.4.15848 -> 168.63.129.16.88: ack 2252873113
2.727831 portl out 18.8.8.4.15848 -> 168.63.129.16.88: psh 2787271818 ack 2252873113
2.727834 sriovslv@ out 18.8.8.4.156848 -> 168.63.129.16.88: psh 2787271818 ack 2252873113
2.729649 portl in 168.63.129.16.86 ~-» 10.0.68.4.15848: 2252873113 ack 2787271142
2.729670 portl out 18.6.8.4.15048 -> 168.63.129.16.88: ack 2252874541
2.729672 sriovslvl out 18.08.6.4.15848 -> 168.63.129.16.88: ack 2252874541
2.729678 portl in 168.63.129.16.88 -> 10.8.8.4.15648: psh 2252874541 ack 2787271142
2.729688 portl out 18.6.8.4.150848 -> 168.63.129.16.80: ack 2252875391
2.729698 sriovslvl out 108.6.8.4.15848 -> 168.63.129.16.88: ack 2252875391
2.729728 port1 out 18.6.9.4.15848 -> 168.63.129.16.80: fin 2787271142 ack 2252875391
2.729730 sriovslv@ out 18.8.8.4.15848 -> 168.6#%‘% 2252875391




FortiGate sniffer output

FGTLab-FGT-A # diagnose sniffer packet any ‘port 22° 4
Using Original Sniffing Mode

interfaces=[any] ‘E:EHTInE
filters=[port 22]

o

8 packets received by filter

@ packets dropped by kernel

FGTLab-FGT-A #
FGTLab-FGT=A #
FGTLab-FGT-A #
FGTLab-FGT-A #

A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter trafic to a Linux server running Apache server.

Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.

What configuration changes could you performto allow SSH traffic?

A. Add a new Inbound NAT rule

B. Add a new Azure load balancing rule

C. Include the Linux server in the back-end pool options

D. Configure a customized port under the Frontend IP configuration

Answer: A

Explanation:

Sinceport 80 traffic is reaching the FortiGate(as shown in the sniffer output) butport 22 traffic is not, the issue liesbefore the
FortiGate, at theAzure Load Balancer level. Azure Load Balancers require anlnbound NAT ruleto forward specific ports (like SSH
on port 22) to a specific backend VM. Creating a newlnbound NAT rule for port 22will allow SSH traffic to be properly routed to
the FortiGate VM.

NEW QUESTION # 18
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By establishing dedicated private connections to Azure data centers
B. By relying on load balancing to dynamically optimize latency

C. By using public internet connections for enhanced routing flexibility
D. By prioritizing Azare ExpressRoute traffic over other network traffic

Answer: A

Explanation:

Azure ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

NEW QUESTION # 19
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?



A. By establishing dedicated private connections to Azure data centers
B. By relying on load balancing to dynamically optimize latency

C. By using public internet connections for enhanced routing flexibility
D. By prioritizing Azure ExpressRoute traffic over other network traffic

Answer: A

Explanation:

Azrre ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

NEW QUESTION # 20
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