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ISACA Certified Data Privacy Solutions Engineer Sample Questions (Q85-
Q90):
NEW QUESTION # 85 
Which of the following is the BEST way to hide sensitive personal data that is in use in a data lake?

A. Data minimization
B. Data truncation
C. Data masking
D. Data encryption

Answer: C

NEW QUESTION # 86 
Which of the following is the BEST way for an organization to limit potential data exposure when implementing a new application?

A. Implement a data loss prevention (DLP) system.
B. Use only the data required by the application.
C. Capture the application's authentication logs.
D. Encrypt all data used by the application.

Answer: B

Explanation:
The principle of data minimization states that personal data should be adequate, relevant and limited to what is necessary in relation
to the purposes for which they are processed. By using only the data required by the application, the organization can reduce the
amount of data that is collected, stored, processed and potentially exposed. This can also help the organization comply with privacy
laws and regulations that require data minimization, such as the General Data Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA).
Reference:
CDPSE Review Manual, 2021 Edition, ISACA, page 98
[Data minimization], European Commission

NEW QUESTION # 87 
Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger access control
to systems containing patient records?

A. Improved data integrity and reduced effort for privacy audits
B. Unlimited functionalities and highly secured applications
C. Monitored network activities for unauthorized use
D. Limited functions and capabilities of a secured operating environment

Answer: A

Explanation:
The best reason for a health organization to use desktop virtualization to implement stronger access control to systems containing
patient records is that it can improve data integrity and reduce effort for privacy audits. Desktop virtualization is a technology that
allows users to access a virtual desktop environment that is hosted on a remote server, rather than on their local device. Desktop
virtualization can enhance data privacy by providing stronger access control to systems containing patient records, such as requiring
authentication, authorization, encryption, logging, etc. Desktop virtualization can also improve data integrity by ensuring that patient
records are stored and processed in a centralized and secure location, rather than on multiple devices that may be vulnerable to loss,
theft, damage, or corruption. Desktop virtualization can also reduce effort for privacy audits by simplifying the management and
monitoring of data privacy compliance across different devices and locations. Reference: : CDPSE Review Manual (Digital Version),
page 153

NEW QUESTION # 88 
An organization wants to ensure that endpoints are protected in line with the privacy policy. Which of the following should be the



FIRST consideration?

A. Implementing network traffic filtering on endpoint devices
B. Managing remote access and control
C. Hardening the operating systems of endpoint devices
D. Detecting malicious access through endpoints

Answer: C

Explanation:
Explanation
The first consideration for ensuring that endpoints are protected in line with the privacy policy is hardening the operating systems of
endpoint devices. Hardening is a process of applying security configurations and controls to reduce the attack surface and
vulnerabilities of an operating system. Hardening can include disabling unnecessary services and features, applying security patches
and updates, enforcing strong passwords and encryption, configuring firewall and antivirus settings, and implementing least privilege
principles. Hardening the operating systems of endpoint devices can help prevent unauthorized access, data leakage, malware
infection, or other threats that may compromise the privacy of personal data stored or processed on those devices.
Detecting malicious access through endpoints, implementing network traffic filtering on endpoint devices, and managing remote
access and control are also important aspects of endpoint security, but they are not the first consideration. Rather, they are
dependent on or complementary to hardening the operating systems of endpoint devices. For example, detecting malicious access
requires having a baseline of normal activity and behavior on the endpoint device, which can be established by hardening.
Implementing network traffic filtering requires having a firewall or other network security tool installed and configured on the
endpoint device, which is part of hardening. Managing remote access and control requires having authentication and authorization
mechanisms in place on the endpoint device, which is also part of hardening.
References: Manage endpoint security policies in Microsoft Intune, ENDPOINT SECURITY POLICY, How To Build An Effective
Endpoint Security Policy And Prevent Cyberattacks

NEW QUESTION # 89 
Which encryption method encrypts and decrypts data using two separate yet mathematically connected cryptographic keys?

A. Asymmetric
B. Symmetric
C. Private key
D. Hashing

Answer: A

Explanation:
Explanation
Asymmetric encryption, also known as public-key encryption, encrypts and decrypts data using two separate yet mathematically
connected cryptographic keys. One key is called the public key and can be shared with anyone, while the other key is called the
private key and must be kept secret. The public key is used to encrypt the data, and only the corresponding private key can decrypt
it. Likewise, the private key can be used to sign the data, and only the corresponding public key can verify it. This method provides
confidentiality, integrity, authentication and non-repudiation for data.
References: CDPSE Review Manual, 2021, p. 117

NEW QUESTION # 90
......
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