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Amazon AWS Certified Security – Specialty SCS-C03 Prüfungsfragen mit
Lösungen (Q32-Q37):
32. Frage 
A company uses AWS IAM Identity Center to manage access to its AWS accounts. The accounts are in an organization in AWS
Organizations. A security engineer needs to set up delegated administration of IAM Identity Center in the organization's management
account.
Which combination of steps should the security engineer perform in IAM Identity Center before configuring delegated
administration? (Select THREE.)

A. Create a new IAM Identity Center directory in the organization's management account.
B. Create permission sets for use only in the organization's management account.
C. Create user assignments only in the organization's management account.
D. Create IAM users for use only in the organization's management account.
E. Grant least privilege access to the organization's management account.
F. Set up a second AWS Region in the organization's management account.

Antwort: A,B,C

Begründung:
AWS IAM Identity Center delegated administration requires foundational configuration to be completed in the organization's
management account before delegation. According to the AWS Certified Security - Specialty documentation, IAM Identity Center
must be enabled with a directory in the management account before any delegation can occur.
Permission sets must be created in the management account because they define the permissions that will later be delegated to
member accounts. Additionally, user assignments must initially exist in the management account to establish baseline access control
before delegation is configured.
Option A is too generic and not a required prerequisite step. Option C is unrelated to Identity Center delegation. Option E is
incorrect because IAM Identity Center uses identities from its directory or external IdPs, not IAM users.
AWS guidance clearly outlines directory creation, permission set definition, and initial user assignments as mandatory preparatory
steps for delegated administration.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS IAM Identity Center Delegated Administration
AWS Organizations and Identity Center Integration

33. Frage 
An application is running on an Amazon EC2 instance that has an IAM role attached. The IAM role provides access to an AWS
Key Management Service (AWS KMS) customer managed key and an Amazon S3 bucket.
The key is used to access 2 TB of sensitive data that is stored in the S3 bucket. A security engineer discovers a potential
vulnerability on the EC2 instance that could result in the compromise of the sensitive data. Due to other critical operations, the
security engineer cannot immediately shut down the EC2 instance for vulnerability patching.
What is the FASTEST way to prevent the sensitive data from being exposed?

A. Revoke the IAM role's active session permissions. Update the S3 bucket policy to deny access to the IAM role. Remove
the IAM role from the EC2 instance profile.
B. Block access to the public range of S3 endpoint IP addresses by using a host-based firewall. Ensure that internet-bound
traffic from the affected EC2 instance is routed through the host-based firewall.
C. Download the data from the existing S3 bucket to a new EC2 instance. Then delete the data from the S3 bucket. Re-
encrypt the data with a client-based key. Upload the data to a new S3 bucket.
D. Disable the current key. Create a new KMS key that the IAM role does not have access to, and re- encrypt all the data
with the new key. Schedule the compromised key for deletion.

Antwort: A

Begründung:
AWS incident response best practices emphasize rapid containment to prevent further data exposure.
According to the AWS Certified Security - Specialty Study Guide, the fastest and least disruptive containment method for
compromised compute resources is to immediately revoke credentials and permissions rather than modifying data or infrastructure.
Revoking the IAM role's active sessions prevents the EC2 instance from continuing to access AWS services.
Updating the S3 bucket policy to explicitly deny access to the IAM role ensures immediate enforcement, even if temporary



credentials remain cached. Removing the IAM role from the instance profile further prevents new credentials from being issued.
Option A and D involve large-scale data movement or re-encryption, which is time-consuming and operationally expensive. Option
B relies on network-level controls that do not prevent access through private AWS endpoints.
AWS guidance explicitly recommends credential revocation and policy-based denial as the fastest containment step during active
incidents.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS Incident Response Best Practices
AWS IAM Role Session Management

34. Frage 
A company is implementing new compliance requirements to meet customer needs. According to the new requirements, the
company must not use any Amazon RDS DB instances or DB clusters that lack encryption of the underlying storage. The company
needs a solution that will generate an email alert when an unencrypted DB instance or DB cluster is created. The solution also must
terminate the unencrypted DB instance or DB cluster.
Which solution will meet these requirements in the MOST operationally efficient manner?

A. Create an AWS Config managed rule to detect unencrypted RDS storage. Configure a manual remediation action to
invoke an AWS Lambda function. Configure the Lambda function to publish messages to an Amazon Simple Notification
Service (Amazon SNS) topic and to delete the unencrypted resource.
B. Create an Amazon EventBridge rule that evaluates RDS event patterns and is initiated by the creation of DB instances or
DB clusters. Configure the rule to publish messages to an Amazon Simple Notification Service (Amazon SNS) topic that
includes an AWS Lambda function and an email delivery target as subscribers. Configure the Lambda function to delete the
unencrypted resource.
C. Create an Amazon EventBridge rule that evaluates RDS event patterns and is initiated by the creation of DB instances or
DB clusters. Configure the rule to invoke an AWS Lambda function. Configure the Lambda function to publish messages to
an Amazon Simple Notification Service (Amazon SNS) topic and to delete the unencrypted resource.
D. Create an AWS Config managed rule to detect unencrypted RDS storage. Configure an automatic remediation action to
publish messages to an Amazon Simple Notification Service (Amazon SNS) topic that includes an AWS Lambda function
and an email delivery target as subscribers. Configure the Lambda function to delete the unencrypted resource.

Antwort: D

Begründung:
AWS Config provides managed rules that continuously evaluate resource configurations against compliance requirements. The AWS
Certified Security - Specialty documentation highlights AWS Config managed rules as the preferred mechanism for enforcing
configuration compliance at scale. The managed rule for encrypted RDS storage automatically detects DB instances and clusters that
are created without encryption enabled.
By configuring automatic remediation, AWS Config can immediately invoke corrective actions without manual intervention.
Integrating remediation with an Amazon SNS topic enables automated email notifications, while an AWS Lambda function can
terminate the noncompliant resource. This creates a fully automated detect-alert-remediate workflow.
Option B requires manual remediation, which increases operational effort and delays enforcement. Options C and D rely on Amazon
EventBridge, which evaluates events rather than configuration state and does not provide continuous compliance monitoring. AWS
Config is explicitly designed for configuration compliance and governance use cases.
This solution aligns with AWS governance best practices by combining continuous monitoring, automated remediation, and
centralized alerting with minimal operational overhead.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS Config Managed Rules
AWS Config Automatic Remediation

35. Frage 
A company is implementing new compliance requirements to meet customer needs. According to the new requirements, the
company must not use any Amazon RDS DB instances or DB clusters that lack encryption of the underlying storage. The company
needs a solution that will generate an email alert when an unencrypted DB instance or DB cluster is created. The solution also must
terminate the unencrypted DB instance or DB cluster.
Which solution will meet these requirements in the MOST operationally efficient manner?



A. Create an AWS Config managed rule to detect unencrypted RDS storage. Configure a manual remediation action to
invoke an AWS Lambda function. Configure the Lambda function to publish messages to an Amazon Simple Notification
Service (Amazon SNS) topic and to delete the unencrypted resource.
B. Create an Amazon EventBridge rule that evaluates RDS event patterns and is initiated by the creation of DB instances or
DB clusters. Configure the rule to publish messages to an Amazon Simple Notification Service (Amazon SNS) topic that
includes an AWS Lambda function and an email delivery target as subscribers. Configure the Lambda function to delete the
unencrypted resource.
C. Create an Amazon EventBridge rule that evaluates RDS event patterns and is initiated by the creation of DB instances or
DB clusters. Configure the rule to invoke an AWS Lambda function. Configure the Lambda function to publish messages to
an Amazon Simple Notification Service (Amazon SNS) topic and to delete the unencrypted resource.
D. Create an AWS Config managed rule to detect unencrypted RDS storage. Configure an automatic remediation action to
publish messages to an Amazon Simple Notification Service (Amazon SNS) topic that includes an AWS Lambda function
and an email delivery target as subscribers. Configure the Lambda function to delete the unencrypted resource.

Antwort: D

Begründung:
AWS Config provides managed rules that continuously evaluate resource configurations against compliance requirements. The AWS
Certified Security - Specialty documentation highlights AWS Config managed rules as the preferred mechanism for enforcing
configuration compliance at scale. The managed rule for encrypted RDS storage automatically detects DB instances and clusters that
are created without encryption enabled.
By configuring automatic remediation, AWS Config can immediately invoke corrective actions without manual intervention.
Integrating remediation with an Amazon SNS topic enables automated email notifications, while an AWS Lambda function can
terminate the noncompliant resource. This creates a fully automated detect-alert-remediate workflow.
Option B requires manual remediation, which increases operational effort and delays enforcement. Options C and D rely on Amazon
EventBridge, which evaluates events rather than configuration state and does not provide continuous compliance monitoring. AWS
Config is explicitly designed for configuration compliance and governance use cases.
This solution aligns with AWS governance best practices by combining continuous monitoring, automated remediation, and
centralized alerting with minimal operational overhead.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS Config Managed Rules
AWS Config Automatic Remediation

36. Frage 
A company has security requirements for Amazon Aurora MySQL databases regarding encryption, deletion protection, public
access, and audit logging. The company needs continuous monitoring and real-time visibility into compliance status.
Which solution will meet these requirements?

A. Use EventBridge and Lambda with custom metrics.
B. Use AWS Security Hub configuration policies.
C. Enable AWS Config and use managed rules to monitor Aurora MySQL compliance.
D. Use AWS Audit Manager with a custom framework.

Antwort: C

Begründung:
AWS Config is the AWS service designed to continuously evaluate resource configurations against defined rules. According to the
AWS Certified Security - Specialty Study Guide, AWS Config managed rules exist specifically to check database encryption, public
accessibility, deletion protection, and log exports for Amazon RDS and Aurora.
AWS Config provides a real-time compliance timeline and displays the compliance state of each resource against each rule at any
point in time. This granular visibility is required to assess ongoing compliance with security policies.
Audit Manager generates reports but does not provide continuous compliance monitoring. Security Hub aggregates findings but does
not track configuration drift. EventBridge and Lambda introduce unnecessary complexity.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS Config Managed Rules for RDS
AWS Continuous Compliance Monitoring



37. Frage
......
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