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EE #161

A financial company has allocated an Amazon RDS MariaDB DB instance with large storage capacity to accommodate migration
efforts. Post-migration, the company purged unwanted data from the instance. The company now want to downsize storage to save
money. The solution must have the least impact on production and near-zero downtime.

‘Which solution would meet these requirements?

e A Create a new RDS DB instance with the required storage and move the databases from the old instances to the new
instance using AWS DMS
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¢ B. Create a snapshot of the old databases and restore the snapshot with the required storage
¢ (. Create a new database using native backup and restore
¢ D. Create a new read replica and make it the primary by terminating the existing primary
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A company is developing an application that will be accessed through the Amazon API Gateway REST API Registered users should
be the only ones who can access certain resources of this API. The token being used should expire automatically and needs to be
refreshed periodically.

How can a developer meet these requirements'?

¢ A Create an Amazon Cognito user pool, configure the Cognito Authorizer in API Gateway, and use the identity or access
token

¢ B. Create an IAM user for each API user, attach an invoke permissions policy to the API. and use an [AM authorizer in API
Gateway.

¢ (. Create and maintain a database record for each user with a corresponding token and use an AWS Lambda authorizer m
API Gateway

¢ D. Create an Amazon Cognito identity pool, configure the Amazon Cognito Authorizer in API Gateway, and use the
temporary credentials generated by the identity pool
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https:/aws.amazon.comypremiunmsupport/knowledge-center/cognito-custom-scopes-api- gateway/

2 #163
A Developer needs to use AWS X-Ray to monitor an application that is deployed on EC2 instances.
What steps have to be executed to perform the monitoring?

A. Deploy the X-Ray SDK with the application and instrument the application code.

B. Deploy the X-Ray SDK with the application and use X-Ray annotation.

C. Install the X-Ray daemon and configure it to forward data to Amazon CloudWatch Events.
D. Install the X-Ray daemon and instrument the application code.
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Explanation/Reference: https:/aws.amazon.comvblogs/aws/category/aws-x-ray/

EE #164

Your hybrid networking environment consists of two application VPCs, a shared services VPC, and your
corporate network. The corporate network is connected to the shared services VPC via an IPsec VPN with
dynamic (BGP) routing enabled.

The applications require access to a common authentication service in the shared services VPC. You

need to enable native network access from the corporate network to both application VPCs.

Which step should you take to meet the requirements?

e A, Configure additional [Psec VPNs for each application VPC back to the corporate network, and enable
VPC peering to the shared services VPC.

¢ B. Configure an IPsec VPN between the virtual private gateway in each application VPC to the virtual
private gateway in the shared services VPC.

e (. Use VPC peering to peer the application VPCs with the shared services VPC, and enable associated
routing in the shared services VPC via the corporate VPN.

e D. Enable CloudHub functionality to route traffic between the three VPCs and the corporate network using
dynamic BGP routing,
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Your company has recently extended its datacenter into a VPC on AWS to add burst computing capacity as needed Members of
your Network Operations Center need to be able to go to the AWS Management Console and administer Amazon EC2 instances
as necessary. You don't want to create new IAM users for each NOC member and make those users sign in again to the AWS
Management Console. Which option below will meet the needs for your NOC members?

¢ A. Use Web Identity Federation to retrieve AWS temporary security credentials to enable your NOC members to sign in to
the AWS Management Console.

¢ B. Use your on-premises SAML 2.0-compliant identity provider (IDP) to retrieve temporary security credentials to enable
NOC members to sign in to the AWS Management Console

e (. Use OAuth 2.0 to retrieve temporary AWS security credentials to enable your NOC members to sign in to the AWS
Management Console.

¢ D. Use your on-premises SAML 2.0-compliant identity provider (IDP) to grant the NOC members federated access to the
AWS Management Console via the AWS single sign-on (SSO) endpoint.
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