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Cisco Securing Networks with Cisco Firepower Sample Questions (Q247-
Q252):
NEW QUESTION # 247 
Refer to the exhibit. What is the effect of the existing Cisco FMC configuration?

A. The SSL-encrypted communication channel between the Cisco FMC and the managed device becomes plain-text
communication channel.
B. The management connection between the Cisco FMC and the Cisco FTD is disabled.
C. The remote management port for communication between the Cisco FMC and the managed device changes to port 8443.
D. The managed device is deleted from the Cisco FMC.

Answer: B

NEW QUESTION # 248 
An engineer is investigating connectivity problems on Cisco Firepower that is using service group tags. Specific devices are not being
tagged correctly, which is preventing clients from using the proper policies when going through the firewall How is this issue
resolved?

A. Use a packet sniffer with correct filtering
B. Use a packet capture with match criteria.
C. Use traceroute with advanced options.
D. Use Wireshark with an IP subnet filter.

Answer: B

Explanation:
Capture could just be exported and imported in wireshark. Also, you would be able to use match argument to specify devices
instead of subnet, and also SGTs if you want to.

NEW QUESTION # 249 
In which two ways do access control policies operate on a Cisco Firepower system? (Choose two.)

A. Traffic inspection is interrupted temporarily when configuration changes are deployed.
B. File policies use an associated variable set to perform intrusion prevention.
C. They block traffic based on Security Intelligence data.
D. The system performs a preliminary inspection on trusted traffic to validate that it matches the trusted parameters.
E. The system performs intrusion inspection followed by file inspection.

Answer: A,C

Explanation:
Section: Configuration
Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Access_Control_Using_Intrusion_and_File_Policies.html

NEW QUESTION # 250 
How does Cisco Secure Cloud Analytics handle information about network traffic?

A. It performs a behavioral analysis on events and network flow data.
B. It stores the information in a database without any analysis.
C. It forwards the information to other devices without storing it.
D. It performs a heuristic analysis on events and network flow data.

Answer: A



Explanation:
Cisco Secure Cloud Analytics (formerly Stealthwatch Cloud) uses behavioral analysis to monitor events and network flow data. It
builds a baseline of normal network behavior and then detects anomalies, such as data exfiltration or lateral movement, indicating
potential threats.

NEW QUESTION # 251 
An engineer must permit SSH on the inside interface of a Cisco Secure Firewall Threat Defense device. SSH is currently permitted
only on the management interface. Which type of policy must the engineer configure?

A. NAT policy
B. intrusion policy
C. access control policy
D. platform policy

Answer: D

Explanation:
Enabling SSH on a data-plane interface is controlled by the platform policy, which governs management protocols per interface
rather than traffic filtering or inspection.
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......
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