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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q267-Q272):
NEW QUESTION # 267 
Sophie has been working as a Windows network administrator at an MNC over the past 7 years. She wants to check whether
SMB1 is enabled or disabled. Which of the following command allows Sophie to do so?

A. Get-WindowsOptionalFeatures -Online -FeatureNames SMB1Protocol
B. Get-WindowsOptionalFeature -Online -FeatureName SMB1Protocol
C. Get-WindowsOptionalFeatures -Online -FeatureName SMB1Protocol
D. Get-WindowsOptionalFeature -Online -FeatureNames SMB1Protocol

Answer: B

Explanation:
To check if SMB1 is enabled or disabled, the correct PowerShell command is Get-WindowsOptionalFeature
-Online -FeatureName SMB1Protocol. This command queries the status of the SMB1Protocol feature in the running instance of
Windows. If SMB1 is enabled, the command will return its status as 'Enabled', and if it is disabled, it will return 'Disabled'.
References: The correct syntax for the command is documented in various official Windows resources, including Microsoft's own
documentation on managing SMB protocols1. It is also aligned with the objectives of the EC-Council's Certified Network Defender
(CND) program, which includes knowledge of managing Windows network protocols and features.

NEW QUESTION # 268 
What should a network administrator perform to execute/test the untrusted or untested programs or code from untrusted or
unverified third-parties without risking the host system or OS?

A. Deployment of WAFs
B. Application Whitelisting
C. Application Blacklisting
D. Application Sandboxing

Answer: D

Explanation:
Application sandboxing is a security technique that allows untrusted or untested programs or code to be executed in a separate,
restricted environment known as a sandbox. This environment is isolated from the host system and operating system, ensuring that
any potential malicious behavior contained within the code cannot affect the host. It's a way to test and execute third-party
applications without risking the integrity or security of the main system. Sandboxing provides a tightly controlled set of resources for
guest programs to run in, such as scratch space on disk and memory, which prevents the programs from affecting other processes
and data on the host system.
References: The concept of application sandboxing is covered in the EC-Council's Certified Network Defender (CND) program,
which includes key topics such as application whitelisting, blacklisting, and sandboxing. The hands-on lab exercises in the CND
program help demonstrate skills in these areas, including application sandboxing1.

NEW QUESTION # 269 
Which of the following strategies is used to minimize the effects of a disruptive event on a company, and is created to prevent
interruptions to normal business activity?

A. Disaster Recovery Plan
B. Business Continuity Plan
C. Contingency Plan
D. Continuity of Operations Plan
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Answer: B

Explanation:
BCP is a strategy to minimize the consequence of the instability and to allow for the continuation of business processes. The goal of
BCP is to minimize the effects of a disruptive event on a company, and is formed to avoid interruptions to normal business activity.
Business Continuity Planning (BCP) is the creation and validation of a practiced logistical plan for how an organization will recover
and restore partially or completely interrupted critical (urgent) functions within a predetermined time after a disaster or extended
disruption. The logistical plan is called a business continuity plan.
Answer option C is incorrect. A contingency plan is a plan devised for a specific situation when things could go wrong. Contingency
plans are often devised by governments or businesses who want to be prepared for anything that could happen. Contingency plans
include specific strategies and actions to deal with specific variances to assumptions resulting in a particular problem, emergency, or
state of affairs. They also include a monitoring process and "triggers" for initiating planned actions. They are required to help
governments, businesses, or individuals to recover from serious incidents in the minimum time with minimum cost and disruption.
Answer option A is incorrect. Disaster recovery planning is a subset of a larger process known as business continuity planning and
should include planning for resumption of applications, data, hardware, communications (such as networking), and other IT
infrastructure. A business continuity plan (BCP) includes planning for non-IT related aspects such as key personnel, facilities, crisis
communication, and reputation protection, and should refer to the disaster recovery plan (DRP) for IT-related infrastructure
recovery/continuity.
Answer option D is incorrect. The Continuity Of Operation Plan (COOP) refers to the preparations and institutions maintained by
the United States government, providing survival of federal government operations in the case of catastrophic events. It provides
procedures and capabilities to sustain an organization's essential.
COOP is the procedure documented to ensure persistent critical operations throughout any period where normal operations are
unattainable.

NEW QUESTION # 270 
Which of the following ranges of addresses can be used in the first octet of a Class A network address?

A. 192-223
B. 224-255
C. 0-127
D. 128-191

Answer: C

NEW QUESTION # 271 
Which mobile-use approach allows an organization's employees to use devices that they are comfortable with and best fits their
preferences and work purposes?

A. COBO
B. CYOD
C. BYOD
D. COPE

Answer: C

Explanation:
The mobile-use approach that allows an organization's employees to use devices they are comfortable with and that best fit their
preferences and work purposes is Bring Your Own Device (BYOD). This approach offers the most flexibility for employees, as they
can bring and use their personal devices for work-related activities. It is a popular choice for companies that wish to provide a
flexible work environment and cater to the diverse preferences of their employees123.
References: The concept of BYOD and its implications on workplace flexibility and employee preferences are well-documented in
enterprise mobility management literature and align with the Certified Network Defender (CND) course's objectives regarding
understanding and managing mobile device security within an organization123.

NEW QUESTION # 272
......
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