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Google Security Operations Engineer (Beta) 38 &8 GCP-SOE-B & 5 i 7&
(Q33-Q38):

R #33

You are the SOC manager at a large enterprise that uses Google Security Operations (SecOps).

You need to create a report that shows the Return on Investment (ROI) attributed to analyst activities in Google SecOps SOAR for
the previous month. The report should include the time saved and efficiency gains from using SOAR's features. You need to generate
this report using the most efficient and accurate approach while providing the required level of detail. What should you do?

¢ A Use the ROI - Analysts Benchmark report in SOAR Reports. Configure the report to display data for the desired time
period, and filter by individual analysts.

¢ B. Create a custom Google SecOps SOAR search query that filters for all cases handled by specific analysts in the last
month. Export the results to a spreadsheet for analysis and ROI calculation.

e (. Use the filters and visualizations in the Management - SOC Status report in SOAR Reports to extract case-specific
performance data.

¢ D. Develop a Google SecOps SOAR playbook that automatically aggregates analyst performance metrics, incorporates
custom weighted factors for different case types, calculates ROI based on predefined formulas, and generates a PDF report
on a monthly schedule.

Ef: A

H #34
You are a security operations engineer in an enterprise that uses Google Security Operations (SecOps). Your organization recently
faced a cybersecurity breach. You need to increase the threat analytics as quickly as possible. What should you do?

A. Enable curated detections to identify threats.

B. Develop YARA-L detection rules that focus on threat mtelligence.

C. Design YARA-L detection rules based on Google SecOps Marketplace use cases.
D. Ingest data froma threat intelligence platform (TIP) nto Google SecOps.

F
R

: A

R #35

You are mnvestigating whether an advanced persistent threat (APT) actor has operated in your organization's environment
undetected. You have received threat intelligence that includes:

- A SHA256 hash for a malicious DLL

- A known command and control (C2) domain

- A behavior pattern where rundl32.exe spawns powershell.exe with obfuscated arguments Your Google Security Operations
(SecOps) instance includes logs from EDR, DNS, and Windows Sysmon. However, you have recently discovered that process
hashes are not reliably captured across all endpoints due to an inconsistent Sysmon configuration. You need to use Google SecOps
to develop a detection mechanism that identifies the associated activities. What should you do?

e A Create a single-event YARA-L detection rule based on the file hash, and run the rule against historical and incoming
telemetry to detect the DLL execution.

e B. Use Google SecOps search to identify recent uses of rundll32.exe, and tag affected assets for watchlisting,

e (. Write a nulti-event YARA-L detection rule that correlates the process relationship and hash, and run a retrohunt based on
this rule.

e D. Build a reference list that contains the hash and domain, and link the list to a high-frequency rule for near real-time alerting,

IEf: C

HH #36
An organization detects a successful login to a Google Cloud IAM user from an unfamiliar country, followed by the creation of
multiple new service account keys within mnutes. No malware alerts are triggered. What is the MOST appropriate immediate



action?

e A Rotate only the affected user's password

e B. Wait for evidence of data access

e C. Revoke active credentials, disable the compromised identity, and mnitiate an incident response
¢ D. Disable the service accounts and continue monitorin

IEf: C

A #37

You are responsible for selecting and prioritizing potential sources of data to integrate with Google Security Operations (SecOps).
Your company has recently started using several Google Cloud services to increase security in its Google Cloud organization. You
need to determine which logs should be ingested into Google SecOps to reduce the effort required to write detections. What should
you do?

A. Use Google Threat Intelligence to gain insight about threat group behavior and support threat hunting activities.

B. Deploy a Bindplane agent to ingest event logs from Compute Engine VMs that provide endpoint visibility.

C. Integrate Security Command Center (SCC) into Google SecOps to ingest logs originating from the Google Cloud services.
D. Ingest Google Cloud Armor logs by using Cloud Logging,
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