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accompanied with the promotion. What’s more, when you have shown your talent with Salesforce Certified Identity and Access
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and access management solutions. Salesforce Certified Identity and Access Management Architect certification is an excellent
investment for professionals who want to advance their careers in Salesforce architecture and security.

To become a Salesforce Certified Identity and Access Management Architect, candidates must pass a rigorous exam that covers a
wide range of topics related to identity and access management. This includes topics such as authentication, authorization, user
provisioning, single sign-on (SSO), and identity federation. Candidates are also tested on their knowledge of Salesforce products
such as Salesforce Identity, Salesforce Shield, and Salesforce Platform Encryption.
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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q100-Q105):
NEW QUESTION # 100 
Universal Containers (UC) has built a custom time tracking app for its employee. UC wants to leverage Salesforce Identity to
control access to the custom app.
At a minimum, which Salesforce license is required to support this requirement?

A. Identity Verification
B. Identity Only
C. Identity Connect
D. External Identity

Answer: B

Explanation:
To use Salesforce Identity to control access to the custom time tracking app, the identity architect should use the Identity Only
license. The Identity Only license is a license type that enables users to access external applications that are integrated with
Salesforce using single sign-on (SSO) or delegated authentication, but notaccess Salesforce objects or data. The other license types
are not relevant for this scenario. References:
Identity Only License, User Licenses

NEW QUESTION # 101 
An Architect has configured a SAML-based SSO integration between Salesforce and an external Identity provider and is ready to
test it. When the Architect attempts to log in to Salesforce using SSO, the Architect receives a SAML error. Which two optimal
actions should the Architect take to troubleshoot the issue?

A. Paste the SAML Assertion Validator in Salesforce.
B. Ensure the Callback URL is correctly set in the Connected Apps settings.
C. Use a browser that has an add-on/extension that can inspect SAML.
D. Use the browser's Development tools to view the Salesforce page's markup.

Answer: A,C

Explanation:
Explanation
these are the optimal actions to troubleshoot a SAML error. According to the Salesforce documentation1, you can use the following
methods to debug a SAML error:
Use a browser that has an add-on/extension that can inspect SAML. This will allow you to see the SAML request and response
messages and identify any issues with the SAML assertion or the SAML response2.
Paste the SAML Assertion Validator in Salesforce. This is a tool that helps you validate the last SAML operation on your
organization and shows you any errors or warnings with the SAML assertion or the SAML response1.
Option A is incorrect because the Callback URL is not related to SAML SSO. The Callback URL is used for OAuth SSO, which
is a different protocol3. Option D is incorrect because using the browser's Development tools to view the Salesforce page's markup
will not help you debug a SAML error. The page's markup does not contain any information about the SAML request or response4.
References: 1: SAML Login Errors - Salesforce 2: How to Troubleshoot a Single Sign-On Error | Salesforce Ben 3: Identity
Providers and Service Providers - Salesforce 4: Single Sign-On - Salesforce

NEW QUESTION # 102 
A Salesforce customer is implementing Sales Cloud and a custom pricing application for its call center agents.
An Enterprise single sign-on solution is used to authenticate and sign-in users to all applications. The customer has the following
requirements:
1. The development team has decided touse a Canvas app to expose the pricing application to agents.
2. Agents should be able to access the Canvas app without needing to log in to the pricing application.
Which two options should the identity architect consider to provide support for the Canvas app to initiate login for users?
Choose 2 answers

A. Enable SAML in the connected app and Security Assertion Markup Language (SAML) Initiation Method as Service



Provider Initiated.
B. Enable OAuth settings in the connected app with required OAuth scopes for the pricing application.
C. Select "Enable as a Canvas Personal App" in the connected app settings.
D. Configure the Canvas app as a connected app and set Admin-approved users as pre-authorized.

Answer: A,D

Explanation:
To allow agents to access the Canvas appwithout needing to log in to the pricing application, the identity architect should consider
two options:
* Configure the Canvas app as a connected app and set Admin-approved users as pre-authorized. A connected app is a framework
that enables an externalapplication to integrate with Salesforce using APIs and standard protocols. A Canvas app is a type of
connected app that allows an external application to be embedded within Salesforce. By setting Admin-approved users as pre-
authorized, the identity architect can control which users can access the Canvas app by assigning profiles or permission sets to the
connected app.
* Enable SAML in the connected app and Security Assertion Markup Language (SAML) Initiation Method as Service Provider
Initiated. SAML is aprotocol that allows users to authenticate and authorize with an external identity provider and access Salesforce
resources. By enabling SAML in the connected app, the identity architect can use Salesforce as a service provider (SP) and the
pricing application as an identity provider (IdP) for single sign-on (SSO). By setting SAML Initiation Method as Service Provider
Initiated, the identity architect can initiate the SSO process from Salesforce and send a SAML request to the pricing application.
References: Connected Apps, Canvas Apps, SAML Single Sign-On Settings

NEW QUESTION # 103 
Universal containers (UC) does my domain enable in the context of a SAML SSO configuration? Choose 2 answers

A. SSO from salesforce1 mobile app.
B. Login forensics
C. App launcher
D. Resource deep linking

Answer: A,D

NEW QUESTION # 104 
Universal Container's (UC) identity architect needs to recommend a license type for their new Experience Cloud site that will be
used by external partners (delivery providers) for reviewing and updating their accounts, downloading files provided by UC and
obtaining scheduled pickup dates from their calendar.
UC is using their Salesforce production org as the identity provider for these users and the expected number of individual users is 2.5
million with 13.5 million unique logins per month.
Which of the following license types should be used to meet the requirement?

A. Customer Community plus Login License
B. External Apps License
C. Partner Community Login License
D. Partner CommunityLicense

Answer: C

Explanation:
Partner Community Login License is the best option for UC's use case, as it allows external partners to access Experience Cloud
sites and Salesforce data with a pay-per-login model. The other license types are either too expensive or not suitable for partner
users. References: Experience Cloud User Licenses, Salesforce Experience Cloud Pricing

NEW QUESTION # 105
......
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