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il =8 #28
What are the recommended methods for forcing a BIG-IP system to standby mode? (Choose two answers)

¢ A Active BIG-IP: Configuration Utility > Device Management > Traffic Groups > Local Device (Self) > Force to Standby
¢ B. Active BIG-IP: Configuration Utility > Device Management > Devices > Local Device (Self) > Force to Standby

e C. Active BIG-IP: CLI > tnsh run /sys failover standby

¢ D. Active BIG-IP: CLI > tmsh run /sys failover device standby
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BIG-IP provides two supported and documented methods to manually force a device into standby state in a high-availability (HA)
configuration:

* CLI method (A):

* tmsh run /sys failover device standby

This is the correct and supported TMSH command to force the local device to transition from active to standby.

* Configuration Utility method (B):Navigating to Device Management > Devices > Local Device (Self) and selecting Force to
Standby perforns the same operation through the GUI and is fully supported.

Why the other options are incorrect:

* C 1s incorrect: Traftic Groups do not provide a "Force to Standby" option for the local device; traffic groups are used to manage
which device owns specific traffic, not to force device-level failover.

* D is incorrect: tmsh run /sys failover standby is not a valid TMSH command. The correct syntax requires device standby.

Thus, the correct answers are A and B.
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il RE #29
A BIG-IP Administrator finds the following log entry: thm tmm[7141]: 011e0002:4: sweeper_update: aggressive mode activated.
‘Which action should the BIG-IP Administrator take to mitigate this memory issue?

A. Increase the TCP profile Idle Timeout value

B. Decrease the TCP profile Idle Timeout value

C. Configure the server to use Connection Mirroring
D. Configure the redundant pair to be active-active
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Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: This log message
indicates that the systemis low on memory and has activated ' Aggressive Mode' to reclaim resources by closing old connections37.
In an HA environment, one way to ensure state stability during memory pressure is to manage how connection data is handled38.
While the document suggests D, procedural mitigation for ' Aggressive Mode' often involves reviewing resource provisioning or
optimizing connection idle timeouts to reduce memory footprint39.

R #30
A user needs to generate a QK View to upload to iHealth to determine any issues with upgrading TMOS.
Where can the user generate the QK View in the Configuration Utility?

A. System> Support

B. System> Software Management
C. System> Archives

D. System> Configuration

ER: A
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Generating a QK View is a standard procedure for identifying device health and upgrade readiness42. Within the Configuration
Utility, this Control Plane diagnostic tool is located under System > Support43. This utility collects configuration and state data into a
single file used by the iHealth 'Upgrade Advisor' to report on known bugs or compatibility issues prior to a version change.

R RE #31
An LTM device has a virtual server mapped to www.f5.com. Users report that when they connect to /resources
/201.1.2h.1 l.comthey are unable to receive content. What is the likely cause of the issue?

A. The virtual address does not have route advertising enabled.

B. The pool associated with the virtual server does not have priority group activation enabled.
C. The virtual address does not have ARP enabled.

D. The pool associated with the virtual server is falling its health check.
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The Control Plane is responsible for ARP (Address Resolution Protocol) management for Virtual Addresses.

For a Virtual Server to be reachable, the BIG-IP must respond to ARP requests for that IP. Ifthe "ARP" setting is disabled on the
Virtual Address properties, upstream routers cannot resolve the MAC address of the BIG-IP, leading to connectivity failure even if
the service itselfis "Available."

PR #32
A local user account (Users) on the BIG-IP device is assigned the User Manager role. User] attempts to modify the properties of

another account (User2), but the action fails. The BIG-IP Administrator can successfully modify the User2 account. Assuming the
principle of least privilege, what is the correct way to allow User] to modify User2 properties?



A. Move Userl] to the same partition as User2
B. Modify the partition access for User]

C. Move User2 to the same partition as Userl
D. Grant User administrator privileges

EX: B
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In F5 TMOS, administrative roles and user permissions are partition-specific. The User Manager role allows an account to manage
other user accounts, but this authority is restricted to the administrative partitions to which the User Manager has been granted
access.

* Partition Awareness: If Userl (the User Manager) attempts to modify User2 and fails, while the full Administrator succeeds, it
indicates that User2 resides in a partition where User1 does not have management rights.

* Principle of Least Privilege: This principle dictates that a user should be given only the minimum level of access necessary to
perform their job finctions.

* Procedural Solution: Granting "Administrator" privileges (Option B) would violate least privilege by giving User! full control over
all system settings and all partitions. Moving users between partitions (Options A and C) might disrupt the organizational security
structure. The correct and most secure administrative action is to modify the partition access for User] to include the partition where
User?2 is located. This enables User] to manage User2's properties while maintaining their restricted role as a User Manager.
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