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R #37

After deploying the CrowdStrike Kubernetes Sensor in a Kubernetes cluster, some containers are not being monitored, even though
the deployment logs indicate a successful installation.

What is the most likely cause of this issue?

e A. The Kubernetes cluster uses a container runtime not supported by CrowdStrike.

e B. The cluster's kubelet is misconfigured, preventing the sensor from attaching to containers.
e (. The sensor DaecmonSet is not running on all cluster nodes.

e D. The Kubernetes cluster is running on an unsupported cloud provider.

IEf: C
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Option A: While a mismatched container runtime can cause monitoring issues, CrowdStrike supports a wide range of container
runtimes. If an unsupported runtime were the issue, it would be flagged during deployment, not afterward.

Option B: While kubelet misconfiguration could cause container management issues, this would typically prevent container creation
or result in broader cluster-wide errors, not selective monitoring failures.
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Option C: CrowdStrike supports most major cloud providers. Unsupported cloud providers would likely cause deployment issues,
not selective monitoring problemns.

Option D: This is the correct answer because the DaemonSet ensures that the CrowdStrike sensor runs on all nodes in the cluster. If
the DaemonSet is not deployed properly across all nodes, workloads on the unaffected nodes will not be monitored, even though
the overall installation appears successful.

H #38
‘When defining Falcon Cloud Security Rules, which of the following is a key factor for ensuring that rules are effective and mnimally
disruptive?

e A. Use generic, broad rule conditions to apply policies universally across all workloads.
¢ B. Assign rules based on specific regions where cloud workloads are hosted.

¢ (. Conduct regular testing of rules in an audit-only mode before enforcing them.

¢ D. Configure rules to override all existing cloud provider security configurations.

Ef#: C
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Option A: Testing rules in an audit-only mode allows admnistrators to evaluate their impact on workloads and cloud resources
without disrupting operations. This approach ensures that the rules are correctly scoped and that they do not generate false positives
or block legitimate activities before they are enforced.

Option B: Falcon Cloud Security Rules are designed to conmplement, not override, cloud provider security configurations. Overriding
could lead to conflicts or weakened security postures.

Option C: While considering regions might be relevant in some scenarios, effective rules focus on workloads and actions rather than
Jjust geographic regions.

Option D: Broad rules can lead to unintended consequences, such as blocking legitimate activities or overwhelming administrators
with alerts. Granular and specific rules are critical for effective policy enforcement.

B #39
What is the primary purpose of registering cloud accounts in Falcon Cloud Security?

A. To allow CrowdStrike to automatically assign compliance scores to all resources in the account.

B. To ensure that CrowdStrike can enforce runtime policies on all workloads within the registered account.

C. To register an account so that CrowdStrike can block unauthorized users from accessing the cloud environment.
D. To enable CrowdStrike to monitor and secure cloud accounts by integrating with their APIs.

IEf#: D
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Option A: CrowdStrike does not enforce runtime policies directly through account registration.

Enforcement mechanisis require additional configurations like workload protection and agent deployment.

Option B: The primary purpose of registering a cloud account in Falcon Cloud Security is to enable integration via APIs. This
ntegration allows Falcon Cloud Security to monitor, assess, and secure cloud resources across the account effectively.

Option C: While compliance monitoring is a feature enabled by account registration, the assignment of compliance scores is not
automatic or the sole reason for registration. Additional configuration and assessments are needed.

Option D: CrowdStrike does not block unauthorized access directly via cloud account registration.

Access control relies on identity and access management (IAM) configurations and is outside the primary scope of CrowdStrike's
registration process.

HH #40
Which of the following is a correct example of using automated remediation in the CrowdStrike Falcon platform to address a cloud-

related security incident?

A. Disabling unused user accounts in the cloud environment weekly

B. Quarantining a compromised virtual machine automatically upon detection of malware
C. Sending conpliance violation logs to a third-party monitoring system

D. Notifying an admmnistrator to review suspicious activity manually



EM: B
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Option A: This action is an example of a maintenance task, not automated remediation.

Automated remediation focuses on dynamic responses to detected threats or incidents rather than routine admnistrative tasks.
Option B: This action is part of logging and monitoring, not remediation. Automated remediation involves direct actions to mitigate or
eliminate threats rather than just reporting or logging violations.

Option C: Automated remediation in the CrowdStrike Falcon platform includes the ability to isolate or quarantine compromised
resources, such as virtual machines, to prevent flrther spread of malware or threats. This action happens automatically based on
predefined policies and is a hallmark of automated remediation. It ensures immediate containment without waiting for manual
mtervention.

Option D: While notification is an essential part of incident response, it is not an example of automated remediation. Automated
remediation involves taking direct action, such as isolating or removing a threat, rather than relying on manual review or follow-up.

HE#4

A cloud security team is struggling to automate responses to security incidents detected in their multi-cloud environment. They want
to implement automated workflows that notify the security team when a high-severity detection occurs in a Kubernetes cluster and
automatically quarantine the affected workload.

‘Which CrowdStrike Falcon Fusion SOAR capability is best suited for this use case?

e A Falcon OverWatch Threat Hunting

¢ B. Falcon Forensics Collection

¢ C. Falcon Identity Protection

¢ D. Automated Playbooks with Conditional Logic

Ef#: D
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Option A: This feature is useful for investigating incidents after they occur but does not automate detection response in real time. It is
reactive rather than proactive.

Option B: Identity Protection helps detect identity-based threats such as credential misuse but does not handle cloud workload
detections or automated remediation.

Option C: While OverWatch is an advanced threat-hunting service, it does not provide automated response workflows. It focuses
on identifying sophisticated attacks but does not remediate incidents automatically.

Option D: Falcon Fusion SOAR (Security Orchestration, Automation, and Response) workflows allow teams to create automated
playbooks that respond to security events based on predefined logic. In this scenario, the workflow can notify the security team,
assess the severity of the detection, and quarantine the compromised Kubernetes workload automatically, making it the best choice.
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