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¢ Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and cettificate

FRE 1 management. It also includes maintaining connectivity and security for remote users through remote access

solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure

secure and reliable remote connections.

¢ Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
mfrastructure managers in maintaining and configuring Cloud- Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
FEE as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging, It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
management.

o NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the finctions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it

F&E3 includes the functionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-

based firewall, and monitoring, plus Prisma Access features such as remote user and network

configuration, application access, policy enforcement, and logging. It also evaluates options for managing

Strata and SASE solutions through Panorama and Strata Cloud Manager.
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o Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL. Forward

T4 Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also

includes applying network hardening techniques like Content-ID, Zero Trust principles, User-1D (including

Cloud Identity Engine), Device-ID, and network zoning to enhance security on Strata and SASE

platforms.
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8 #17
How many places will a firewall administrator need to create and configure a custom data loss prevention (DLP) profile across
Prisma Access and the NGFW?

A. Four
B. One
C. Two
D. Three

EX: B

e

Palo Alto Networks'Enterprise DLPuses a centralized DLP profile that can be applied consistently across both Prisma Access and
NGFWs using Strata Cloud Manager (SCM). This eliminates the need for duplicating efforts across multiple locations.

"Enterprise DLP profiles are created and managed centrally through the Cloud Management Interface and can be used seamlessly
across NGFW and Prisma Access deployments.” (Source: Enterprise DLP Overview)

FIRE #18
Which subscription sends non-file format-based traffic that matches Data Filtering Profile criteria to a cloud service to render a
verdict?

A. Advanced WildFire

B. Advanced URL Filtering
C. SaaS Security Inline

D. Enterprise DLP

ZE: D

f R A -

Enterprise DLPuses cloud analysis to inspect and classify sensitive data innon-file-based formats(e.g., in- line data streams, SaaS
commumnications).

"Enterprise DLP inspects data in non-file-based traffic flows, forwarding suspicious data patterns to the cloud for classification and
verdicts." (Source: Enterprise DLP Overview) The other services focus on file-based scanning (WildFire), URL access control
(Advanced URL Filtering), or inline SaaS application controls (SaaS Security Inline).
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PRI #19
When a firewall acts as an application-level gateway (ALG), what does it require in order to establish a connection?

A. Session Initiation Protocol (SIP)
B. Payload

C. Pinholes

D. Dynamic IP and Port (DIPP)

Z%: B

SRR

An ALG is designed toinspect and modify the payloadof application-layer protocols (like SIP, FTP, etc.) to manage dynamic port
allocations and session information.

"Application Layer Gateways (ALGs) inspect the payload of certain protocols to dynamically manage sessions that use dynamic port
assignments. By modifying payloads, the ALG ensures that NAT and security policies are correctly applied." (Source: ALG
Support)

R #20
Which NGFW function can be used to enhance visibility, protect, block, and log the use of Post- quantum Cryptography (PQC)?

A. Decryption profile

B. Security policy

C. Decryption policy

D. DNS Security profile

ER: C

fE R A -

Adecryption policyallows the firewall to inspect encrypted traffic and apply security controls toPost- quantum Cryptography
(PQC)usage, as PQC algorithirs are typically implemented within encrypted sessions.

"Decryption policies enable the firewall to see and control encrypted traffic. This visibility and control extend to new cryptographic
algorithims, including PQC, to ensure that security measures are applied consistently." (Source: Palo Alto Networks Decryption
Overview) By decrypting sessions, you ensure that even PQC traffic can be inspected, logged, and subject to security profiles for
visibility and policy enforcement.

8 #21
‘Which component of NGFW is supported in active/passive design but not in active/active design?

A. Using a DHCP client

B. Route-based redundancy

C. Configuring ARP load-sharing on Layer 3
D. Single floating IP address

ER: D

Bt REES B -

Single floating IP address(also known as a floating IP or shared IP) is supported only in anactive/passiveHA pair. In active/active
HA, both firewalls are forwarding traffic simultaneously and thus do not share a single floating IP.

"In active/passive HA, a single floating IP address is used for seamless failover. Active/active HA requires separate [P addresses
and does not support a single floating IP." (Source: Active/Passive vs. Active/Active HA) Thissinplifies failoverin active/passive
deployments by using a single shared IP that moves to the active peer upon failover.
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