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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q45-Q50):

NEW QUESTION # 45

An organization recovered from a recent ransomware outbreak that resulted in significant business damage. Leadership requested a
report that identifies the problems that triggered the incident and the security team's approach to address these problens to prevent a
reoccurrence. Which components of the incident should an engineer analyze first for this report?
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A. impact and flow
B. motive and factors
C. risk and RPN

D. cause and effect

Answer: B

Explanation:
Explanation/Reference:

NEW QUESTION # 46

Refer to the exhibit.

indicator.Observable id= “example; Observable-Pattern-5f1dedd3-ece3-4007-94cd-7d52784c1474">
=cybox Object id= "example:Object-3a7aa9db-d082-447c-a422-293b78e24238">
<cybox:Properties xsi:type= "“EmailMessageObj.EmailMessageObjectType™

<EmailMessageObj Header>

<EmailMessageObj From category= "e-mail">

<AddressObj.Address_Value condition= "Contains”> @state.gov</AddressObj Address Value>
</EmailMessageObj.From=

</EmailMessageObjHeader>

</cybox:Properties>

<cybox:Related_Objects>

<cybox Related_Object>

=cybox:Properties xsi:type= “FileObj FileObjectType”>

<FileObj File_Extension=pdf</FileObjFile_Extension>

<FileObj Size_In_Bytes=87022</FileObj Size_In_Bytes>

<FileObj Hashes>

<cyboxCommon:Hash>

<cyboxCommon Type xsi type= "cyboxVacabs HashNameVocab- 1 0">MD5</cyboxCommon Type>
<cyboxCommn:Simple_Hash_ Walue=ciZb3ad32a8adcib05e9dic45875bd7 0</cyboxCommon:Simple_Ha
sh_Value>

</cyboxCommon:Hash>

</FileQbjHashes>

<fcybox: Properties>

<cybox Relationship xsitype= “cyboxVocabs:ObjectRelatiobshipVocab-
1.0">Contains</cybox:Relationship>

</cybox:Related Object>|

</cybox Related_Objects>

</cybox:Object>

<findicator.Cbservable>

‘Which two actions should be taken as a result of this information? (Choose two.)

A. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd 70"
B. Block all emails with subject containing "cf2b3ad32a8a4ctb05e9dfc45875bd70".

C. Block all emails with pdf attachments.

D. Block emails sent from Admin(@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8adctb05e9dfc45875bd70".

¢ E. Block all emails sent from an (@state.gov address.

Answer: A,D

Explanation:

The XML (STIX/CybOX format) details anemail-based threatindicator. Specifically:

* Theemail addresscontains "@state.gov" (not exact match, so blocking all @state.gov would be overbroad).
* Theattachment is a PDFfile with a specifiedMDS5 hash: cf2b3ad32a8a4cth05e9dfc45875bd70.

* Theattachment sizeis 87022 bytes.

From a threat mitigation perspective:

* Ais correct: Updating AV to block or flag files matching the malicious hash is a standard response.

* Dis correct: The email address context and hash together provide a precise rule for blocking-this prevents false positives.
Incorrect options:

* Boverreaches by blocking an entire domain without confirming threat context.

* Cwould stop all PDFs, which is impractical

* Eis incorrect; there is no indication that the hash appears in the subject line.



NEW QUESTION # 47

No Iane Source Destination ‘PrMOcoilLeﬂg'Lh IHD
2708. 351613320 167203102117 1921681150 TCP 174 15120 -> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment

2708... 351614781 5227161215 1921681159 TCP 174 15409 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2708... 351.615356 2099225229 192.168.1.158 TCP 174 15701 -> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment

2708... 351615473 14922146147 1921681159 TCP 174 15969 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2708... 351616366 19218344102 1921681159 TCP 174 16247 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2708... 351617248 152.178.159.141 192.168.1.150 TCP 174 16532 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment

2709... 351618094 20398.141.133 1921681159 TCP 174 16533 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709... 351618857 1154848185 192.168.1.159 TCP 174 16718 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709.. 351.619789 1472025174 1921681.159 TCP 174 17009 -> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709... 351620622 29.158.7.85 192.168.1.159 TCP 174 17304 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709... 351621398 13311925131 192168.1.159 TCP 174 17599 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709... 35 -622%35 99 115 168.1.159 TCP 174 17874 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
27000 351.52:!'151 1. @ﬁsﬁg iis&ﬁ.isg TCP 174 18160 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709... 351, 624003 124.97.107 209 '__192 168.1.159 TCP 174 18448 —> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709... 35( ezn@ fiu,u?:m 13 | 193333 1159 TCP 174 18740 -> 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment

Refer to the exhibit. What should an engineer determine from this Wireshark capture of suspicious network traffic?

e A There are signs of a DNS attack, and the engineer should hide the BIND version and restrict zone transfers as a
countermeasure.

¢ B. There are signs of a malformed packet attack, and the engineer should limit the packet size and set a threshold of bytes as
a countermeasure.

e C. There are signs of ARP spoofing, and the engineer should use Static ARP entries and IP address-to- MAC address
mappings as a countermeasure.

e D. There are signs of SYN flood attack, and the engineer should increase the backlog and recycle the oldest half-open TCP
connections.

Answer: D

NEW QUESTION # 48
Which two tools conduct network traffic analysis in the absence of'a graphical user interface? (Choose two.)

A. TCPshark

B. TCPdump

C. Wireshark

D. Network Extractor

E. NetworkDebuggerPro

Answer: A,B

Explanation:

* TCPdumpis a CLI-based packet capture tool that is widely used for real-time traffic inspection and analysis on Unix/Linux
systeis.

* TCPsharkis a variant CLI tool used similarly for packet analysis.

AlthoughWiresharkis a powerful network protocol analyzer, it requires a GUI. Therefore, it is not suitable for environments without a
graphical interface.

NEW QUESTION # 49
An insider scattered multiple USB flash drives with zero-day malware in a company HQ building. Many employees connected the



USB flash drives to their workstations. An attacker was able to get access to endpoints from outside, steal user credentials, and
exfiltrate confidential mformation from internal web resources. Which two steps prevent these types of security incidents in the
future? (Choose two.)

A. Deploy antivirus software on employee workstations to detect malicious software.
B. Encrypt traffic from employee workstations to internal web services.

C. Automate security alerts on connected USB flash drives to workstations.

D. Provide security awareness training and block usage of external drives.

E. Deploy MFA authentication to prevent unauthorized access to critical assets.

Answer: D,E

Explanation:

The scenario describes an attack vector where insiders or malicious actors useremovable media (USB drives) to introduce malware,
which then connects to external sources to exfiltrate data and compromise systers.

* Option B addresses the human factor and technological prevention. The guide stresses the need for training to ensure users are
aware of social engineering and removable media risks. Blocking the use of USB drives at a system level further minimizes attack
vectors.

* Option E, usingMulti-Factor Authentication (MFA), provides an additional layer of defense. Even if credentials are stolen, MFA
can prevent the attacker from accessing sensitive internal resources without the second authentication factor.

These controls align with defense-in-depth strategies recommended in the Cisco CyberOps Associate curriculum to combat insider
threats and external unauthorized access.

NEW QUESTION # 50

The Cisco 300-215 certification differentiates you from other professionals in the market. Success in the Cisco 300-215 exam
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gives you an edge which is particularly essential in today’s challenging market of information technology. If you are planning to get
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