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HR #87

A company wants to secure its computer systems and prevent any unauthorized access to its network. The company wants to
implement a security solution that can restrict network traffic to only approved services and applications.

Which security technology will meet the needs of this company?

A. Host-based firewall

B. Two-factor authentication

C. Antivirus tools

D. Hardware security module (HSM)

EfE: A
A -

The correct answer is C - Host-based firewall

According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, a host-based firewall enforces traffic
control policies at the endpoint level. It can allow or deny traffic based on application, port, IP address, and protocol rules,
restricting access to only approved services and applications on a system

Antivirus tools (A) detect malware but do not control network traffic. Two-factor authentication (B) secures user access but does
not manage network traffic. HSMs (D) handle encryption keys, not network access control.

Reference Extract fiom Study Guide:

"Host-based firewalls restrict traffic at the system level, permitting only authorized services and applications, enhancing endpoint
security."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Endpoint Protection and Firewalls

B #88
An organization's engineering team is developing a mobile application that uses near-field communication (NFC) capabilities but
wants to ensure that information commumicated using this protocol remains confidential

A. Encryption to prevent man-in-the-middle and eavesdropping attacks

B. Kerberos centralized server for token and certificate management

C. Portable device management (PDM) to allow only authorized protocols
D. Bluetooth device honing restrictions for increased-risk transactions

EfE: A

R -

The correct answer is D - Encryption to prevent man-in-the-middle and eavesdropping attacks.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that while NFC is inherently short-range, it is still
vulnerable to eavesdropping and man-in-the-middle attacks. Applying encryption ensures that even if communication is intercepted,
the data remains protected and confidential.

Kerberos (A) is primarily for authentication within internal networks. Bluetooth restrictions (B) are unrelated to NFC. PDM (C)
restricts device usage but does not directly protect NFC communication.

Reference Extract from Study Guide:

"Encrypting near-field commumication ensures confidentiality and protects against mterception and manipulation through man-in-the-
middle and eavesdropping attacks."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Wireless and Mobile Security Concepts
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HH #89
A company is planning to implement a new cloud-based system to store sensitive customer information.

‘What should be identified in the first step of the risk management process for this project?

¢ A Potential business impacts of a security breach

¢ B. Possible threats to the new system

¢ C. Potential vulnerabilities of the new system

¢ D. Business assets that will be stored in the new system

EfE: D
RN -

The correct answer is D - Business assets that will be stored in the new system.

As described n WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the first step in risk management is identifying
and classifying assets that need protection. Without understanding the business assets, you cannot properly assess threats,
vulnerabilities, or impacts.

Threats (A), impacts (B), and vulnerabilities (C) are assessed after assets are identified.

Reference Extract from Study Guide:

"Identifying and classifying business assets is the first step in the risk management process, as assets drive the prioritization of threats
and mitigations."

- WGU Cybersecurity Architecture and Engmeering (KFO1 / D488), Risk Identification and Asset Classification

HM #90
Why should an information technology (IT) professional be aware of professional associations?

¢ A Professional associations provide up-to-date training,

¢ B. Professional associations will ensure higher quality work.

¢ C. Professional associations upgrade the company's network.
¢ D. Professional associations give feedback to management.

Ef#: A
R 2

Professional associations are vital for IT professionals because they:

* Provide up-to-date training; Offering courses, certifications, and workshops to keep members current with the latest technologies,
practices, and industry standards.

* Networking opportunities: Facilitating connections with other professionals in the field, which can lead to job opportunities and
collaborations.

* Professional development: Offering resources and support for career growth and development.

* Industry standards and best practices: Providing guidelines and frameworks to ensure high-quality work and ethical practices.
Staying engaged with professional associations helps IT professionals remain knowledgeable and competent in their field.
References

* CompTIA, "Advancing the Global IT Industry."

* ISACA, "Building a Better Digital World."

HH #91
Which data type should be used to calculate 90% of the retail price of an item?

A. Floating-point
B. Auto-number

C. String
D. Boolean

EfE: A

A -
A floating-point data type is used for numerical calculations that require a decimal point, such as percentages.
In this case, to calculate 90% of the retail price of an item, a floating-point data type is necessary because it can represent both the



whole number and the fractional part of the number, allowing for precise calculations.
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