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=x 1 o OSI reference model concepts, Comparison of networking appliances, applications, and finctions

=x 2 e Selection and configuration of wireless devices.

=x 3 ¢ Networking Concepts: For network administrators and IT support professionals, this domain covers

e Network Security: This section of the exam for cybersecurity specialists and network security

administrators covers the importance of basic network security concepts, Various types of attacks and
their impact on the network, application of network security features, defense techniques, and solutions. |

=X 4 Network Troubleshooting; For help desk technicians and network support specialists, this section covers
troubleshooting methodology, troubleshooting common cabling and physical interface issues,
troubleshooting common issues with network services, and use of appropriate tools or protocols to solve
networking issues.
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AE #342

A virtual machine has the following configuration:

- IPv4 address: 169.254.10.10

- Subnet mask: 255.255.0.0

The virtual machine can reach colocated systems but cannot reach external addresses on the Internet. Which of the following Is most
likely the root cause?

A. The IP address is an RFC1918 private address.
B. The subnet mask is incorrect.

C. The DHCP server is offline.

D. The DNS server is unreachable.

HE: C

Y.

Understanding the 169.254.x.x Address:

An IPv4 address in the range of 169.254.x.x is an Automatic Private [P Addressing (APIPA) address, assigned when a DHCP
server is unavailable.

DHCP Server Offtine:

APIPA Assignment: When a device cannot obtain an [P address froma DHCP server, it assigns itself an APIPA address to enable
local network comnumication. This allows commumication with other devices on the same local subnet but not with external
networks.

Resolution: Ensure the DHCP server is operational. Check for connectivity issues between the virtual machine and the DHCP
server, and verify the DHCP server settings.

AR #343
Which of the following allows a user to connect to an isolated device on a stand-alone network?

A. Clientless VPN

B. API gateway

C. Jump box

D. Secure Shell (SSH)

3

m

: C

HE:

A jump box is a hardened system that provides secure access to isolated or sensitive devices on a separate network.
Breakdown of Options:

A . Junp box - [] Correct answer. Acts as a middle point for secure remote access.

B. API gateway - Used for managing API calls, not remote access to isolated devices.

C . Secure Shell (SSH) - Requires direct connectivity, which may not be available for an isolated device.

D. Clientless VPN - Allows web-based VPN access, but does not guarantee access to isolated devices.
Reference:

CompTIA Network+ (N10-009) Official Study Guide - Domain 3.4: Implement secure remote access methods.

AE #34
What is the most likely cause when a mobile device frequently experiences dropped calls, data interruptions, and fast battery drain
with a weak signal?

A. Signal strength
B. Channel frequency
C. Power budget
D. WPS configuration

HE:. A



‘When signal strength is poor, mobile devices constantly boost their transmission power in an attempt to maintain a stable connection.
This results in dropped calls/data and rapid battery drain. Since a repeater was installed, misalignment or misconfiguration could be
degrading the signal strength.

* A. WPS applies to Wi-Fi, not cellular repeaters.

* C. Channel frequency might matter for interference, but signal strength is the most direct cause of the described symptors.

* D. Power budget applies to PoE and wired devices, not mobile phones.

References (CompTIA Network+ N10-009):

* Domain: Network Troubleshooting - Wireless/cellular troubleshooting, signal strength impact, user symptoms (battery drain, poor

connectivity).

EE #345
As part of an attack, a threat actor purposefully overflows the content-addressable memory (CAM) table on a switch. Which of the
following types of attacks is this scenario an example of?

A. Evil twin

B. DNS poisoning
C. MAC flooding
D. ARP spoofing

3

m

: C

MY

Definition of MAC Flooding:

MAC flooding is an attack where a malicious actor sends numerous fake MAC addresses to a switch, overwhelming its CAM table.
The CAM table stores MAC addresses and their associated ports for efficient traffic forwarding.

Impact of MAC Flooding;

CAM Table Overflow: When the CAM table is full, the switch cannot learn new MAC addresses and is forced to broadcast traffic
to all ports, leading to a degraded network performance and potential data interception.

Switch Behavior: The switch operates in a fail-open mode, treating the network as a hub, which can be exploited for eavesdropping
on traffic.

ZE #346
Which of'the following is a major difference between an IPS and IDS?

A. AnTPS is less susceptible to false positives than an IDS.

B. An IPS is signature-based and an IDS is not.

C. AnIPS requires less admistrative overhead than an IDS.

D. An IPS needs to be installed in line with traffic and an IDS does not.

He. D

ME:

The key difference is that an Intrusion Prevention System (IPS) is installed in line with network traffic, allowing it to actively block
threats. In contrast, an Intrusion Detection System (IDS) only monitors and alerts without actively blocking traffic.

Breakdown of Options:

A: An IPS needs to be installed in line with traffic and an IDS does not. # Correct answer. IPS actively prevents threats, while IDS
only detects them

B: An IPS is signature-based and an IDS is not. - False, both can use signature-based detection.

C: AnIPS is less susceptible to false positives than an IDS. - False, both can produce false positives, depending on configurations.
D: An IPS requires less administrative overhead than an IDS. - False, IPS requires more admnistrative effort due to real-time
blocking decisions.

Reference:

CompTIA Network+ (N10-009) Official Study Guide - Domain 3.4: Explain network security devices.

AE #347
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