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NEW QUESTION # 347 
A company is designing a new web application that the company will deploy into a single AWS Region. The application requires a
two-tier architecture that will include Amazon EC2 instances and an Amazon RDS DB instance. A solutions architect needs to
design the application so that all components are highly available.

A. Deploy the EC2 instances across at least Two Availability Zones within the same Region. Create a DB instance with the
Multi-AZ option activated
B. Deploy all EC2 instances in the same Region and the same Availability Zone. Create a DB instance with the Multi-AZ
option activated.
C. Deploy the fcC2 instances across at least two Availability Zones within the some Region. Create a DB instance in a single
Availability Zone
D. Deploy EC2 instances In an additional Region Create a DB instance with the Multi-AZ option activated

Answer: A

NEW QUESTION # 348 
A company stores data for multiple business units in a single Amazon S3 bucket that is in the company's payer AWS account. To
maintain data isolation, the business units store data in separate prefixes in the S3 bucket by using an S3 bucket policy.
The company plans to add a large number of dynamic prefixes. The company does not want to rely on a single S3 bucket policy to
manage data access at scale. The company wants to develop a secure access management solution in addition to the bucket policy
to enforce prefix-level data isolation.

A. Configure the S3 bucket policy to deny s3:GetObject permissions for all users. Configure the bucket policy to allow s3:*
access to individual business units.
B. Configure resource-based permissions on the S3 bucket by creating an S3 access point for each business unit.
C. Enable default encryption on the S3 bucket by using server-side encryption with Amazon S3 managed keys (SSE-S3).
D. Use pre-signed URLs to provide access to the S3 bucket.

Answer: B

Explanation:
Why Option C is Correct:
S3 Access Points: Provide scalable management of access to large datasets with specific permissions for individual prefixes.
Dynamic Prefixes: Access points simplify managing access to a growing number of prefixes without relying solely on a single bucket
policy.
Fine-Grained Control: Resource-based permissions on access points enforce prefix-level isolation effectively.
Why Other Options Are Not Ideal:
Option A: Using deny/allow bucket policies introduces complexity and is less scalable for dynamic prefixes.
Option B: Encryption ensures data security but does not address access management.
Option D: Pre-signed URLs are temporary and not suitable for managing access at scale.
AWS References:
Amazon S3 Access Points:AWS Documentation - S3 Access Points

NEW QUESTION # 349 
A company has a single AWS master billing account, which is the root of the AWS Organizations hierarchy.
The company has multiple AWS accounts within this hierarchy, all organized into organization units (OUs).
More OUs and AWS accounts will continue to be created as other parts of the business migrate applications to AWS. These
business units may need to use different AWS services. The Security team is implementing the following requirements for all current
and future AWS accounts:
* Control policies must be applied across all accounts to prohibit AWS servers.
* Exceptions to the control policies are allowed based on valid use cases.
Which solution will meet these requirements with minimal optional overhead?

A. Use an SCP in Organizations to implement a deny list of AWS service. Apply this SCP at the root level and each OU.
Remove the default AWS managed SCP from the root level and all OU levels. For any specific exceptions, modify the SCP
attached to that OU, and add the required AWS services to the allow list.
B. Use an SCP in Organizations to implement a deny list of AWS servers. Apply this SCP at the level. For any specific
exceptions for an OU, create a new SCP for that OU and add the required AWS services to the allow list.
C. Use an SCP in Organizations to implement an allow list of AWS services. Apply this SCP at the root level. Remove the



default AWS managed SCP from the root level and all OU levels. For any specific exceptions for an OU, modify the SCP
attached to that OU, and add the required AWS services to the allow list.
D. Use an SCP in Organizations to implement a deny list of AWS service. Apply this SCP at each OU level. Leave the
default AWS managed SCP at the root level. For any specific executions for an OU, create a new SCP for that OU.

Answer: A

NEW QUESTION # 350 
Your company currently has a 2-tier web application running in an on-premises data center. You have experienced several
infrastructure failures in the past two months resu lting in significant financial losses.
Your CIO is strongly agreeing to move the application to AWS. While working on achieving buy-in from the other company
executives, he asks you to develop a disaster recovery plan to help improve Business continuity in the short term. He specifies a
target Recovery Time Objective (RTO) of 4 hours and a Recovery Point Objective (RPO) of 1 hour or less. He also asks you to
implement the solution within 2 weeks. Your database is 200GB in size and you have a 20Mbps Internet connection.
How would you do this while minimizing costs?

A. Deploy your application on EC2 instances within an Auto Scaling group across multiple availability zones. Asynchronously
replicate transactions from your on-premises database to a database instance in AWS across a secure VPN connection.
B. Create an EBS backed private AMI which includes a fresh install of your application. Develop a CloudFormation template
which includes your AMI and the required EC2, AutoScaling, and ELB resources to support deploying the application across
Multiple- Availability-Zones. Asynchronously replicate transactions from your on-premises database to a database instance in
AWS across a secure VPN connection.
C. Install your application on a compute-optimized EC2 instance capable of supporting the application 's average load.
Synchronously replicate transactions from your on-premises database to a database instance in AWS across a secure Direct
Connect connection.
D. Create an EBS backed private AMI which includes a fresh install of your application. Setup a script in your data center to
backup the local database every 1 hour and to encrypt and copy the resulting file to an
5 3 bucket using multi-part upload.

Answer: B

Explanation:
Overview of Creating Amazon EBS-Backed AMIs
First, launch an instance from an AMI that's similar to the AMI that you'd like to create. You can connect to your instance and
customize it. When the instance is configured correctly, ensure data integrity by stopping the instance before you create an AMI,
then create the image. When you create an Amazon EBS-backed AMI, we automatically register it for you.
Amazon EC2 powers down the instance before creating the AMI to ensure that everything on the instance is stopped and in a
consistent state during the creation process. If you're confident that your instance is in a consistent state appropriate for AMI
creation, you can tell Amazon EC2 not to power down and reboot the instance. Some file systems, such as XFS, can freeze and
unfreeze activity, making it safe to create the image without rebooting the instance.
During the AMI-creation process, Amazon EC2 creates snapshots of your instance's root volume and any other EBS volumes
attached to your instance. If any volumes attached to the instance are encrypted, the new AMI only launches successfully on
instances that support Amazon EBS encryption. For more information, see Amazon EBS Encryption.
Depending on the size of the volumes, it can take several minutes for the AMI-creation process to complete (sometimes up to 24
hours).You may find it more efficient to create snapshots of your volumes prior to creating your AMI. This way, only small,
incremental snapshots need to be created when the AMI is created, and the process completes more quickly (the total time for
snapshot creation remains the same). For more information, see Creating an Amazon EBS Snapshot.
After the process completes, you have a new AMI and snapshot created from the root volume of the instance. When you launch an
instance using the new AMI, we create a new EBS volume for its root volume using the snapshot. Both the AMI and the snapshot
incur charges to your account until you delete them. For more information, see Deregistering Your AMI.
If you add instance-store volumes or EBS volumes to your instance in addition to the root device volume, the block device mapping
for the new AMI contains information for these volumes, and the block device mappings for instances that you launch from the new
AMI automatically contain information for these volumes. The instance-store volumes specified in the block device mapping for the
new instance are new and don't contain any data from the instance store volumes of the instance you used to create the AMI.
The data on EBS volumes persists. For more information, see Block Device Mapping.

NEW QUESTION # 351 
A company has two AWS accounts: Production and Development. There are code changes ready in the Development account to



push to the Production account. In the alpha phase, only two senior developers on the development team need access to the
Production account. In the beta phase, more developers might need access to perform testing as well.
What should a solutions architect recommend?

A. Create two policy documents using the AWS Management Console in each account. Assign the policy to developers who
need access.
B. Create an IAM role in the Development account. Give one IAM role access to the Production account. Allow developers
to assume the role.
C. Create an IAM group in the Production account and add it as a principal in the trust policy that specifies the Production
account. Add developers to the group.
D. Create an IAM role in the Production account with the trust policy that specifies the Development account.
Allow developers to assume the role.

Answer: C

NEW QUESTION # 352
......
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