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HE #109
What is the name for the unique host identifier in Falcon assigned to each sensor during sensor installation?

A. Agent ID (AID)

B. Computer ID (CID)
C. Endpont ID (EID)
D. Security ID (SID)
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HE: A

Y.

The name for the unique host identifier in Falcon assigned to each sensor during sensor installation is Agent ID (AID). The AID is a
32-character hexadecimal string that uniquely identifies each sensor and host in the Falcon platform. The other options are either
correct or not related to the sensor identifier.

HAE#110

You are deploying the Falcon sensor to a total of 500 hosts. Hosts in an Organizational Unit (OU) will need a specific exclusion that
was previously identified. This OU is expected to add members over the next quarter.

What is the best way to create a host group for this OU?

A. Create a static group with from list of host names in the OU

B. Create a static group with from list of all 500 host names.

C. Create a dynamic group with an assignment rule that filters for the OU
D. Create a dynamic group with an assignment rule that excludes the OU

02
m

: C

AR #111
Which of the following roles allows a Falcon user to create Real Time Response Custom Scripts?

A. Real Time Responder ?Script Developer
B. Real Time Responder ?Read Only Analyst
C. Real Time Responder ? Administrator

D. Real Time Responder ?Active Responder

e C

MH.
Real Time Responder - Administrator (RTR Administrator) - Can do everything RTR Active Responder can do, plus create custom
scripts, upload files to hosts using the put command, and directly run executables using the run command.

AE2 #112
You are tasked with creating a group for hosts running Windows 10.
What kind of group should you create to make sure all applicable hosts are included in your environment?

¢ A Create a static group with the assignment rule criteria for OS Version set to Windows 10

¢ B. Create a dynamic group with the assignment rule criteria set to OS Type Workstation

e C. Create a dynamic group with the assignment rule criteria for OS Version set to Windows 10
e D. Create a static group with the assignment rule criteria set to OS Type Workstation

HE. C

AE #113
What is the goal of a Network Containment Policy?

e A. Partition a network for privacy

e B. Limit the impact of a compromised host on the network

e C. Gain more visibility into network activities

e D. Increase the aggressiveness of the assigned prevention policy

He:. B

Y.
The goal of a Network Containment Policy is to limit the impact of a compromised host on the network. This policy allows users to
isolate a host from the network, while still allowing it to communicate with the Falcon Cloud and other essential services. This can



help prevent further damage or data exfiltration froma compromised host. The other options are either incorrect or not related to the
policy.
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