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Saviynt Certified Advanced IGA Professional (Level 200) Sample Questions
(Q53-Q58):

NEW QUESTION # 53
To authenticate Saviynt REST API calls, what must be generated before mvoking protected APIs?

A. SMTP token

B. Transport package
C. Dataset key

D. OAuth access token

Answer: D

Explanation:

The correct answer is B. OAuth access token . Saviynt documentation states that to integrate Saviynt APIs with Saviynt Identity
Cloud, an OAuth access token must be generated to authenticate API calls. This is a foundational concept for the API section of
Level 200 because even when using Postman or another client, the request must be authenticated before protected endpoints can be
called successfully. Saviynt also documents that its APIs are RESTful APIs used to configure and access various platform features,
so token-based authentication is central to practical API usage.

The other options are unrelated to Saviynt REST API authentication. SMTP token is not a Saviynt API authentication model,
Transport package is used for moving supported configurations between environments, and Dataset key is not the documented
authentication requirement for API access. Saviynt's API reference guide further describes version-specific collections, supported
methods, requests, and responses, which is exactly why Postman-based testing in certification labs usually starts with authentication
setup first. In practical terms, if the O Auth token is missing or invalid, the request will fail even if the endpoint URL and payload are
correct. That is why OAuth access token generation is the correct answer.

NEW QUESTION # 54
An EIC Administration has a requirement to configure a separate password policy for service accounts along with the password
policy for regular accounts. How can this be achieved in EIC?

¢ A Define a separate Password Policy for Service Account and select it in Policy Rule Service Account field under Global
Configurations

¢ B. Define a separate Password Policy for Service Account and select it in Policy Rule Service Account field under Security
System

¢ C. Only one Password Policy can be defined in the Security System which applies to both regular and service accounts

¢ D. Define a separate Password Policy for Service Account and select the checkbox Password Policy Service Account field
under Password Policy configurations

Answer: B

Explanation:

In Saviynt EIC, password management is highly configurable, allowing organizations to defineseparate password policies for different
account types, including service accounts and regular user accounts. This requirement is achieved by creating a dedicated password
policy specifically for service accounts and associating it appropriately within the system

Option A is correct because Saviynt allows administrators to define aseparate Password Policy for Service Accountsand map it
using thePolicy Rule Service Account field under the Security System configuration.

This ensures that when service account operations such as password resets or provisioning occur, the system enforces the correct
policy distinct from regular user accounts.

Option B is incorrect since Saviynt supports multiple password policies and does not restrict to a single policy. Option C is incorrect
because simply selecting a checkbox in password policy configuration does not link it to service account usage. Option D is
incorrect as Global Configurations do not directly assign password policies for service accounts at the execution level.
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Thus, configuring and mapping the policy at theSecurity System levelensures correct enforcement for service accounts.

NEW QUESTION # 55
What are the different authentication modes supported for SMTP configurations? (Multi Select)

A. OAuth

B. NTLM

C. None of'the above
D. Basic

Answer: A,.B,.D

Explanation:

In Saviynt EIC,SMTP configurationis used to enable email notifications for workflows such as access requests, certifications, alerts,
and system communications. To securely connect with mail servers, Saviynt supports multiple authentication mechanisms. The valid
authentication modes areNTLM, OAuth, and Basic, making OptionsA, B, and Dcorrect.

Basic Authentication (Option D)is the traditional method where a username and password are used to authenticate with the SMTP
server. While widely supported, it is less secure compared to modern methods and is being phased out in many environments.
NTLM (Option A)is commonly used in Microsoft-based environments (e.g., Exchange servers) and provides integrated
authentication using Windows credentials, offering better security than basic authentication.

OAuth (Option B)is a moderm and more secure authentication mechanism that uses token-based authorization instead of storing
credentials. It is commonly used with cloud-based email services such as Microsoft 365 or Google Workspace.

OptionCis incorrect because Saviynt explicitly supports multiple authentication modes.

Thus, NTLM, OAuth, and Basic are the supported SMTP authentication modes in Saviynt.

NEW QUESTION # 56
During a User Import, to define the maximum number of records to be processed in each page, specify the value of the
MAX PAGINATION_SIZE parameter. Ifthis value is not defined, what is the default value?

A0
B. 1
C.2
D. No default value, it's based on MAX PAGINATION_SIZE

Answer: B

Explanation:

In Saviynt EIC REST connector configurations, pagination is a critical mechanism used duringuser import (identity reconciliation)to
efficiently process large datasets from target systens. The parameterMAX PAGINATION _SIZEdetermines how many records are
fetched and processed per API call (per page).

IfIMAX PAGINATION_SIZFEis not explicitly defined, Saviynt uses adefault value of 1000 records per page.

This default is designed to balance performance and system stability. Fetching too many records in a single API call can lead to
performance bottlenecks, API timeouts, or memory issues, while too few records can increase the number of API calls and slow
down the overall import process.

OptionA (50000)andC (10000)are incorrect because these values are typically too large for default settings and must be explicitly
configured if required. OptionBis incorrect because Saviynt does provide a default fallback value rather than leaving it undefined.
Therefore, when MAX PAGINATION_SIZE is not specified, Saviynt defaults to1000, ensuring efficient and stable data import
operations.

NEW QUESTION # 57
Which rule type is primarily used to provision birthright access, also known as zero-day provisioning, based on specified conditions?

A. User Update Rule
B. Technical Rule

C. SAV Role

D. Scan Rule

Answer: B



Explanation:

The correct answer is B. Technical Rule . Saviynt documentation clearly states that a Technical Rule is primarily used to provision
birthright access , also referred to as zero-day provisioning , to users joining the organization based on specified conditions. This is
one of the most important distinctions in the Rules and Policies section of the Level 200 syllabus. Technical Rules are intended for
automated access assignment logic, especially where access must be granted immediately when user attributes match business
conditions such as department, location, or cost center.

The other options are not correct for this use case. User Update Rules are generally used to take actions when user records change
and can support lifecycle events, but the documentation identifies Technical Rules as the primary mechanism for birthright
provisioning, Scan Rules are used for detection and policy-based scanning use cases, not default access assignment. SAV Role
controls platform authorization inside Saviynt rather than provisioning target application access. Saviynt also documents that
entitlement assignments in a Birthright Rule can be parameterized using user attributes, which reinforces that Technical Rules are the
mtended framework for this type of zero-day access automation.

NEW QUESTION # 58
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