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8 #178

You are developing a data storage solution for a social networking app.

The solution requires a mobile app that stores user information using Azure Table Storage.

You need to develop code that can insert multiple sets of user information.

How should you complete the code? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ER:

fE R A -
References:
https://docs.microsoft.comven-us/azure/cosmos-dby/table-storage-how-to-use-dotnet

R #179

Youare creating a script that will run a large workload on an Azure Batch pool. Resources will be reused and do not need to be
cleaned up after use.

You have the following parameters:

You need to write an Azure CLI script that will create the jobs, tasks, and the pool.
In which order should you arrange the commands to develop the solution? To answer, move the appropriate commands from the list
of command segments to the answer area and arrange them in the correct order.

ER:
i RE R «

1 - azbatch pool create

2 - azbatch job create

3 - azbatch task create

4 - for i {1..$numberOfJobs} do

References:

httpsz/docs.microsoft.com/bs-latn-ba/azre/batch/scripts/batch-cli- sample-run-job

i =8 #180
You need to ensure the security policies are met.
What code do you add at line CS07 of ConfigureSSE.ps1?

A. -PermissionsToK eys wrapkey, unwrapkey, get

B. -PermissionsToKeys create, encrypt, decrypt

C. -PermissionsToCertificates create, encrypt, decrypt
D. -PermissionsToCertificates wrapkey, unwrapkey, get

ER: C

fE A -

Scenario: All certificates and secrets used to secure data must be stored in Azure Key Vaul.

You must adhere to the principle of least privilege and provide privileges which are essential to perform the intended function.

The Set-AzreRmKeyValutAccessPolicy parameter -PermissionsToKeys specifies an array of key operation permissions to grant to
a user or service principal. The acceptable values for this parameter: decrypt, encrypt, unwrapKey, wrapKey, verify, sign, get, list,
update, create, import, delete, backup, restore, recover, purge Incorrect Answers:

A, C: The Set-AzureRmK eyValutAccessPolicy parameter -PermissionsToCertificates specifies an array of certificate permissions to
grant to a user or service principal. The acceptable values for this parameter: get, list, delete, create, import, update,
managecontacts, getissuers, listissuers, setissuers, deleteissuers, manageissuers, recover, purge, backup, restore Reference:
httpsz/docs.microsoft.com/en-us/powershel/module/azrerm keyvault/set-azurermkeyvaultaccesspolicy Implement Azure security



Question Set 4

il =8 #181

You need to configure API Management for authentication.

‘Which policy values should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ER:

R -

Explanation:

Box 1: Validate JWT

The validate-jwt policy enforces existence and validity of a JWT extracted from either a specified HTTP Header or a specified
query parameter.

Scenario: User authentication (see step 5 below)

The following steps detail the user authentication process:

* The user selects Sign in in the website.

* The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

* The user signs in.

* Azure AD redirects the user's session back to the web application. The URL includes an access token.

* The web application calls an API and includes the access token in the authentication header. The application ID is sent as the
audience (‘aud') claim in the access token.

* The back-end API validates the access token.

Box 2: Outbound

Reference:

httpsz/docs.microsoft.conven-us/azure/api-management/api- management-access-restriction-policies

P RE #182

Youneed to add code at line AM10 of the application manifest to ensure that the requirement for manually reviewing content can be
met.

How should you complete the code? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ER:

i RE S <

Explanation

Box 1:sid

Sid: Session ID, used for per-session user sign-out. Personal and Azure AD accounts.

Scenario: Manual review

To review content, the user must authenticate to the website portion of the ContentAnalysisService using their Azure AD credentials.
The webstte is built using React and all pages and API endpoints require authentication.

In order to review content a user must be part of a ContentReviewer role.

Box 2: email

Scenario: All completed reviews must include the reviewer's email address for auditing purposes.

Topic 3, City Power & Light

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference nformation that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left pane to explore the content of the case



study before you answer the questions. Clicking these buttons displays nformation such as business requirements, existing
environment, and problem statements. When you are ready to answer a question, click the Background City Power & Light
company provides electrical infrastructure monitoring solutions for homes and businesses.

The company is migrating solutions to Azure.

Current environment

Architecture overview

The

company has a public website located at http//www.cpandl.cony. The site is a single-page web application that runs in Azure App
Service on Linux. The website uses files stored in Azure Storage and cached in Azre Content Delivery Network (CDN) to serve
static content.

API Management and Azure Function App fimctions are used to process and store data in Azure Database for PostgreSQL. API
Management is used to broker communications to the Azure Function app functions for Logic app integration. Logic apps are used
to orchestrate the data processing while Service Bus and Event Grid handle messaging and events.

The solution uses Application Insights, Azzire Monitor, and Azure Key Vaullt.

Architecture diagram

The company has several applications and services that support their business. The company plans to implement serverless
computing where possible. The overall architecture is shown below.

User authentication

The following steps detail the user authentication process:

* The user selects Sign in in the website.

* The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

* The user signs in.

* Azure AD redirects the user's session back to the web application. The URL includes an access token.

* The web application calls an API and includes the access token in the authentication header. The application ID is sent as the
audience (‘aud') claim in the access token.

* The back-end API validates the access token.

Requirements

Corporate website

* Commumications and content must be secured by using SSL.

* Commumications must use HTTPS.

* Data must be replicated to a secondary region and three availability zones.

* Data storage costs must be minimized.

Azure Database for PostgreSQL

The database connection string is stored in Azure Key Vault with the following attributes:

* Azure Key Vault name: cpandlkeyvault

* Secret name: PostgreSQLConn

* 1d: 80df3e46ffcd4flcb18779905e9ale8

The connection nformation is updated frequently. The application must always use the latest information to connect to the database.
Azure Service Bus and Azure Event Grid

* Azure Event Grid must use Azure Service Bus for queue-based load leveling,

* Events in Azure Event Grid must be routed directly to Service Bus queues for use in buffering,

* Events from Azure Service Bus and other Azure services must continue to be routed to Azure Event Grid for processing,
Security

* Al SSL certificates and credentials must be stored in Azure Key Vault.

* File access must restrict access by IP, protocol, and Azure AD rights.

* All user accounts and processes must receive only those privileges which are essential to perform their intended function.
Compliance

Auditing of the file updates and transfers must be enabled to comply with General Data Protection Regulation (GDPR). The file
updates must be read-only, stored in the order in which they occurred, include only create, update, delete, and copy operations, and
be retained for compliance reasons.

Issues

Corporate website

While testing the site, the following error message displays:

CryptographicException: The system cannot find the file specified.

Function app

You perform local testing for the RequestUserApproval function. The following error message displays:

"Timeout value of 00:10:00 exceeded by function: RequestUserApproval

The same error message displays when you test the finction in an Azure development environment when you run the following Kusto
query:

FunctionAppLogs

| where FunctionName = = "RequestUserApproval’



Logic app

You test the Logic app in a development environment. The following error message displays:

'400 Bad Request'

Troubleshooting of the error shows an HttpTrigger action to call the RequestUserApproval function.
Code

Corporate website

Security.cs:

Function app

RequestUserApproval.cs:

R #183
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