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A B E (Q67-Q72):

HH #67

Youplan to deploy an Azure SQL database that will store Personally Identifiable Information (P1I).
Youneed to ensure that only privileged users can view the PIL

‘What should you include in the solution?

A. role-based access control (RBAC)
B. Transparent Data Encryption (TDE)
C. Data Discovery & Classification

D. dynamic data masking

IEf#: D

A -

Dynamic data masking limits sensitive data exposure by masking it to non-privileged users.

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to designate how much of the
sensitive data to reveal with minimal impact on the application layer. It's a policy-based security feature that hides the sensitive data
in the result set of a query over designated database fields, while the data in the database is not changed.

Reference:

httpsz/docs.microsoft.con/en-us/azure/azure-sql/database/dynamic-data-masking-overview

M #68

You have an Azure subscription named Subscription] that is linked to a hybrid Azure Active Directory (Azure AD) tenant.

You have an on-premises datacenter that doesNOThave a VPN connection to Subscription]. The datacenter contains a computer
named Serverl that has Microsoft SQL Server 2016 installed. Serverl is prevented from accessing the internet.

An Azure logic app named LogicApp1 requires write access to a database on Serverl.

You need to recommend a solution to provide LogicApp1 with the ability to access Serverl.

‘What should you recommend deploying on-premises and in Azure? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.


https://www.shikenpass.com/AZ-305-shiken.html

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manager

Azure: v

A connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain

“An dhtbrprise applfdation

IEf#:

e

On-premises: | TN gy v

IVITCTI UVOoOUIT L

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector

Azure: | v

— e e o o m— m— — —

An Azure Application Gateway
An Azure Event Grid domain
An enterprise application

Explanation
Graphical user interface, text, application, chat or text message Description automatically generated



On-premises: o €4 v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manager

Azure: v

A cennection gateway resource
An Azure Application Gateway
An Azure Event Grid domain

An enterprise application

Box 1: An on-premises data gateway

For logic apps in global, multi-tenant Azure that connect to on-premises SQL Server, you need to have the on-premises data
gateway installed on a local computer and a data gateway resource that's already created in Azure.

Box 2: A connection gateway resource

Reference:

httpsz//docs.microsoft.conven-us/azure/connectors/connectors-create-api-sqlazure

R #69

You have an on-premises file server that stores 2 TB of data files.

You plan to move the data files to Azure Blob storage in the Central Europe region.

You need to recommend a storage account type to store the data files and a replication solution for the storage account. The solution
must meet the following requirements:

* Be available if a single Azure datacenter fails.

* Support storage tiers.

* Minimize cost.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Account type: v
Blob storage

Storage (general purpose v1)
StorageV2 (generalpurpose v2)

Replication solutiong “= v

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Lgeally-redundant storage (LRS)

Read-access 'geblfédt}ﬁdént storage (RA-GRS)




Account type: v

Blob storage !

Storage (generql purpose vl)
StorageV2 {general purpose v2)

Geb-redundant storage (GRS)

e —— -

Locally— redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)

Explanation:
Accouhritype:0 sOf v
Blob storage
Storage (general purpose vl)
StorageV?2 (general purpose v2)
Replication solution: _ | ol v

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

Account Type: StorageV2
Replication solution: Zone-redundant storage (ZRS)

HMA #70

You have an Azure subscription that contains an Azure key vault named K'V1 and a virtual machine named VM1. VMI runs
Windows Server 2022: Azure Edition.

You plan to deploy an ASP.NET Core-based application named Appl to VM1.

You need to configure Appl to use a system-assigned managed identity to retrieve secrets from KV1. The solution must minimize
development effort.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Configure App1 to use QAuth 2.0: | client tredentialSarant flows v
Agithosization code grant flows

Client credentials grant flows
dmplicit grant flows

Configure App1 to use a REST API géllfo rétrieve an

authentig@fion token from the: OAuth 2.0 access token endpoint of Azure AD b4
3 - N e Instance Metadata Service (IMDS) endpoint
| 7 ' ” \\" W (A th 2.0 access token endpoint of Azure AD

OAuth 2.0 access token endpoint of Microsoft Identity Platform

EfR:




fiE 2

Answer Area
VAR
Configure App1 to use OAuth 2.0: iontE

| Client credentials grant flows

Implicit grant flows

Configure App1 to use a REST API call'to refrieve an
authentication foken from the: _OAuth 2.0 access token endpoint of Azure AD v
Azure Instance Metadata Service (IMDS) endpoint
OAuth 2.0 access token endpoint of Azure AD
OAuth 2.0 access token endpoint of Microsoft Identity Platform

Explanation:
Answer Area [ | -
m_ Microsoft
Configure App1 to use QAuthi2.0:+ Clignt credentials grant flows E
Configure App1 to use a RESTAPI call'ta retrieve an
authentication token from the: | OAuth 2.0 access token endpoint of Azure AD b
HE#T1

You have an on-premises file server that stores 2 TB of data files.

You plan to move the data files to Azure Blob Storage In the West Europe Azure region, You need to recommend a storage
account type to store the data files and a replication solution for the storage account. The solution must meet the following
requirerments:

* Be available if a single Azure datacenter fails.

* Support storage tiers.

* Minimize cost.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area | .
I e —————

Premium block blobs.
Standard genéral-purpase v1
Standatd general-purpose v2

RedUndanty.
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

EfE:
L
Answer Area ' .
Sﬁ_ﬂﬁe A-:MI l‘ger
Premium block blobs
Sta_nd._a_r_d gfnﬂal-_gurmw
Standard general-purpose v2
RedUnidancy:
-redundant storage (GRSL

Zone-redundant storage (ZRS)
Locally-redundant storage 5
Read-access geo-redundant storage (RA-GRS)

Explanation

Account Type: StorageV2

Replication solution: Zone-redundant storage (ZRS)

httpsv/docs.microsoft.conven-us/azure/storage/common/storage-redundancy
httpsv/docs.microsoft.conven-us/azure/storage/common/storage-redundancy#supported-azure- storage-services
httpsz/docs.microsoft.conven-us/azure/storage/common/storage-account-overview#types-of-storage-accounts Data must be
available if a single Azure datacenter fails. It means the storage account must support ZRS replication. Also, solution should support
storage tiers. Only General-purpose V2 supports ZRS and storage tiers.



httpsz/docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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