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Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q27-Q32):
NEW QUESTION # 27 
Refer to The exhibit, which shows a topology diagram.
A customer wants to use SD-WAN for traffic generated from the data center towards Branches. SD-WAN on HUB should follow
the underlay condition on each Branch and the solution should be scalable for hundreds of Branches.
Which SD WAN-Rules strategy should be used?

A. Lowest Cost SLA
B. Auto based on link quality
C. Best Quality based on route-tags
D. Manual based on route-tags

Answer: C

NEW QUESTION # 28 
Refer to the exhibit.
You have been tasked with replacing the managed switch Forti Switch 2 shown in the topology.
Which two actions are correct regarding the replacement process? (Choose two.)

A. After replacing the FortiSwitch unit, the automatically created trunk name does not change
B. After replacing the FortiSwitch unit, the automatically created trunk name changes.
C. MCLAG-ICL will be automatically reconfigured once the new switch is connected to the FortiGate.
D. CLAG-ICL needs to be manually reconfigured once the new switch is connected to the FortiGate

Answer: A,D

Explanation:
A is correct because the automatically created trunk name is based on the MAC address of the FortiSwitch unit. When the
FortiSwitch unit is replaced, the MAC address will change, but the trunk name will not change.
B is correct because CLAG-ICL is a manually configured link aggregation group. When the FortiSwitch unit is replaced, the
CLAG-ICL configuration will need to be manually reconfigured on the new FortiSwitch unit.
The other options are incorrect. Option C is incorrect because the automatically created trunk name does not change when the
FortiSwitch unit is replaced. Option D is incorrect because MCLAG-ICL is a manually configured link aggregation group and will
not be automatically reconfigured when the FortiSwitch unit is replaced.
References:
Configuring link aggregation on FortiSwitches | FortiSwitch / FortiOS 7.0.4 - Fortinet Document Library Managing FortiLink |
FortiGate / FortiOS 7.0.4 - Fortinet Document Library

NEW QUESTION # 29 
You are performing a packet capture on a FortiGate 2600F with the hyperscale licensing installed. You need to display on screen all
egress/ingress packets from the port16 interface that have been offloaded to the NP7.
Which three commands need to be run? (Choose three.)

A. diagnose sniffer packet port16
B. diagnose sniffer packet npudbg
C. diagnose npu sniffer filter selector 0
D. diagnose npu sniffer filter dir 2
E. diagnose npu sniffer filter intf port16
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Answer: B,D,E

NEW QUESTION # 30 
Refer to the exhibit.
You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module
providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the initial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.
How should the initial connection be made?

A. Connect the switch on any interface between ports 1 to 4
B. Connect the switch on any interface between ports 21 to 24
C. Connect the switch on any interface between ports 25 to 28
D. Connect the switch on any interface between ports 5 to 8.

Answer: C

Explanation:
Reference:
FortiGate 6000F Front Panel Interfaces: https://docs.fortinet.com/document/fortigate-6000/hardware/fortigate-
6000f-system-guide/827055/front-panel-interfaces
https://docs.fortinet.com/document/fortigate-6000/7.0.12/fortigate-6000-handbook/633498/interface-groups- and-changing-data-
interface-speeds

NEW QUESTION # 31 
Refer to the CLI configuration of an SSL inspection profile from a FortiGate device configured to protect a web server:
Based on the information shown, what is the expected behavior when an HTTP/2 request comes in?

A. FortiGate will strip the ALPN header and forward the traffic.
B. FortiGate will forward the traffic without modifying the ALPN header.
C. FortiGate will rewrite the ALPN header to request HTTP/1.
D. FortiGate will reject all HTTP/2 ALPN headers.

Answer: A

Explanation:
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/710924/http-2-support-in-proxy-mode-ssl- inspection

NEW QUESTION # 32
......
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