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Palo Alto Networks System Engineer - Cortex Professional Sample Questions
(Q44-Q49):
NEW QUESTION # 44 
Which two entities can be created as a BIOC? (Choose two.)

A. event log
B. registry
C. alert log
D. file

Answer: B,D

Explanation:
Explanation
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigation-and-response/cortex-xd

NEW QUESTION # 45 
Which step is required to prepare the VDI Golden Image?

A. Ensure the latest content updates are installed
B. Run the VDI conversion tool
C. Review any PE files that WildFire determined to be malicious
D. Set the memory dumps to manual setting

Answer: C

NEW QUESTION # 46 
How can the required log ingestion license be determined when sizing a Cortex XSIAM deployment?

A. Ask the customer to provide average daily alert volume.
B. Ask the customer for average log ingestion estimates from their existing SIEM.
C. Use the Cortex Data Lake Calculator to estimate the volume of third-party logs.
D. Count the number of correlation sources and multiply by desired retention days.

Answer: B

NEW QUESTION # 47 
If a customer activates a TMS tenant and has not purchased a Cortex Data Lake instance. Palo Alto Networks will provide the
customer with a free instance What size is this free Cortex Data Lake instance?

A. 100 GB
B. 10 GB
C. 1 TB
D. 10 TB

Answer: A

NEW QUESTION # 48 
An administrator has a critical group of systems running Windows XP SP3 that cannot be upgraded The administrator wants to
evaluate the ability of Traps to protect these systems and the word processing applications running on them How should an
administrator perform this evaluation?
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A. Run a known 2015 flash exploit on a Windows XP SP3 VM. and run an exploitation tool that acts as a listener Use the
results to demonstrate Traps capabilities
B. Run word processing exploits in a latest version of Windows VM in a controlled and isolated environment. Document
indicators of compromise and compare to Traps protection capabilities
C. Gather information about the word processing applications and run them on a Windows XP SP3 VM Determine if any of
the applications are vulnerable and run the exploit with an exploitation tool
D. Prepare the latest version of Windows VM Gather information about the word processing applications, determine if some
of them are vulnerable and prepare a working exploit for at least one of them Execute with an exploitation tool

Answer: A

NEW QUESTION # 49
......
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