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(Q41-Q46):
NEW QUESTION # 41 
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?

A. content filter
B. URL Filter
C. FortiGuard category-based filter
D. inline cloud access security broker (CASB) headers

Answer: B
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Explanation:
The exhibit indicates that the URL https://www.bbc.com/ is being blocked due to containing a banned word ("fight"). To allow
access to this specific URL, you need to adjust the URL filter settings on FortiSASE.
* URL Filtering:
* URL filtering allows administrators to define policies that block or allow access to specific URLs or URL patterns.
* In this case, the URL filter is set to block any URL containing the word "fight."
* Modifying URL Filter:
* Navigate to the Web Filter configuration in FortiSASE.
* Locate the URL filter settings.
* Add an exception for the URL https://www.bbc.com/ to allow access, even if it contains a banned word.
* Alternatively, remove or adjust the banned word list to exclude the word "fight" if it's not critical to the security policy.
References:
FortiOS 7.6 Administration Guide: Provides details on configuring and managing URL filters.
FortiSASE 23.2 Documentation: Explains how to set up and modify web filtering policies, including URL filters.

NEW QUESTION # 42 
To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?

A. inline-CASB
B. zero trust network access (ZTNA) private access
C. SD-WAN private access
D. next generation firewall (NGFW)

Answer: B

Explanation:
ZTNA ensures that remote users can securely connect to private applications based on identity verification and security policies,
without needing a traditional VPN. This access method provides strong security with least-privilege access, which is ideal for
protecting private web servers and their data from unauthorized access. It also improves efficiency by dynamically verifying user
identity and device posture before granting access.

NEW QUESTION # 43 
An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users
from accessing unapproved cloud resources.
Which FortiSASE feature can you implement to meet this requirement?

A. web filter with inline-CASB
B. application control with inline-CASB
C. data loss prevention (DLP) with Microsoft Purview Information Protection (MPIP)
D. DNS filter with domain filter

Answer: B

Explanation:
Application control with inline-CASB allows FortiSASE to inspect and control application behavior at a granular level. This enables
the organization to block login attempts to personal or non- corporate Microsoft Office 365 accounts, ensuring that only approved
cloud resources are accessed.

NEW QUESTION # 44 
A company must provide access to a web server through FortiSASE secure private access for contractors.
What is the recommended method to provide access?

A. Update the PAC file with the web server URL and share it with contractors.
B. Update the DNS records on the endpoint to access private applications.
C. Configure a TCP access proxy forwarding rule and push it to the contractor FortiClient endpoint.



D. Publish the web server URL on a bookmark portal and share it with contractors.

Answer: D

Explanation:
The bookmark portal is the recommended method for providing contractors access to private web applications through FortiSASE
Secure Private Access, as it offers a user-friendly, secure, and controlled access mechanism without requiring full network
connectivity.

NEW QUESTION # 45 
For monitoring potentially unwanted applications on endpoints, which information is available on the FortiSASE software installations
page? (Choose two answers)

A. The usage frequency of the software
B. The vendor of the software3
C. The license status of the software2
D. The endpoint the software is installed on1

Answer: B,D

Explanation:
In FortiSASE, the Software Installations page (located under Network > Managed Endpoints) provides a centralized view of all
software inventory reported by the FortiClient agents. This feature is essential for administrators to maintain visibility into the
environment and identify potentially unwanted applications (PUA) or unauthorized software installed on remote devices.
* Software Inventory Reporting: FortiClient sends the endpoint's software inventory to FortiSASE upon initial registration and
updates the portal whenever a change-such as an installation, update, or removal-occurs on the endpoint.
* Available Information (Vendor): When viewing the global list of applications, the portal displays detailed metadata for each
software entry. This includes the Vendor of the software and its specific version, allowing administrators to differentiate between
reputable enterprise applications and suspicious third-party utilities.
* Available Information (Endpoint Association): The interface includes an Endpoint Count field that indicates how many devices have
a specific application installed. By selecting a specific application and using the View Endpoints action, the administrator can see a
list of every individual endpoint where that software is currently active.
* Incorrect Options: While license management is a general feature of the ecosystem, the Software Installations page itself does not
track the license status of individual third-party applications (Option B). Similarly, while FortiSASE monitors traffic, the Software
Installations inventory page does not report on the usage frequency (how often a user opens or uses the app) of the installed binaries
(Option D).
By leveraging this inventory, administrators can proactively manage risk by identifying endpoints that possess high-risk software and
taking remediation steps or applying ZTNA posture tags based on the presence of specific unauthorized software.

NEW QUESTION # 46
......
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