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HH #24

Refer to the exhibits. Examine the troubleshooting outputs shown in the exhibits.

Users have been reporting issues with the speed of their wireless connection in a particular part of the wireless network. The
interface that is having issues is the 2.4 GHz interface that is currently configured on channel 6.
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The admmistrator of the wireless network has nvestigated and surveyed the local RF environment using the tools available at the AP
and FortiGate.
‘Which configuration would improve the wireless connection?

gy F:=SRTINET

# get wireless-controller rf-analysis
WTP: Office 0-192.168.5.98:5246

channel rssi-total rf-score overlap-ap interfere-ap chan-utilizaion

. ¥ €6 8 11 af | 32%

13 10 0 20 44%
3 3 10 0 20 16%
4 14 10 0 20 13%
5 31 10 0 20 50%
6 137 3 9 9 73%
7 32 10 0 12 58%
8 17 10 0 12 9%
9 12 10 0 14 1%
10 20 10 0 14 17%
11 79 7 3 5 32%
12 24 10 0 S 18%
13 32 10 2 B 22%

SAIIAL

} execute ssh 192.168.5.98
admin@192.168.5.98's password:
dffice # cw_diag -c all-chutil

tId=0 chan=1 2412 util=82 ( 32%)
tId=0 chan=2 2417 util=113( 44%)
tId=0 chan=3 2422 util=41 ( 16%)
tId=0 chan=4 2427 util=36 ( 14%)
tId=0 chan=5 2432 utl#ﬁ%ﬁﬁf'#ﬂ!f
tId=0 chan=6 2437 util=165(

tId=0 chan=7 2442 util=148( 58%]
tId=0 chan=8 2447 util=26 ( 10%)
tId=0 chan=9 2452 util=5 ( 1%)
tId=0 chan=10 2457 util=46 ( 18%)
tId=0 chan=11 2462 util=82 ( 32%)
tId=0 chan=12 2467 util=45 ( 17%)
rTd=0 chan=13 2472 util=80 ( 22%)\

A. Change the AP 2.4 GHz channel to 1.
B. Change the AP 2.4 GHz channel to 9.
C. Change the AP 2.4 GHz channel to 11
D. Change the AP 2.4 GHz channel to 13.

Ef#: A

fE s

According to the exhibits, the AP 2.4 GHz mterface is currently configured on channel 6, which is overlapping with other nearby
APs on channels 4 and 8. This can cause interference and reduce the wireless performance. Therefore, changing the AP 2.4 GHz
channel to 1 would improve the wireless connection, as it would avoid the overlapping channels and use a non-overlapping channel
mstead.

HP #25
Which statement correctly describes the guest portal behavior on FortiAuthenticator?

¢ A FortiAuthenticator uses POST parameters and a RADIUS client configuration to map the request to a guest portal for
authentication.

¢ B. Sponsored accounts cannot authenticate using guest portals.

e C. Allself-registered and sponsored accounts are listed on the local Users GUI page on FortiAuthenticator.



e D. All guest accounts must be activated using SMS or emil activation codes.

EfE: A
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‘Which FortiSwitch VLANSs are automatically created on FortiGate when the first FortiSwitch device is discovered?

A. default quarantine, rspan voice video onboarding and nac_segment
B. fortilink. quarantine erspan voice video and onboarding

C. default quarantine rspan voice video and nac_segment

D. access, quarantine, rspan. voice, video, and onboarding

Ef#: A
e

poNOTREPRINT Fz2:RTINET ' ——
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Preconfigured VLANSs

= FartiGate creates additional VLANs when the first switch is discavered
» default, quarantine, voice, video, rspan, enboarding, and nac_segment
+ A DHCP scope is also configured for all VLANs except default
+ VLANSs can be edited or deleted
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When FortiGate discovers the first switch, it automatically adds to its configuration some settings that are
needed for switch management. These settings include the following VLANS:

+ Default: Thisis the default native VLAN assigned to all switch ports.

+ Quarantine: This is the default VLAN used for quarantined traffic. On FortiGate, you can quarantine a
device connected to a switch, upon which the device is placed in the quarantine VLAN.

+ RSPAN: Itis used for sending encapsulated mirrored traffic across the network.

+ Voice: When using LLDP-MED, you can assign the switch port to this VLAN if the endpoint is detected as a
voice device.

+ Video: Same as the voice VLAN, but used when the endpoint is detected as a video device.

+ Onboarding: When network access contral (NAC) policies are enabled, this is the VLAN where devices
that do not match any of the configured NAC policies are placed. You will learn more about NAC policies in
this lesson.

+ NAC segment: Used to prevent hosts from having to renew IP addresses when moving to another VLAN.

In addition, a DHCP scope is configured for all the preconfigured VLANs except the default VLAN. The VLANs
are also assigned with the predefined VLAN 1Ds shown in the example on this slide, and they can be edited or
deleted if required.
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Genersl | Detai]

Could not verify this certificate because the issuer is unknown.

hsued To

Common Name (CN)  fac.trainingad training.lab
Organization (O) <Not Part Of Certificate>
Organizational Unit (OU) <Not Part Of Certificate>
Serial Number 01:86:A4

Issued By

Common Name (CN)  trainingad.traning lab
Organization (0) <Not Part Of Certificate>
Organizational Unit (OU) <Not Part Of Certificate>»

Period of Validity ﬁe
Beging On Th 2 19

Expres On Agclent: 15, 2024 F:=RTINE

SHA-256 F Q. ssu 6C:66:ET:87:25:D4:AT: 9A: SF: 83: 3E:0D: €R:B2:

ED:7F:18:0B:27:€6:54:61:7B:B0:71:88:04:55:85: 4F
SHAT Fingerprint DE: 77:87:F 4 C4: 26:06:60:85:8F: 30:AD: CE-9€-06:8 T:AC; 1F:04:07

Wireless guest users are unable to authenticate because they are getting a certificate error while loading the captive portal login
page.This URL string is the HTTPS POST URL guest wireless users see when attempting to access the network using the web
browser

=='=nrlnzﬂ:\_\lke“°‘

‘Which two settings are the likely causes of the issue? (Choose two.)

A. The FortiGate authentication interface address is using HTTPS
B. The external server FQDN is incorrect

C. The wireless user's browser is missing a CA certificate

D. The user address is not in DDNS form

IEﬁ: B\ C

TR

Explanation

According to the exhibit, the wireless guest users are getting a certificate error while loading the captive portal login page. This means
that the browser cannot verify the identity of the server that is hosting the login page.

Therefore, option A is true because the external server FQDN is incorrect, which means that it does not match the common name or
subject alternative name of the server certificate. Option B is also true because the wireless user's browser is missing a CA
certificate, which means that it does not have the root or intermediate certificate that issued the server certificate. Option C is false
because the FortiGate authentication interface address is using HTTPS, which is a secure protocol that encrypts the communication
between the browser and the server. Option D is false because the user address is not in DDNS form, which is not related to the
certificate error.
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Where can FortiGate learn the FortiManager [P address or FQDN for zero-touch provisioning'?

¢ A Froman LDAP server using a simple bind operation
e B. Froma TFTP server

¢ C. Froma DHCP server using options 240 and 241

¢ D. Froma DNS server using A or AAAA records

IEf#: D

TR

Explanation

According to the FortiGate Administration Guide, "FortiGate can learn the FortiManager IP address or FQDN for zero-touch
provisioning froma DNS server using A or AAAA records. The DNS server must be configured to resolve the hostname
fortimanager. fortinet.com to the IP address or FQDN of the FortiManager device." Therefore, option D is true because it describes
the method for FortiGate to learn the FortiManager [P address or FQDN for zero-touch provisioning, Option A is false because
LDAP is not used for zero-touch provisioning, Option B is false because TFTP is not used for zero-touch provisioning, Option C is
false because DHCP options 240 and 241 are not used for zero-touch provisioning,
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