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Priifungsfragen mit Losungen (Q251-Q256):

251. Frage
‘Which of the following BEST describes the responsibilities of a data owner?

A. Maintaining fundamental data availability, including data storage and archiving

B. Ensuring accessibility to appropriate users, maintaining appropriate levels of data security
C. Ensuring quality and validation through periodic audits for ongoing data integrity

D. Determining the impact the information has on the mission of the organization

Antwort: B

Begriindung;

Explanation/Reference:

Reference: httpz//resources.infosecinstitute.convcategory/certifications- training/cissp/domains/asset- security/data-and-system-
ownership/#gref

252. Frage
It is MOST important to perform which of the following to minimize potential impact when implementing a new vulnerability scanning
tool in a production environment?

A. Log wulnerability summary reports to a secured server

B. Negotiate schedule with the Information Technology (IT) operation's team
C. Establish access for Information Technology (IT) management

D. Enable scanning during off-peak hours

Antwort: D

Begrindung;
Section: Security Operations

253. Frage
Which of'the following statements pertaining to software testing approaches is correct?

A. A bottomrup approach allows interface errors to be detected eartier.

B. The test plan and results should be retained as part of the system's permanent documentation.
C. Black box testing is predicated on a close examination of procedural detail.

D. A top-down approach allows errors in critical modules to be detected eartier.

Antwort: B

Begriindung;

The test plan and results should always be retained as part of the system's permanent documentation.

A bottom-up approach to testing begins testing of atomic units, such as programs or modules, and works upwards until a complete
system testing has taken place. It allows errors in critical modules to be found early. A top-down approach allows for early detection
of nterface errors and raises confidence in the system, as programmers and users actually see a working system. White box testing is
predicated on a close examination of procedural detail. Black box testing examines some aspect of the system with little regard for
the internal logical structure of the software.

Source: Information Systems Audit and Control Association, Certified Information Systems

Auditor 2002 review manual, Chapter 6: Business Application System Development,

Acquisition, Implementation and Maintenance (page 300).

Top Down Testing: An approach to integration testing where the component at the top of the component hierarchy is tested first,
with lower level components being simulated by stubs. Tested components are then used to test lower level components. The
process is repeated until the lowest level components have been tested.

Bottom Up Testing: An approach to integration testing where the lowest level components are tested first, then used to facilitate the
testing of higher level components. The process is repeated until the component at the top of the hierarchy is tested.

Black Box Testing: Testing based on an analysis of the specification of a piece of software without reference to its nternal workings.
The goal is to test how well the component conforms to the published requirements for the component.



254. Frage
Under United States law, an investigator's notebook may be used in court in which of the following scenarios?

A. Ifthe defense has no objections.

B. When other forms of physical evidence are not available.
C. When the investigator is unwilling to testify.

D. To refresh the investigators memory while testifying.

Antwort: D

Begriindung;

An investigator's notebook cannot be used as evidence is court. It can only be used

by the investigator to refresh his memory during a proceeding, but cannot be submitted as

evidence in any form

The following answers are incorrect:

When the investigator is unwilling to testify. Is incorrect because the notebook cannot be

submitted as evidence in any form

‘When other forms of physical evidence are not available. Is incorrect because the notebook cannot be submitted as evidence in any
form.

Ifthe defense has no objections. Is incorrect because the notebook cannot be submitted as evidence in any form

255. Frage
Discovery, recording, collection, and preservation are part of what process related to the gathering of evidence?

A. Relevance of evidence
B. The chain of evidence

C. Admissibility of evidence
D. The evidence life cycle

Antwort: D

Begrindung;

The correct answer is The evidence life cycle. The evidence life cycle covers the evidence gathering and application process.
* Answer "Admissibility of evidence" refers to certain requirements

that evidence must meet to be admissible in court.

* Answer '"The chain of evidence" the chain of evidence, is comprised of steps that must be followed to protect the evidence.
* Relevance of evidence is one of the requirements of evidence admissibility.

256. Frage
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