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The Cisco 350-501 Exam consists of 60-70 questions that must be completed in 120 minutes. The questions are a mix of multiple-
choice, drag and drop, and simulation-based formats. The passing score for the exam s 825 out of 1000, and the exam is available
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NEW QUESTION # 37

Drag and drop the LDP features from the left onto their usages on the right.
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NEW QUESTION # 38

192.168.20.4 172.16.20.5 R1#

Flow Analyzer

Eth 1/0

Application Server

Refer to the exhibit. A network engineer wants to monitor traffic ﬁom'rhé épplication server and send the output to the external

Flow Collector

flow exporter EXPORTER-10
destination 172.16.20.5
export-protocol ipfix
transport udp 90
exit
1

flow monitor FLOW-MONITOR-10
record netflow ipv4 original-input

exporter EXPORTER-10
!

ip cef
!

Eth 1/1
~ interface Ethernet 1/0

Vlan20

ip address 172.16.10.2 255.255.255.0

monitoring device at 172.16.20.5. Application server traffic should pass through the R1 Eth2/1 interface for flrther analysis after it is
monitored. Which configuration must be applied on the R1 router?

e A. Configure the FLOW-MONITOR-20 command.
¢ B. Configure the ip flow monitor FLOW-MONITOR- 10 input command on the Ethernet1/0 interface.



e (. Configure the flow exporter EXPORTER-10 destination 192.168.20.4 command.
¢ D. Configure the ip flow monitor FLOW-MONITOR-10 output command on the Ethernet 2/1 interface.

Answer: B

NEW QUESTION # 39

Drag and drop the functionalities from the left onto the target fields on the right.
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NEW QUESTION # 40
How can a network administrator secure rest APIs?

C. They can allow read and write privileges to all users

Answer: B

Explanation:

To secure REST APISs, a network admmistrator should ensure that user sessions are authenticated and that the appropriate privilege
level is provided for each user. This means that each API request should come with authentication credentials, and the server should
validate these credentials for every request. This approach helps to maintain the stateless nature of REST APIs and ensures that only
authorized users can access or modify resources. Reference: Best practices for securing REST APIs include using HTTPS, token-

A. They can have a general administrator login for multiple users to access that has command entries logged
B. They can authenticate user sessions and provide the appropriate privilege level

D. They can ensure that user sessions are authenticated using TACACS+ only

based authentication, and proper validation of input parameters to prevent common security vulnerabilities.

NEW QUESTION # 41
Refer to the exhibit:




snmp-server host 192.168.1.1 version 2c¢ public

A network administrator wants to enhance the security for SNMP for this configuration.
‘Which action can the network administrator implement?

A. Re-configure to use SNMPV3.
B. Maintain the configuration but switch to an encrypted password for device access through SSH

C. Add a community string to the existing entry
D. Re-configure to use SNMPv2 with MD5 authentication

Answer: A

Explanation:

SNMPV3 is the most secure version of SNMP, providing both security and remote configuration capabilities.

The current configuration in the exhibit shows SNMP version 2c¢, which is less secure. SNMPV3 introduces security features such as
authentication, privacy (encryption), and access control to address the vulnerabilities associated with earlier versions of SNMP. By
re-configuring to use SNMPV3, the network administrator can enhance the security for SNMP for this configuration. References:
Implementing and Operating Cisco Service Provider Network Core Technologies (SPCOR) - Cisco SPCOR Training &
Certification

NEW QUESTION # 42
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