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AE #112
You are establishing a cluster of HPE Aruba Networking ClearPass servers. (Assume that they are running version 6.9.).
For which type of certificate is it recommended to install a CA-signed certificate on the Subscriber before it joins the cluster?

e A.RadSec
o B. RADIUS/EAP
e C.HTTPS
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e D. Database
Y. C

Y.

When setting up a ClearPass cluster, it is critical to ensure secure communication between the cluster nodes and the client devices.
For this purpose, certain certificates must be properly configured.

1. Why HTTPS Requires a CA-Signed Certificate?

* HTTPS communication is used for inter-cluster communication and for the web-based user interface that admmistrators use to
manage the ClearPass cluster.

* Before joining the cluster, it is strongly recommended to install a CA-signed HTTPS certificate on the Subscriber to ensure secure
commumnication and prevent warnings/errors due to untrusted certificates.

* Without a CA-signed certificate, the Subscriber might use a self-signed certificate, leading to security risks and lack of trust
validation.

2. Analysis of Other Certificate Types

* B. Database:

* Incorrect: Database communications within ClearPass clusters are secured using internal certificates or keys. These are not user-
facing and do not require a CA-signed certificate before joining the cluster.

* C. RADIUS/EAP:

* Incorrect: RADIUS/EAP certificates are important for client authentication, but they are not required on the Subscriber prior to
cluster joining. These can be configured after the Subscriber is part of the cluster.

* D. RadSec:

* Incorrect: RadSec is an optional feature for secure RADIUS commumication over TLS, and its certificate configuration is typically
performed post-cluster setup.

Final Recommendation

To ensure secure cluster operations and seamless web-based management, a CA-signed HTTPS certificate should be installed on
the Subscriber before it joins the ClearPass cluster.

References

* ClearPass Deployment Guide for Version 6.9.

* Best Practices for Certificate Management in ClearPass Clusters.

* HPE Aruba ClearPass Cluster Configuration Guide.

A2 #113

HPE Aruba Networking ClearPass Policy Manager (CPPM) uses a service to authenticate clients. You are now adding the
Endpoints Repository as an authorization source for the service, and you want to add rules to the service's policies that apply
different access levels based, in part, on a client's device category. You need to ensure that CPPM can apply the new correct
access level after discovering new clients' categories.

‘What should you enable on the service?

A. The Posture Compliance option in the Service tab

B. The Use cached Roles and Posture attributes from previous sessions option in the Enforcement tab
C. The Audit End-host option in the Service tab

D. The Profile Endpoints option in the Service tab

He:. D

MY

To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) can apply the correct access levels based on a client's
device category after discovering new clients, you need to enable the "Profile Endpoints" option in the Service tab. This option
allows CPPM to profile and categorize endpoints dynamically, ensuring that the appropriate access levels are applied based on the
device's characteristics. Enabling this feature ensures that new devices are accurately profiled and that access policies can be
enforced based on the updated device information.

EE #114
Which statement describes Zero Trust Security?

e A. Companies must apply the same access controls to all users, regardless of identity.
e B. Companies should focus on protecting their resources rather than on protecting the boundaries of their internal network.
e (. Companies can achieve zero trust security by strengthening their perimeter security to detect a wider range of threats.



¢ D. Companies that support remote workers cannot achieve zero trust security and must determine if the benefits outweigh the
Cost.

HE: B

Y.

What is Zero Trust Security?

* Zero Trust Security is a security model that operates on the principle of "never trust, always verify."

* It focuses on securing resources (data, applications, systerms) and continuously verifying the identity and trust level of users and
devices, regardless of whether they are inside or outside the network.

* The primary aim s to reduce reliance on perimeter defenses and implement granular access controls to protect individual
resources.

Analysis of Each Option

A: Companies must apply the same access controls to all users, regardless of identity:

* Incorrect:

* Zero Trust enforces dynamic and identity-based access controls, not the same static controls for everyone.

* Users and devices are granted access based on their specific context, role, and trust level

B: Companies that support remote workers cannot achieve zero trust security and must determine if the benefits outweigh the cost:
* Incorrect:

* Zero Trust is particularly effective for securing remote work environments by verifying and authenticating remote users and devices
before granting access to resources.

* The model is adaptable to hybrid and remote work scenarios, making this statement false.

C: Companies should focus on protecting their resources rather than on protecting the boundaries of their internal network:

* Correct:

* Zero Trust shifts the focus from perimeter security (traditional network boundaries) to protecting specific resources.

* This includes implementing measures such as:

* Micro-segmentation.

* Continuous monitoring of user and device trust levels.

* Dynamic access control policies.

* The emphasis is on securing sensitive assets rather than assuming an internal network is inherently safe.

D: Companies can achieve zero trust security by strengthening their perimeter security to detect a wider range of threats:

* Incorrect:

* Zero Trust challenges the traditional reliance on perimeter defenses (firewalls, VPNs) as the sole security mechanism

* Strengthening perimeter security is not sufficient for Zero Trust, as this model assumes threats can already exist inside the network.
Final Explanation

Zero Trust Security emphasizes protecting resources at the granular level rather than relying on the traditional security perimeter,
which makes C the most accurate description.

References

* NIST Zero Trust Architecture Guide.

* Zero Trust Principles and Implementation in Modern Networks by HPE Aruba.

* "Never Trust, Always Verify" Framework Overview from Cybersecurity Best Practices.

AR #115

A company needs you to integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking
ClearPass Device Insight (CPDI).

What is one task you should do to prepare?

A. Enable Insight in the CPPM server configuration settings.

B. Install the root CA for CPPM's HTTPS certificate as trusted in the CPDI application.
C. Collect a Data Collector token from HPE Aruba Networking Central.

D. Configure WMI, SSH, and SNMP external accounts for device scanning on CPPM.

HE: A

Y.

To integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking ClearPass Device Insight
(CPDI), one of the necessary tasks is to enable Insight in the CPPM server configuration settings. This configuration allows CPPM
to communicate and share data with CPDI, facilitating the ntegration and enabling enhanced device profiling and policy enforcement
capabilities.

1.Insight Enablement: Enabling Insight on the CPPM server allows it to leverage the data and capabilities of CPDI, integrating device



profiling information into policy decisions.

2.Data Sharing: This integration ensures that CPPM can receive and use detailed device information from CPDI to make more
informed policy enforcement decisions.

3.Configuration: Properly configuring the server settings to enable Insight ensures seamless communication and data flow between
CPPM and CPDL

HEE #116

A company has wired VoIP phones, which transmit tagged traffic and connect to AOS-CX switches. The company wants to tunnel
the phones' traffic to an HPE Aruba Networking gateway for applying security policies.

What is part of the correct configuration on the AOS-CX switches?

A. UBT mode set to VLAN extend

B. VLAN:S assigned to the VolIP phones configured on the switch uplinks
C. A UBT reserved VLAN set to a VLAN dedicated for that purpose
D. A VXLAN VNI mapped to the VLAN assigned to the VolP phones

HE: C

Y.

To tunnel VoIP phone traffic from AOS-CX switches to an HPE Aruba Networking gateway, you need to configure a User-Based
Tunneling (UBT) reserved VLAN on the switches. This VLAN is dedicatedfor tunneling purposes and ensures that the VoIP traffic
is correctly identified and tunneled to the gateway where security policies can be applied.

1.UBT Configuration: Setting a UBT reserved VLAN ensures that the switch knows which VLAN to use for tunneling traffic to the
gateway.

2. Traffic Tunneling: The reserved VLAN helps in segregating the VoIP traffic, ensuring it is handled securely and according to the
configured policies at the gateway.

3.Policy Application: By tunneling the traffic, the gateway can apply advanced security policies to the VoIP traffic.

AR #117
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