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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1

Large-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security
Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.

Topic 2
Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.

Topic 3
Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.

Topic 4
Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
about the fundamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

Topic 5
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

Topic 6
Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.

CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q23-Q28):
NEW QUESTION # 23 
What is the default encryption algorithm in the Full Disk Encryption tab under Advanced Settings?

A. AES-CBC 256 bit
B. AES-CBC 128 bit
C. XTS-AES 128 bit
D. XTS-AES 256 bit

Answer: D

Explanation:
The default encryption algorithm for Full Disk Encryption (FDE) in Check Point Harmony Endpoint, as configured in the Advanced
Settings tab, isXTS-AES 256 bit. This is explicitly stated in theCP_R81.
20_Harmony_Endpoint_Server_AdminGuide.pdfonpage 221, under the "Custom Disk Encryption Settings" section:
"The default encryption algorithm is XTS-AES 256 bit."
This extract confirms thatOption Cis correct. The document further notes that administrators can choose between XTS-AES 256 bit
and XTS-AES 128 bit, but 256 bit is the default, reflecting a preference for stronger encryption. XTS (XEX-based tweaked-
codebook mode with ciphertext stealing) is specifically designed for disk encryption, providing better security than CBC (Cipher
Block Chaining) modes.
* Option A ("AES-CBC 128 bit")andOption B ("AES-CBC 256 bit")are incorrect because FDE uses XTS mode, not CBC, which
is less suited for disk encryption due to its vulnerabilities in this context.
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* Option D ("XTS-AES 128 bit")is a configurable option but not the default, as the guide specifies 256 bit as the standard setting.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 221: "Custom Disk Encryption Settings" (confirms XTS-AES 256
bit as the default algorithm).

NEW QUESTION # 24 
Endpoint's Media Encryption (ME) Software Capability protects sensitive data on what, and how?

A. Storage devices, removable media, and other input/output devices by requiring authorization before a user accesses the
device
B. Storage devices by requiring multi-factor authorization
C. Removable media and other input/output devices by using encryption methods
D. Input/output devices using Anti-Malware

Answer: A

NEW QUESTION # 25 
An Innovative model that classifies new forms of malware into known malware families based on code and behavioral similarity is
called

A. Sanitization (CDR)
B. Anti-Ransomware
C. Polymorphic Model
D. Behavior Guard

Answer: D

NEW QUESTION # 26 
default, an FDE Action does what?

A. Decrypts all visible disk volumes
B. Encrypts all visible disk volumes
C. Rebuilds the hard drive
D. Re-defines all visible disk volumes

Answer: B

NEW QUESTION # 27 
The Harmony Endpoint solution includes which three Data Security Software Capability protections?

A. * Full Disk Encryption
* Media Encryption
* Anti-Malware
B. * Media Encryption
* Media Decryption
* Remote Access VPN
C. * Full Disk Encryption
* Media Encryption & Port Protection (MEPP)
* Remote Access VPN
D. * Passwords and Usernames
* Port Protection (MEPP)
* Security Questions

Answer: A



NEW QUESTION # 28
......
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