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and work. When it comes to the study materials selling in the market, qualities are patchy. But our CWSP-208 test material has
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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q107-Q112):

NEW QUESTION # 107

In an effort to optimize WLAN performance, ABC Company has upgraded their WLAN infrastructure from

802.11a/g to 802.11n. 802.11a/g clients are still supported and are used throughout ABC's facility. ABC has always been highly
security conscious, but due to budget limitations, they have not yet updated their overlay WIPS solution to 802.11n or 802.1 1ac.
Given ABC's deployment strategy, what security risks would not be detected by the 802.11a/g WIPS?

A. 802.11a STA performing a deauthentication attack against 802.11n APs

B. Hijacking attack performed by using a rogue 802.11n AP against an 802.11a client
C. 802.11n client spoofing the MAC address of an authorized 802.11n client

D. Rogue AP operating in Greenfield 40 MHz-only mode

Answer: D

Explanation:

An 802.11a/g-based WIPS cannot detect rogue activity that occurs in 802.11n/ac-specific modes, including Greenfield (HT-only)
operation and use of 40 MHz channels, which are not part of the 802.11a/g specification. Greenfield mode disables legacy support,
so a WIPS limited to 802.11a/g radios won't even

"see" these frames. This leaves a significant blind spot for detecting certain types of rogue devices or attacks using newer PHYs.
References:

CWSP-208 Study Guide, Chapter 7 - WIPS Capabilities and Limitations

CWNP CWSP-208 Objectives: "Protocol Compatibility and Threat Detection”

NEW QUESTION # 108

Given: The ABC Corporation currently utilizes an enterprise Public Key Infrastructure (PKI) to allow employees to securely access
network resources with smart cards. The new wireless network will use WPA2- Enterprise as its primary authentication solution.
You have been asked to recommend a Wi-Fi Alliance-tested EAP method.

‘What solutions will require the least change in how users are currently authenticated and still integrate with their existing PK1?

A. EAP-TLS

B. EAP-TTLS/MSCHAPv2
C. PEAPV/EAP-MSCHAPv2
D. LEAP

E. EAP-FAST
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e F. PEAPV/EAP-TLS
Answer: A

Explanation:

ABC Corporation already uses PKI and smart cards. EAP-TLS:

Is a certificate-based authentication protocol.

Integrates seamlessly with PKI infrastructure.

Is supported and certified by the Wi-Fi Alliance.

Incorrect:

A). EAP-FAST uses PACs, not certificates.

C). PEAPV/EAP-MSCHAPW2 does not use certificates on the client side and is less secure.
D). LEAP is deprecated and insecure.

E). PEAPVO/EAP-TLS is not a standardized combination.

F). EAP-TTLS/MSCHAPV2 requires password-based authentication inside a tunnel, not certificate-based authentication.
References:

CWSP-208 Study Guide, Chapter 4 (EAP-TLS and PKI)

CWNP WPA2-Enterprise Integration Guidelines

NEW QUESTION # 109

You have been recently hired as the wireless network administrator for an organization spread across seven locations. They have
deployed more than 100 APs, but they have not been managed in either an automated or manual process for more than 18 months.
Given this length of time, what is one of the first things you should evaluate froma security perspective?

A. The firmware revision

B. The channel widths configured
C. The channels in use

D. The VLANSs in use

Answer: A

Explanation:

In a security context, outdated firmware is one of the most critical vulnerabilities. Firmware updates typically patch known security
issues, fix bugs, and provide new features or improved encryption support. Ifthe APs have not been updated or checked n over 18
months, they could be running firmware with known exploits or lacking critical security patches, making firmware review a top
priority.

References:

CWSP-208 Study Guide, Chapter 8 - WLAN Security Lifecycle and Maintenance CWNP CWSP-208 Objectives: "Firmware and
Security Patch Management"

NEW QUESTION # 110
Wireless Intrusion Prevention Systems (WIPS) are used for what purposes? (Choose 3)

A. Preventing physical carrier sense attacks

B. Performance monitoring and troubleshooting

C. Enforcing wireless network security policy

D. Classifying wired client devices

E. Detecting and defending against eavesdropping attacks
F. Security monitoring and notification

Answer: B,C,F

Explanation:

WIPS provides nuiltiple finctionalities:

B). Policy enforcement - detects and responds to wireless threats such as rogue APs and misconfigurations.

D). Security monitoring - alerts staff when threats like deauth attacks or malware-hosting APs are detected.

A). Performance monitoring - supports diagnostics by capturing information on channel conditions, interference, and device
behavior.

Incorrect options:



C). Detecting eavesdropping isn't feasible-passive listening cannot be identified by sensors.
E). Carrier sense DoS and F. Wired device classification are outside WIPS's scope.
References:

CWSP#207 Study Guide, Chapters 5-6 (WIPS Capabilities)

NEW QUESTION # 111

Given: ABC Company has a WLAN controller using WPA2-Enterprise with PEAPVO/MS-CHAPV2 and AES- CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want to implement
some security controls. The security requirements for the hot-spot include:

* Cannot access corporate network resources

* Network permissions are limited to Internet access

* All stations nust be authenticated

What security controls would you suggest? (Choose the single best answer.)

A. Tnplement separate controllers for the corporate and guest WLANS.

B. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN.

C. Force all guest users to use a common VPN protocol to connect.

D. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the corporate
WLAN on different VLANS.

¢ E. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations.

Answer: D

Explanation:

This solution meets all the requirements:

Captive portals allow simple authentication for guest users.

VLAN separation enforces network segmentation.

HTTPS ensures authentication is encrypted.

Incorrect:

A). Separate controllers are unnecessary and costly.

B). WIPS enforcement is reactive, not proactive for normal access control.
C). ACLs alone don't enforce authentication.

E). VPN requirements would be overly complex for guests.

References:

CWSP-208 Study Guide, Chapter 6 (Guest Network Architecture & Captive Portal Authentication)

NEW QUESTION # 112
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