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¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational
techniques for building and refining queries. It focuses on creating searches from events, applying grouping
and aggregation methods, and performing various lookup operations, including CMDB and nested queries

Topic 1 .
to effectively analyze and correlate data.
¢ Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It mvolves performing configuration
Topic 2 tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into

rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

o Incidents, notifications, and remediation: This section of the exam measures the skills of Incident

Responders and encompasses the entire incident management lifecycle. This includes the skills required to
Topic 3 manage and prioritize security incidents, configure policies for alert notifications, and set up automated
remediation actions to contain and resolve threats.

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Topic 4 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q11-Q16):

NEW QUESTION # 11
Which statement about thresholds is true?

A. FortiSIEM uses global and per device thresholds for performance metrics.

B. FortiSIEM uses only global thresholds for performance metrics.

C. FortiSIEM uses fixed, hardcoded global and device thresholds for all performance metrics.
D. FortiSIEM uses only device thresholds for security metrics.

Answer: A

Explanation:
FortiSIEM evaluates performance metrics against both global thresholds, which apply systemwide, and per-device thresholds,
which can be customized for individual devices. This dual approach allows flexibility in monitoring while ensuring consistent baseline

alerting,

NEW QUESTION # 12
Refer to the exhibit.
«/* Expression Builder F HTI nET ®
Expression: COUNT()Matched Events Validate Clear
Builder: [ Vertical addor @ x

“count()matched events” is invalid

t function

-

An analyst is trying to identify an issue using an expression based on the Expression Builder settings shown in the exhibit; however,
the error message shown in the exhibit indicates that the expression is nvalid.
What is the correct syntax to create an expression that generates a total count of matched events?

e A Matched Events (COUNT)
¢ B. (COUNT) Matched Events
¢ C. COUNT(Matched Events)



e D. Matched Events COUNT()
Answer: C

Explanation:

The correct syntax is COUNT(Matched Events) - with proper capitalization and spacing - to generate a total count of matched
events. The error in the exhibit likely stems from a formatting issue (e.g., lowercase count() or incorrect spacing), not the logical
structure of the expression.

NEW QUESTION # 13
Refer to the exhibit.



Automation Policy

Automation Policy

Name  Automation

Severity: [JLow [ medium [#High

Rules: Group: Network -

Time Range: ANY -
Affected Items:  ANY -
Affected Orgs: Rule:rAviation -

Action: [&] Send Email/SMS/Webhook to the target users. @

[&) Run Remediation/Script @

[ Invoke an Integration Policy. Run: no policy [

[ Create Case when an incident is created. m

D Send SNMP message to the destination set in Admin > Settings > Analytics.
AER m phe over HTTP(S) to the destination set in Adminlp Settings ddnalytics.
=-= HTI Et ticket using the configuration set inAdmin > Settings > Analytics.

[ 1nveke FortiAl and update Comments

Settings: D Do not notify when an incidént s cleared automatically.
|:| Do not notify when @nincident is cieared manually.

[ Do not natify when an incident is cleared by system.

Remediation/Script Options

Automation Policy > Define Script/Remediation B x

Type: (O Legacy Script

@ Remediation Script

Script:  Fortinet FortiOS - Block Source IP FortiOS via API ~
Protocol: HTTPS
Enforce On:  Device:FortiGate50B, Device:FortiGateS00 >
Run On:  Supervisor v
VDOM:

=

Ifa rule containing the automation policy shown in the exhibit triggers, what will happen?

e A Associated source IP addresses will be blocked on two FortiGate firewalls.

e B. Associated source IP addresses will be blocked on all FortiGate firewalls.

e C. Associated source IP addresses will be blocked on devices in the Aviation organization.

e D. Associated source IP addresses will be blocked on devices in the Network CMDB group.

Answer: A



Explanation:

The automation policy is configured to run a remediation script named "Fortinet FortiOS - Block Source IP FortiOS via API". It
specifies enforcement on two FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will
be blocked on those two FortiGate firewalls only.

NEW QUESTION # 14
Refer to the exhibit.

Machine Learning - Train Configuration

* Run Mode: Local
P Task: Regression
*» Algorithm: DecisionTreeRegressor

* Fields to use for Prediction:

AVG(Memory Util)
[] AVG(Sent Bytes6d)

AVG(ReceitedByteshd) F::RTINET

= Field to Predict:

& AVG(CPU Util)

* Train factor

0% ele— 100% 30

The configuration shown in the exhibit is incorrect.
‘What must you change to allow this configuration to be successfully applied to FortiSIEM?

A. Run Mode must be set to ML.

B. Only one AVG type field must be selected under Fields to use for Prediction.
C. The Train factor must be 70% or greater.

D. The selection in Fields to use for Prediction and Field to Predict must match.

Answer: A

Explanation:
The Run Mode s set to Local, which is not valid for training machine learning models in FortiSIEM. To apply this configuration
correctly, the Run Mode must be set to ML, which enables proper model training and prediction using selected fields.



NEW QUESTION # 15
‘What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

A. FortiSTEM worker
B. SSH

C. SNMP

D. FortiSIEM agent

Answer: D

Explanation:
The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).

NEW QUESTION # 16
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