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finction about the PDF version of our SC-200 Study Tool. If you download our study materials successfully, you can print our
study materials on pages by the PDF version of our SC-200 exam torrent. We believe these special fimctions of the PDF version
will be very useful for you to prepare for your exam. We hope that you will like the PDF version of our SC-200 question torrent.
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If you would like to use all kinds of electronic devices to prepare for the SC-200 SC-200 exam, then I am glad to tell you that our
online app version is definitely your perfect choice. In addition, another strong point of the online app version is that it is convenient
for you to use even though you are in offline environment. In other words, you can prepare for your SC-200 Exam with under the
guidance of our training materials anywhere at any time. Just take action to purchase we would be pleased to make you the next
beneficiary of our SC-200 exam practice.

Microsoft Security Operations Analyst certification exam, also known as SC-200, is designed for security professionals who are
responsible for managing and monitoring security solutions in an organization. Microsoft Security Operations Analyst certification
validates the skills and knowledge required to protect an organization's assets, detect and respond to security threats, and manage
security operations.

Microsoft Security Operations Analyst Sample Questions (Q241-Q246):

NEW QUESTION # 241

You are investigating an incident by using Microsoft 365 Defender.

Youneed to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop.
CEOLaptop, and COOLaptop.

How should you conplete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point
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NEW QUESTION # 242

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.
Youneed to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systems if

there is a documented active exploit available.

an«(

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer



area and arrange them in the correct order.
Actions Answer Area

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select

Weaknesses, and search for the CVE. @

From Advanced hunting, search for cvezdinthe
DeviceTwmSoftwareInventoryVulnerabilitites
table.

Create the remediation request.

Select Security recommendations. _ M i c ro S O ft

Answer:

Explanation:
Explanation

Artbnd Microsoft  Amewerre

From Threat & Vulnerability Management, select

From Device Inventory, search for the CVE. Waaknasses and scarch forthe CVE.

Open the Threat Protection report. Select Security recofiMphidations.

From Threat & Vulnerability Management, select Create the remediation request.
Weaknesses, and search for the CVE.

From Advanced hunting, search for cve1dinthe
DeviceTvmSoftwareInventoryVulnerabilitites

table.

Create the remediation request.

Select Security recommendations.

Reference:
https//techcommunity.microsoft.com/tS/core-mfrastructure-and- security/microsoft-defender-atp-remediate-apps

NEW QUESTION # 243

Youneed to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
‘What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

©O




Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to correlate data between
tenants: extend
project

Vi icrosof‘t workspace

Answer:
Explanation:

Minimum number of Log Analyth-b(Eﬁ@:S{)fJ[
required in the Azure subscription of Fabrikam:

Query element required to correlate data between

tenants:
project
workspace— |
Explanation:
Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
sivticrosoft
Query element required to correlate data between )4
tenants: extend
project
workspace

Reference:

https://docs.microsoft.conven-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

Topic 2, Litware inc.

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of'this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. Afer you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the



case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware
resources, including cloud resources, the remote users establish a VPN connection to either office.

Existing Environment

Identity Environment

The network contains an Active Directory forest named litware.com that syncs to an Azure Active Directory (Azure AD) tenant
named litware.com

Microsoft 365 Environment

Litware has a Microsoft 365 E5 subscription linked to the litware.com Azure AD tenant. Microsoft Defender for Endpoint is
deployed to all computers that run Windows 10. All Microsoft Cloud App Security built-in anomaly detection policies are enabled.
Azwre Environment

Litware has an Azure subscription linked to the litware.com Azure AD tenant. The subscription contains resources in the East US
Aazure region as shown in the following table.

Name Type Description
LA1 Log Analytics Contains logs and metrics collected from all Azure
workspace resources and on-premises servers
VM1 Virtualmachine | Server that runs Windows Server 2019
VM2 Virtual macHingo Sicserver that runs Ubuntu 18.04 LTS
Network Environment
Each Litware office connects directly to the internet and has a site-to-site VPN connection to the virtual networks in the Azure
subscription.

On-premises Environment
The on-premises network contains the computers shown in the following table.

Name Operating system Office Description
Windows Server Domain controller in litware com that
DC1 2019 Boston connects directly to the internet
CLIENT1 | Windowsi0 Boston Domain-joined client computer
Current problems
Cloud App Security frequently generates false positive alerts when users connect to both offices simultaneously.
Planned Changes

Litware plans to implement the following changes:

* Create and configure Azure Sentinel in the Azure subscription.

* Validate Azure Sentinel functionality by using Azure AD test user accounts.

Business Requirements

Litware identifies the following business requirements:

The principle of least privilege must be used whenever possible.

Costs must be minimized, as long as all other requirements are met.

Logs collected by Log Analytics must provide a full audit trail of user activities.

All domain controllers must be protected by using Microsoft Defender for Identity.

Azure Information Protection Requirements

All files that have security labels and are stored on the Windows 10 computers must be available from the Azure Information
Protection - Data discovery dashboard.

Microsoft Defender for Endpoint requirements

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for
Endpoint.

Microsoft Cloud App Security requirements

Cloud App Security must identify whether a user connection is anomalous based on tenant-level data.

Azure Defender Requirements

All servers must send logs to the same Log Analytics workspace.

Azrre Sentinel Requirements

Litware must meet the following Azure Sentinel requirerments:

* Integrate Azure Sentinel and Cloud App Security.

* Ensure that a user named adminl can configure Azure Sentinel playbooks.

* Create an Azure Sentinel analytics rule based on a custom query. The rule must autormatically initiate the execution of a playbook.
* Add notes to events that represent data access froma specific IP address to provide the ability to reference the IP address when

navigating through an investigation graph while hunting.



* Create a test rule that generates alerts when inbound access to Microsoft Office 365 by the Azure AD test user accounts is
detected. Alerts generated by the rule must be grouped into individual incidents, with one incident per test user account.

NEW QUESTION # 244

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named
User] and User2.

You plan to deploy Azure Defender.

You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

'rosoft Task

® Assign initiatives

Edit securitypolicies

Enable automatic provisioning

View alerts and recommendations
Apply security recommendations
Dismiss alerts

The solution must use the principle of least privilege.
‘Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Roles Answer Area
Contributor Userl: - :
- VI E@@S@ﬁ
Owner User2: | :
Security

administrator

Security reader

Answer:
Explanation:



Roles L1V e i’dgﬁ’ﬂ Area

S — e B T

: Contributor Userl: : Owner
I

Owner : User2: r Contributor
|

Security :

administrator !

Only the Owner can assign initiatives.

Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.
Reference:
httpsv/docs.microsoft.conven-us/azure/defender-for-cloud/permissions

NEW QUESTION # 245

You have an Azure subscription that uses Azure Defender.

You plan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.
You need to create an Azure policy that will perform threat remediation automatically.

‘What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Set available effects to:

v

Append
DeploylfNotExists
EnforceRegoPolicy

To perform remediation use:
v

An Azure AUtemation runbogk that has a webhook

An Azure Logic App m:m i When an Azure Security Center Alert is created or triggered
An Azure Logic App i p When a response to an Azure Security Center alert is triggered

Answer:

Explanation:




et available effects to:

v

Append
DeployifNotExists |
EnforceRegoPaolicy

To perform remediation use:
v

An Azure Automation runbooknthat vas a webhook

An Azure Logic Appsapp thal has thé trigder'set to Whep an Azure Security Center Alert is created or triggered |
An Azure Logic Apps app (hat has the trigger set to When a response to an Azure Security Center alert is triggered
Reference:

https:/docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
https:/docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION # 246
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