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R #249

Question:

An organization has compared its actual performance against predetermined performance targets. What is the primary purpose of
this action?

e A To verify that all security incidents are resolved
e B. To assess whether the organization's security objectives are being met
e C. To elimnate the need for manual tracking and reporting

IEf#: B

AR

ISO/IEC 27001:2022 Clause 9.1 - Monitoring, measurement, analysis, and evaluation:

"The organization shall evaluate the performance and effectiveness of the information security management system The evaluation
shall include... comparison against performance indicators and security objectives." The purpose is to ensure that security objectives
(Clause 6.2) are being met. Measuring performance allows organizations to determine whether controls and processes are effective
and aligned with strategic goals.

Option A is too narrow, and Option C is incorrect because manual tracking may still be required in some cases.

References:

ISO/IEC 270012022 Clause 6.2 and 9.1

ISO/IEC 270042016 - Clause 7.2 (Use of metrics for objective evaluation)

R #250
Question:
Which statement regarding organizational roles, responsibilities, and authorities is NOT correct?

e A. A project manager can have information security responsibilities as well

¢ B. Top management must assign the responsibility for ensuring that the ISMS conforns to ISO/IEC 27001

¢ (. Top management is responsible for reporting on the performance of the ISMS and cannot assign this responsibility to
someone else

IEf: C

R -

ISO/IEC 270012022 Clause 5.3 - Organizational roles, responsibilities, and authorities clearly states:

"Top management shall assign the responsibility and authority for:

a) ensuring that the ISMS conforms to the requirements of this document; b) reporting on the performance of the ISMS to top
management." This means top management is not solely responsible for directly reporting on performance-it can assign this
responsibility to a qualified individual (such as an ISMS manager, CISO, or another responsible party).

Therefore, Option A is incorrect and violates the intent of Clause 5.3.

References:

ISO/IEC 2700122022 Clause 5.3

HM #251
An employee of the organization accidentally deleted customers' data stored in the database. What is the impact of this action?

¢ A. Information is not accessible when required
¢ B. Information is not available to only authorized users
¢ C. Information is modified in transit

Ef: A

HM #252
Scenario 1: HealthGenic is a pediatric clinic that monitors the health and growth of ndividuals from infancy to early adulthood using a



web-based medical software. The software is also used to schedule appontments, create customized medical reports, store patients'
data and medical history, and communicate with all the
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