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Microsoft Cybersecurity Architect 38 %€ SC-100 &% Bk & (Q297-Q302):

HH #297
You have an Azure subscription that contains a Microsoft Sentinel workspace named MSW1. MSW1 includes

50 scheduled analytics rules.
You need to design a security orchestration automated response (SOAR) solution by using Microsoft Sentinel playbooks. The
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solution must meet the following requirements:

* Ensure that expiration dates can be configured when a playbook runs.

* Minimize the admmnistrative effort required to configure individual analytics rules.

‘What should you use to invoke the playbooks, and which type of Microsoft Sentinel trigger should you use?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Use: Radtomation rules '1
Analytics rules

Automation rules
Investigation graphs ;
Trigger type:  Incident bt

| Alert
Entity
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Trigger type: | Incident ]
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Use: | Automation rules

Jdrigger type: | Incident
ICIOSOTt

B #298

Your company has Microsoft 365 ES licenses and Azure subscriptions.

The company plans to automatically label sensitive data stored in the following locations:

* Microsoft SharePoint Online

* Microsoft Exchange Online

* Microsoft Teans

Youneed to recommend a strategy to identify and protect sensitive data.

Which scope should you recommend for the sensitivity label policies? To answer, drag the appropriate scopes to the correct
locations. Each scope may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to view content.

NOTE: Each correct selection is worth one point.
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B #299

Your company is developing an invoicing application that will use Azure Active Directory (Azure AD) B2C. The application will be
deployed as an App Service web app. You need to recommend a solution to the application development team to secure the
application from identity related attacks. Which two configurations should you recommend? Each correct answer presents part of
the solution. NOTE: Each correct selection is worth one point.

A. Azure AD workbooks to monitor risk detections

B. customresource owner password credentials (ROPC) flows in Azure AD B2C
C. access packages in Identity Governance

D. Azure AD Conditional Access integration with user flows and custom policies
E. smart account lockout in Azire AD B2C

IEf#: B. D
f -

https7/docs.microsoft.con/en-us/azure/active-directory-b2c/threat-management
httpsv/docs.microsoft.con/en-us/azure/active-directory-b2c/conditional-access-user-flow?pivots=b2c-user-flow
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You are designing security for a runbook in an Azure Automation account. The runbook will copy data to Azure Data Lake Storage
Gen2.

You need to recommend a solution to secure the components of the copy process.

‘What should you include in the recommendation for each component? To answer, select the appropriate options in the answer are a.

NOTE: Each correct selection is worth one point.
nswer Area

Data security:

Access keysistoredin Azure Key Vault
Automation Contributor built-in role
Azure'Private Link with network service 1ags

Azure Web Application Firewall rules with network service tags

Network actessicontrol:

Access keys store in Azure Key Vault
ﬁ 5 = [ Automation Contributor built-in role

: M I C rf‘ Azure Private Link with network service tags 7
Azure Web Application Firewall rules with network service tags

R #301

Hotspot Question

You have an Azure subscription that contains two virtual machines named VM1 and VM2 and an Azure App Service Standard app
named Appl. VM1 is used to upload data to App1. Appl stores data on VM2.

Youneed to secure connectivity between the virtual machines and App1. The solution must minimize the risk of data exfiltration.
‘What should you use to manage connectivity for App1? To answer, select the options in the answer area.

NOTE: Each correct answer is worth one point.

e



Explanation:

Box 1: Private endpoints

Inbound connectivity

Virtual network integration gives your app access to resources in your virtual network, but it doesn't grant inbound private access to
your app from the virtual network. Private site access refers to making an app accessible only from a private network, such as from
within an Azure virtual network. Virtual network integration is used only to make outbound calls from your app into your virtual
network. Refer to private endpoint for inbound private access.

Box 2: Virtual network integration

Outbound connectivity

How virtual network integration works

Apps in App Service are hosted on worker roles. Virtual network integration works by mounting virtual interfaces to the worker
roles with addresses in the delegated subnet. The virtual interfaces used aren't resources customers have direct access to. Because
the from address is in your virtual network, it can access most things in or through your virtual network like a VM in your virtual
network would.

‘When virtual network integration is enabled, your app makes outbound calls through your virtual network. The outbound addresses
that are listed in the app properties portal are the addresses still used by your app. However, if your outbound call is to a virtual
machine or private endpoint in the integration virtual network or peered virtual network, the outbound address is an address from the
integration subnet. The private IP assigned to an instance is exposed via the environment variable, WEBSITE PRIVATE IP.
Reference:

https:/learn.microsoft.com/en-us/azure/app-service/overview-vnet-integration
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